[Tpunoxenue Ne 1 k rocy1apCTBEHHOMY KOHTPAKTy
ot «16» suBaps 2025 roga Ne 071/25/1

TEXHUYECKOE 3AJAHUE

Ha OKazanue 20cy0apcmeeHHbIM U MYHUUURATbHBIM 00paA306ame1bHbIM
OP2aAHU3AUUAM, PEanTu3yIouumM 00pazoeameibHbvle RPOPAMMbL 00Uie20 00pa308aHus
U cpeoHezo npogheccuonanbHozo 00pa3zoeanus, U3OUPaAmMeaIbHbIM KOMUCCUAM
cyovekmoe Poccuiickoii @edepayuu u meppumopuaibHbiM U30UPAMENbHHIM
Komuccuam (¢ yuemom nompeodrHocmeil noiv3oeameeit)

YCIy2 no npeodoCcmagieHuIo ¢ UCNONb306aHUEeM eOUHOI cemu nepeoaiu
OAHHBIX 00CHLYNA K 20CY0apCH8eHHbIM, MYHUWURATbHBIM, UHBIM UHQOPMAUUOHHBIM
cucmemam u K uHPOPpMayuoOHHO-meaeKOMMYHUKayuonnoi cemu « umepnem
(0anee — cemv «Unmepnemy»); no nepeoaue OAGHHBIX NPU OCYULECHIETICHUU 00CMYNA K
20¢yo0apcmeeHHbIM, MYHUUURATbHOIM, UHBIM UHQOPMAUUOHHBIM CUCEMAM U K
cemu «Mnmepnem»; no 3auyume OAHHBIX, 00PAOAMbBIEACMBIX U NEPEOABAEMBIX NPU
ocyuwiecmeieHuu 00Cmyna K 20CyoapCcmeeHHbiM, MyHUYUNAIbHbIM, UHbIM
UH@poOpmayuoHHbIM cucmemam u K cemu «Mnmepnem»; no obecneuenuro
0Z2panuyeHus 0ocmyna K uHgopmayuu, pacnpocmpanenue komopoii 8 Poccuiickoii
Deoepayuu 3anpeuieHo, u K UHopmayuu, npuduHaouell 8peod 300P0e6vio u (unu)
pazseumuio oemeil, cooeprcauieiica 6 cemu «Mumepnemy (011 yKa3auHHvlx
00pazoeamenvHbIX OPZAHUZAYUIL); HO MOHUMOPUHZY U 00echeyeHul0 0e30nacHocmu
C8A3U NPU NPEOO0CMasieHUuU OOCHLYnA K 20CY0apCcmeeHHbIM, MYHUWUNATbHOIM, UHbIM
ungpopmayuonnvim cucmemam u Kk cemu «Mumepuemy; no opzanuszayuu
NOOKII0UeHUs K eOUHOU cemu nepeoauu OaHHBIX YKA3AHHBIX 00PA308aMmMenbHbIX
Op2anu3ayuil U u30UPamenbHbIX KOMUCCUIL, NO nepedaye OAHHbLIX NPU
ocyuiecmenenuu 00Cmyna K moi cemu
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1. TepMuHBI, onIpee/IeHUs] M COKPALLCHUS.

1.1. B Kontpakrte, BKJIIOYas HacTosIIee TeXHHUUeCcKoe 3amaHue (mamee — T3)

HCIOJB3YIOTCA CIICAYIOMKUC TCPMUHBI, OIIPCACICHNA U COKPAILICHUSA:

Tepmun

AS

CE

CIR

DDoS-araka

ICMP

IETF RFC

IP cets UcnonuuTess

IP-maker

MIR

MPLS

MPLS cets Ucnionaurens

RIPE NCC

Service Desk

Onpedenenue

Autonomous System, aBToHoMHasi cuctemMa, |IP ceTh, HaxoasIIAsACs MOJ eIUHBIM
aJMUHUCTPATUBHBIM  YIPaBICHWEM W  UMEIOIIAs  EAMHYI  HOJUTHKY
MapuIpyTU3alM1, XapaKTepU3yeTcsi HOMEPOM, KOTOPBIH BbIAAeTCs O(UIMATEHBIM
HHTEepHET-peructparopom (Hampumep, RIPE)

Customer Edge Router, rpanndHOe yCTPOWCTBO B JIOKAIBHOW BBIYHCIUTENBHOM
cetn C30, O6nexTa LUK, ncnonp3yemoe il MapuipyTu3anui Tpaduka U3 ceTu
C30, O6wexra UK B cets MconmauTens u o0paTtHO

Committed Information Rate — rapanTHpoBaHHas MOJOCAa TMPOIMYCKAHUS!
TEXHOJIOTHSI TPCIOCTABICHHUS KAaHAJIOB CBS3H, IPH KOTOPOH OCYIIECTBILIETCS
OPHOPHUTH3AIHS KIIHEHTCKON MOJOCHI TPOIYCKAHUA, U 00BEKTY MPEIOCTABIACTCS
rapaHTHPOBAaHHAsI CKOPOCTH MEpelaull JaHHBIX MPH JFOOBIX YCIOBHAX (TOJIBKO IS
CITyTHHKOBOWM TEXHOJIOTHH)

Distributed Denial of Service, pacnpenenennas araka Ha OTKa3 B 00CTy)KHBaHUH,
Pa3HOBHJHOCTH aTaK Ha KOMIIBIOTEPHBIE CHCTEMBI M CETH CBSI3H, CBSI3aHHBIC
¢ 0OJIBIITUM KOJIUYECTBOM 3anpocoB (B Bue |P-11akeToB), MOCKUIAEMBIX C OOJIBIIIOTO
kommuectBa IP-ampecoB cetm «MHTepHeT» W HampaBieHHBIX Ha IP-ampeca
obopynosanus C30, O6bexra LIUK.

Internet Control Message Protocol - mpoTokon MeXCeTeBbIX YIPaBISIOMINX
coo0meHnit

Hoxyment (Request For Comments) paboueit rpymiisl o HHXEHEPHBIM TpodieMam
cetu «Mutepuer» (Internet Engineering Task Force)

CereBast wuHbpacTpykTypa VCHOnMHUTENsS W TNPHBIEKAEMBbIX VICHOIHUTEIEM
CyOmoAPSAUUKOB (COUCTIONHUTENEH), COCTOANIAs U3 PACIOJOKEHHBIX Ha y3Jax
Wcnonuurens u IIPUBJIEKAEMBIX Hcnonnurenem CyOnOapsATINKOB
(coucnoyHUTENEH), YCTPOUCTB, 00ECTIEUMBAIONINX B3aUMOJICHCTBUE IO CETEBOMY
nporokony IP (cnetmdukauus IETF RFC 791), mapuipyruzaimio, KOMMYTalUio
1 00paboTKy TpaduKa, COCTUHSIONMIAX WX MaruCTPANBHBIX KAaHAJOB M HHBIX
CPEICTB CBS3U

[Maxket 3 yposns (OSI), mapmpyTusupyemoro 1o mpoTtokory IP

Maximum Information Rate — makcumMapHas oJI0ca MPONMYCKAHHS: TEXHOJIOTHSI
MPE/IOCTaBIICHNST KaHAJOB CBS3H, NMPH KOTOPOW OMNpeJeNieHHas COTJalIeHHeM
CTOPOH CKOPOCTH TI€pefauyd MAHHBIX SIBISETCS MaKCHMAaJIbHO BO3MOXKHOH, W
(hakTHUeckas CKOPOCTh Tepefadd [TaHHBIX B KaKIbI KOHKPETHBIM MOMEHT
BPEMEHH MOXET 3aBHUCETh OT HArpy3kKd Ha CceTh (TOJBKO JUII CIYTHHKOBOI
TEXHOJIOTHH)

Multi  Protocol Label Switching, TexHOJOTHS KOMMYyTamUH TAKETOB
C UCIIOJIb30BAHUEM METOK

IMoctpoennas no rtexHomoruun MPLS cereBas mudpactpykTypa HcnomHurens
W TpuBIeKaeMbIX  VcmomHuTeneM — CyONOAPSAYMKOB  (COMCHOJHHTEINEH),
BKJTIOYAIOLIAsl OMOPHBIE MapupyTu3aTopsl (P), rpanuynsle Mapuipytusatopsl (PE),
COEIMHSIFONINE UX MarucTpajbHbIEe KaHAJBI U HHBIE CPEACTBA CBA3U

Perunonansheiii EBponeiickuii Peructpatop MurepHeT agpecos

Cucrema perucrpanuun 06paHICHHﬁ, yIpaBJIC€HUSI U PCUHICHUA I/IHIII/I)ICHTOB/
3alIpocoB


http://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81

Tepmun

SLA (anr. Service Level Agreement)

SNMP
WEB

ABapuiiHas cuTyauus

AnbTepHATUBHBIN omiepaTop

APM

Bapuanus 3aaepxku

Bnagenen UC

Buemnue [Pv4 agpeca

BpemenHbIit Gernblii cricok

Bpewms peakuun

BOJIC
BUC

TocynapcTBeHHBIH 3aKa34MK - 3aKa3uuK

JoctynHocTs yeiayru

ECHA

Onpeoenenue

Cornamenue 00 ypoBHE NMPEJOCTABICHUs YCIyTr — (OpMalbHBIH JOTOBOP MEXKAY
3akazunkoM u McmonmHuTeneM, copepKamuidi IpaBa U OOSM3aHHOCTH CTOPOH,
a TaKk)Ke COTJIacOBaHHBIM ypOBEHb KaueCTBa NPEIOCTaBICHUS JaHHOH YCIIyT

Simple Network Management Protocol, mpoTokout ceTeBoro yrpaBicHust

Bceemupnas mayruna — (anra. World Wide Web) — pacnpenernennas cucrema,

MPENOCTaBIAOIAs JOCTYIl K CBS3aHHBIM MEXAy CO00H JOKyMEeHTaM,
pacloONOXXCHHBIM Ha PA3NWYHBIX KOMIIBIOTEpPAax, MOJKIIOYEHHBIX K CETH
«HTEepHET»

Henocrynuocts  ycmyr  McnmosmHutens,  BbI3BaHHas  HEUCIPABHOCTBIO

000pyIOBaHUsI, CETH, WHXXEHEPHBIX CHUCTEM M HH(pacTpykTypsl HcmomHuTesns
WY TIpUBJIeKaeMbIX ViconHuTeneM cyOnoApsITYNKOB (COUCTIONHUTENCH), BKIIIOYAs
HECaHKIIMOHUPOBAaHHbBIE HEOIAroNpHUsTHBIC BO3JICHCTBIS Ha yKa3aHHbIE 00BEKTHI

Omneparop CBsI3H, 00JaNaroMMi HEOOXOJUMBIMHU JMLEH3USIMH B COOTBETCTBHUU C
3aKoHoAaTenbCcTBOM Poccuiickoit @enepanuu v MperoCcTaBiIAOMIMA KaHaabl L2 u
(mmm) ycImyru mepenavyd JAaHHBIX MO KaHajdaM L2 B COOTBETCTBHM C 3aKa3oM
Ucnonaunrens wmu [Totpedurerns.

ABTOMaTI/ISI/IpOBaHHOG pa60qee MECTO

Jitter, oTKIOHEeHHE OT CpeIHEro 3HAUCHUS BpEeMEHH NpoxokaeHus |P-maketos
0 Y9aCTKy U3MEPEHHS OT IEePEAIoIIeii CTOPOHbBI K IPHEMHON CTOPOHE

POUB, ®ONB, C30, Bmagcromuii perHOHANFHOW WWIH (eaepaabHOi
WHPOPMAIMOHHON CHCTEMON

Bueniaune (myonuunsie) IP aapeca u3 3apeructpupoBaHHOro B 6ase ganHsix RIPE
NCC IP agpecos 4 Bepcuu nportokona IP

Ilepeuens pecypcoB B cetu «VHTepHET», MOOCTYI K KOTOPBIM pa3peleH
no 3ampocaMm [loTpeOuTeneil W YIOJTHOMOYEHHBIX TOCYIapPCTBEHHBIX OPraHOB
B TEUCHHE OTPEJICIIEHHOI'0 IPOMEKYTKA BPEMEHH

Cpok, B TeueHHe KoTtoporo VcmoiHuTENb 00sf3yeTcs MPUCTYNUTh K pabore
HaJa mpobieMoii, 0003HaueHHON B 3ampoce [lomy4arens 00 HWHIHUACHTE,
ompeneneHHbI SLA

BonokoHHO-ONITHYECKAs TMHUS CBI3U

Buptyansnas gactHas cetb C30, O6bekra LUK, moctpoernas Ha 6a3ze MPLS cetn
Hcnonuurens u MPUBJIEKAEMBIX Hcnonuurenem CyOTIOIPSITYMKOB
(coucnonHuTenei), myTeM OpraHu3ald BUPTYAIbHBIX KaHAJIOB MEXAY MOPTaMHU
Ha y37ax JocTtymna ceTu Vcromuutens, K kotopbiM noakitoden C30, O6bexT UK,
u olecrieynBaronas mepegady paszIMYHBIX THIOB TpaduKka C rapaHTHen
napaMeTpoB KauecTBa.

MuHHCTEPCTBO I poBOro
Poccuiickoit denepanuu.

pa3BUTHUA n MaCCOBBIX KOMMyHI/IKaHI/Iﬁ

OTHOIICHHE BPEMEHH HAXOXKICHHS OKA3bIBAEMBIX YCIYT B pabo4YeM COCTOSHUHU
K 00IIeH MPOIOIDKUTENBHOCTH HHTEPBajia HaOIF0 IeHHS, BRIPAKEHHOE B IIPOLICHTAX
(TOCTYIHOCTB 3a OTYETHBIH TIEPUO).

®denepanbHas rocyaapcTBeHHas HH(pOpManMoHHas cucteMa «Exunas cuctema
HACHTUQHUKAINKA ¥ ayTeHTHQHUKaIWH B HHPpacTpykType, obecmeunBaromeit
MHPOPMAIMOHHO-TEXHOJIOTMYECKOE B3aNMOACHUCTBIE MH(DOPMAIIMOHHBIX CHCTEM,
HCTIONB3YEMBIX /ISl IPEAOCTABICHNS TOCYIapCTBEHHBIX U MyHHIIUIATBHBIX YCIYT
B anektponHoit popme» (ECHMA) — wmndopmanmonnas cucrema Poccuiickoit
Oeneparuy, obecneunBaionias CaHKIMOHUPOBAHHBIA JOCTYN  yYaCTHUKOB
MHGOPMALMOHHOTO B3aMMOJEHCTBHSA (TpaskaaH-3asBUTENEH M TOIDKHOCTHBIX JIUIT
OpPTraHOB  WCIOJIHUTENBHOW  BiacTH) K  uHoOpManuy,  copepikarieics
B TOCYIAapCTBEHHBIX HH(OPMALMOHHBIX CHCTEMaX M HMHBIX HH()OPMALMOHHBIX
cucreMax
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ECIIJI

3amepxka

3asBKa
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HUcnonnurens

Kanan L2
Knacc tpaduka

KonTpakr

Komnonent

Onpeoenenue

BupryaneHass uactHas cerb (cetn) VcmosHutens, oOecrieuuBaromias IOCTYI
COLIMAIbHO-3HAYMMBIX OOBEKTOB K HWH()OPMALMOHHBIM CHUCTEMaM U K CETH
«VHTEepHET», a TaKKe mepenady [JaHHBIX NPH MNPEAOCTABICHHM [OCTYIa
K MH(GOPMAIIMOHHBIM cucTeMaM | K ceTn «VHTepHeT»; obecnednBaronas 10CTyIl
HentpanpHON M30MpaTeNbHON KOMHCCHH, M30MPATEIbHBIX KOMUCCHH CyOBEKTOB
Poccuiickoit @enmepanuii W TEPPUTOPHAIBHBIX W30MPATEIHHBIX KOMHCCHH
K MH()OPMALMOHHBIM CHCTEMaM U K ceTH «VHTepHeT».

One-way delay, Bpems poxoskaenusi |P-akeToB 1Mo y4acTKy M3MEPEHUS B OTHY
CTOpOHY (0T MepeJaroIeii CTOPOHBI K MPUEMHOI). Onpenensercs CorliacOBaHHBIMU
c [lorpeburenem MeTonamu 1 IpH HEOOXOTUMOCTH PACCUUTHIBACTCS KaK MOJIOBHHA
BPEMEHHOT'0 HHTEPBaja MEX,Iy MOMEHTOM OTIIPABIICHHUS COOOIIECHHS «3aIPOC HXO0%»
nepenaronel CTOPOHOW M MOMEHTOM IOJYYCHHs COOOILECHUS «OTKIHMK 3XO0»
ot npuemHoii croponsl (PING mporokosna ICMP).

Hapmnexamum obpazom opopmiernoe mo popme (Ilpunoxenne Nel) obpareHue
3akazynka K VICTIOMHHUTENIO ¢ yKa3aHUEM JaT U MepedHsi 00bEeKTOB, Uil KOTOPHIX
HEOOXOUMO OKa3bIBaTh Y CIYTH CBSI3H.

TeXHOJOTUU JIMHUH CBS3H, OTIMYHBIE OT TEXHOJIOTMH BOJIOKOHHO-ONTHYECKOM
CBS3M W CITyTHUKOBOW TEXHOJOTHH. Vcmonp3yercss B ciaydac HEBO3MOJKHOCTH
ucnonszoBaHust BOJIC ¢ obecnieueHreM HanOOMbIIEH CKOPOCTH ITOAKITIOUCHIS.

locymapcTBeHHas, pernoHaidbHas, MYHUIUNAJIbHAI W WHAs WHQOPMAIMOHHAS
CUCTEeMa, KJIacC KPUIMTO3AIIUTHI KOTOPO COOTBETCTBYeT Kiaccy 3amutel ECII/,
K KOTOPOW IpPeAO0CTaBIIAECTCS NOCTYH C MCIOJb30BAaHUEM €AUMHOM CeTH mepenayu
naHHbIX McnomHuTEI.

Omnepatop cBsi3d, C KOTOPHIM 3aKIt0ueH ['0Cy1apCTBEeHHBIN KOHTPAKT HAa OKa3aHHe
Yceayr cBs3u

Kanan cBsizu ot C30, O6wexra LIUK no Touku npucoenuuenus ECII/]

HabGop TpebGoBaHMIi K SKCIUTyaTalHOHHBIM IapamMeTpaM, CoOII0JaeMbIM
HcnonauTeneM mpH Iepenade IO CETH NPUMEHHTENBHO KO BceM |P-makeram,
MpUHAJICKAITIM JaHHOMY THITY

locynapcTBeHHBII KOHTPaKT Ha OKa3aHHE TOCYIHapCTBCHHBIM H
MYHUIUITATHHBIM 00pa3oBaTebHBIM OpraHu3aIsIM, peaT3yOIIM
obpa3oBaTenbHble ~ MporpaMMmbl  0OImero  o0pa3oBaHUsS U CPEIHErO
npodeccroHansHOr0  00pa3oBaHus, HW30UPATEIBHBIM KOMHUCCHAM CYOBEKTOB
Poccuiickoit @enepaniuit ¥ TePPUTOPHATBHBIM HM30MPATEIBHBIM KOMHCCHAM (C
y4eToM  TOTpeOHOCTeH  Tonb30oBaTelel), yCayr 10  MPEeJOCTaBICHHIO
C UCIIOJIb30BAHUEM e)II/IHOﬁ CCTHU Mepcaavyu JaHHBIX JOCTyNa K roCyJ1apCTBECHHBIM,
MYHUIUINIAJIBHBIM, HWHBIM I/IH(i)OpMaHI/IOHHLIM CUCrTeMaM " K I/IHq)OpMaHI/IOHHO
TeJIeKOMMYHHUKAIIMOHHOH cetn «MHTepHeT» (mamee — cetb «MHTEpHET»); 1O
mepeAade JAHHBIX TPH  OCYIISCTBICHHH JOCTYIa K TOCYIapCTBEHHBIM,
MYHUIUITAJIHHBIM, UHBIM HWH(POPMAIMOHHBIM CHCTeMaM U K cet «VHTepHEeTY; 1o
3amuTe JaHHBIX, 00padaThIBaeMBIX U IIEPEIaBACMBIX IIPH OCYIICCTBICHUH JOCTyIIa
K TOCyIapCTBEHHBIM, MYHHIUTIAIEHBIM, HHBIM HH()OPMAIMOHHBIM CHCTEMaM H K
cetn «UHTepHeT»; Mo OOECHeueHHI0 OrpaHuyYeHHs J0cTyna K HH(OpMAIH,
pacnpocTpanenre kotopol B Poccuiickoil ®enepauuu 3amnpemieHo, U K
nHGOPMALMHY, TPUYMHAIONIEH Bpex 37I0pPOBBI0 M (WJIM) pa3BUTHIO JAETel,
comepxameiics B cetn «MHTepHET» (W1 yKa3aHHBIX 00Pa30BATEIBHBIX
OopraHu3aIyii); Mo MOHUTOPUHTY M OOecledeHnI0 Oe30MacHOCTH CBSI3H MPH
MNpEeaoCTaBJICHUM  O0CTyIIa K TOCYAapCTBCHHBIM, MYHUIOUIAJIBHBIM, HWHBIM
MH()OPMaMOHHEIM cucreMaM u K ceTu «MHTEpHETY;
M0 OpraHu3aluy MOAKIIOUEHHS K €AMHOM CeTH Iepefavyd JaHHBIX YKa3aHHBIX
00pa3oBaTeNbHBIX OpraHU3aluii W W30MpATENbHBIX KOMHCCHH, 10 mepenade
JIAaHHBIX TIPH OCYILIECTBIICHHUH JI0CTYIIa K ATOH CETH.

COCTaBJ’IHIOHIaH YCJ'Iyl" CBA3H, OIpeacidromas OaAHy U3 OCHOBHBIX HOTpC6HOCT€ﬁ,
YAOBJIETBOPSACMBIX € ITOMOIIBIO OKA3bIBACMBIX YCJ'Iyl".
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Komrekc CpCACTB aBTOMAaTU3allun

[TapameTp, BbIpakaroluii BEPOSITHOCTh TOTO, YTO Touka mpucoenuHenus ECII/]
OKa)keTcsI B PabOTOCIIOCOOHOM COCTOSIHHM B TIPOM3BOJIEHBII MOMEHT BPEMEHH,
KpOME IUIAHUPYEMBIX MEPUOJIOB, B TEUEHHE KOTOPBIX MPEIOCTABIEHUE CEPBUCOB
HE IpeNyCMaTPUBAETCS

MaxkcumanpHas TI0TEPs IIaKCTOB - OTHOLICHUEC 06H_[CFO KOJIMYCCTBA
HCOOCTABJICHHBIX IIAKETOB K O6H.[eMy KOJIMYECTBY IEPEAAHHBIX ITAKETOB,
BBIpaKa€Masi B IPOLICHTAX MOTCPAHHBIX ITAKETOB

KoHTeHTHas QuabTpays

Iepconanphas crpanuna it [loTpeburens, opraHM30BaHHAs Ha pecypce canta
Ucnonuutens, 1ocTyn Ha KOTOpYIo ocyiecTBiusercs yepe3 ECUA

MesxceTeBoe SKpaHUPOBaHHUE

WnrepHer-Tpaduk, nocrymatommii Ha obopynoBanune C30, O6bekra LUK,
HaJlMyhe KOTOpOro MOXKeT ObITh 00ycnoBieHo HamuuneM DDo0S-artakw,
b0 APYTUMU HeKenaTenbHbIME Tt [loTpebuTrens hakropaMmu

FocymapcTBeHHass WM  MyHHLMIAJIbHas 0Opa3oBaTelbHAas  OpraHH3alus,
peamu3yromas mporpaMMbel  o0mero  oOpa3oBaHUS M (WIHM)  CPEITHETO
npoecCHOHABHOTO 00pa30BaHUs

COBOKyHHOCTL TEXHHUYCCKUX CPCACTB, CPCACTB BBIYHMCIUTSILHON TEXHHKHU
U [IpOTrpaMMHOI0 O6€CH€‘IGHI/IH, PACIIOJIOKCHHBIX TIO OAHOMY aApecCy

HentpanbHas n30upaTeabHas KOMHUCCUS Poccuiickoit ®Denepanuu
wim  u3dupartenbHble  KomuccuM — cyObekta  Poccuiickoln  ®enepaunu
WIH TeppUTOpHAJIbHbIE H30UpaTeTbHbIE KOMUCCHH.

[Tepnoa BpeMeHH Oka3aHUs Y CIYT CBS3H, IO OKOHYAHUU KOTOPOTO MPOU3BOIUTCS
claya-npueMKa Y Ciayr CBSI3U U UX OIiaTa

OmnepaTop CBsI3H, OKAa3BIBAIOMIMN YCIYTy IO KOMIOHEHTY «3alluTa JaHHBIX)»
Ha yvyacTke oT C30 no Touku npucoenunenuss ECIIJl Ha MOMEHT UCHOJIHEHMS
KonTpakra

®dopmarnpoBaHHbIi OJoOK WHpOpManmy, TmepenaBaeMbli 10 CETH CBSI3H,
(hyHKIIMOHMPYIOIEH NOCPEICTBOM TEXHOJIOTHH KOMMYTAllMH MTAKETOB

[lepenaya nanHbIX
[Monp3oBarens Yemyr cesizu win ee Komnonentos Ha C30, O6wekte [IUK.
Jlornueckwuii unrepgeiic BUC [Morpedbutens Ha y3nax jgocrymna cetu McnonHuTens

Ilepeuens pecypcoB B cetu «MHTepHET», MOOCTYIl K KOTOPBIM pa3peleH
mo 3ampocaMm [loTpeOuTeneil M YHNOTHOMOYEHHBIX TOCYAAapCTBEHHBIX OPIaHOB
HAa IIOCTOSIHHON OCHOBE

PykoBoauTeNlb  COIMATBHO 3HAYMMOIO OOBEKTa, B HHTEpPECaX KOTOPOTO
HcnonauTens OKa3piBaeT YCAYTH B COOTBETCTBUH C [ OCymapCTBEHHBIM
KOHTPAKTOM, WM JIAIO, VIIOJIHOMOYEHHOE B YCTAHOBICHHOM  TIOPSIIKE
Ha B3auMojeicTBue ¢ McnomHurenem npu okazaHuu Y Ciyr.

PyxoBogurens obwvexta LIUK, B mHTepecax kortoporo McmonaHuTens oxasbIBaeT
YCIyTM B COOTBETCTBMM ¢ ['OCYyZapCTBEHHBIM KOHTPAKTOM, HIU JIUIO,
VIOJTHOMOYEHHOE B  YCTAaHOBIEHHOM  IOpSAAKE  Ha  B3aWMOJEHCTBHE
¢ Mcnonuurenem mpu okazaHuU Y CIIyT CBS3U.

IP packet loss ratio, oTHoIIeHHE pa3HOCTH KOJMYECTBA OTIPABICHHBIX B KOHEUHYIO
TOYKY y4JacTKa m3MepeHus |P-makeToB M KoIM4yecTBa MPUHATHIX B 3TOW Todke |P-
MaKeTOB, K KOJMYECTBY OTHPABICHHBIX B KOHEUHYIO TOUKY |P-T1akeToB

PerunoHanbHbIi OpraH UCIOJHUTENBHOM BJIACTH

WudopmannoHHO-TeTeKOMMYHHKAIMOHHAS ceTh «VIHTepHeT»
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Onpeoenenue

OO6pa3oBarebHasi OpraHu3aus.

Cpencraa kpunrorpapuyeckoi 3amuTel HHGopManuu

Opraamsyemasi 3aka3uukoM CIIy)x0a TexHHUeckor mnoxmepxkku [lorpeburens,
KOTOpasl OCYIIECTBISCT KOHTPOJIb OKa3aHWS YCIyr CBS3M 1O OOpaIIeHHAM
IMotrpeOureneit wnm 3aka3yMka B COOTBETCTBUH C PermaMeHToOM TeXHHYeCKOi
MOJICPKKH TIPH OKa3aHUH Y CIIyT

Cucrema MEKBEAOMCTBEHHOI'O 3JIEKTPOHHOTO B3aUMOICUCTBHS

CucteMbl TEXHHYECKHX CpCACTB JId obOecreueHus quHKI_[I/II‘;I OICpaTUuBHO-
PO3BICKHBIX MepOHpI/IHTI/Iﬁ

O,Z[I/IH U3 BUJOB KOCMHYECKOM paguocCBA3u, OCHOBAHHBIM Ha HCIOJb30BAaHUHU
B Ka4€CTBE PCTPAHCIATOPOB NCKYCCTBCHHBIX CIIYTHHUKOB 3emiu -
CIICHHUAJIU3UPOBAHHBIX CITYTHUKOB CBA3U

CeTb ¢BsA3U OOIIETO MOJIb30BaHUS

HpI/ISHaK COCTOSAHHA O6’B€KTa, IIpru KOTOpOM Hcnonaurens He MOXKET OKaszaTh
yCJ'Iyl"I/I CBsI3U B COOTBCTCTBUU C YCIIOBUAMU KOHTpaKTa

TeppuTtopuaibHas eAMHHLIA BEpXHETo ypoBHS B Poccuiickoit denepanuu.
Hacrosimee TexHH4YeCKOE 3a1aHIE

CpencTBa CBSI3M, BXOJIIIME B COCTaB CETH DICKTPOcBs3um McmomHuTENS,
C TIOMOIIBI0 KOTOPBIX OCYyIIecTBIsAeTcs moakiroueHne u noctyn C30, OO0bekToB
MUK k ECIIJ

CoBokymnHOCTh |P-makeToB, epeaaHHbIX 110 CETH Mepeaavy JaHHbIX

Oxkazanme MHWcnomnurenem VYcenyr cBsu 111 C30 u  O6nektoB MK,
pacIoJIOKEHHBIM ~Ha  TeppHTOpusAX cyOwsekToB Poccuiickoit  Peneparuu
1o:

nepefadye JAHHBIX TP OCYIIECTBICHMM JIOCTYNa K TOCYIapCTBEHHBIM,
MYHHUIUIAJIbHBIM, MHBIM HH(OPMAIMOHHBIM CHCTEMaM M K ceTH «lHTepHeT»
(Komnonent Yenyru cBszu «Ilepenaua 1aHHBIX») B COCTaBE yCIyT:

0  3allMTe  JAaHHBIX,  O00pabaThIBAEMBIX U MepeaBaeMbIX
MPU OCYIIECTBICHUH JOCTYMa K TOCYIApCTBEHHBIM, MYHHIIUITATbHBIM,
WHBIM MH(pOPMAIMOHHBIM crcTeMaM U K cetn «MHTepHe™ (KoMnoHeHT
«3ammTa JaHHBIX»);

no  oOecredeHHI0  OrpaHWuYEHMs  JOCTyna K  uHpopMmauuu,
pacrpocTpanenre kotopoit B Poccuiickoit ®enepanuu 3ampelieHo,
U K MHGOpPMALUH, NPUYUHSIIONIEH Bpea 3[0pOBBI0 M (WIHM) Pa3BUTHIO
JeTel, coxpepkameiics B cetu «MHTepHET» Ui 00pa30BaTEIBHBIX
opranu3anuii (KommonenT «Orpanndenune 1octyna K HHpopMaImm»);

0  MOHHMTOPMHTY M  oOOecredeHHt0o  0e30IIacHOCTH  CBSI3M
IPU TPEIOCTaBICHUN AOCTYNA K TOCYIapCTBEHHBIM, MYHHIMIIAIbHBIM,
WHBIM MH(OPMAIMOHHBIM crcTeMaM U K cetn «MHTepHeT (KoMnoHeHT
«MOHUTOPHHT U obecriedeHre 6e30IIaCHOCTH CBS3NY);

o mpexocTaBieHnio ¢ ucnoip3oBaHueM ECIIJ] mocTyma k rocymapCTBEHHBIM,
MYHUIHUIIAJIBHBIM, WHBIM I/IHq)OpMaLII/IOHHBIM CHCTEMaAM H K I/IHq)OpMa[H/IOHHO -
TenekoMMyHHUKarmoHHoi cetn  «MHTepreT» (Kommonent «IIpemocraBienne
JIOCTyTIaY).


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%81%D0%BC%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8
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Tepmun Onpeoenenue

Oxazanne MHcmomuurenem VYenyr cBssu it C30 u OOwekroB LUK,
PacIoIoKEHHBIX Ha TeppUTOpUsiX cyObekToB Poccuiickoit denepanuu no:

opranu3zanuu nogkaoueHust k ECITJL (KomnonenT «Opranusanus kanana L2»);

nepeaade qaHHbBIX pH ocymmectBieHnn qocrymna Kk ECII/ (Kommonent «Ilepenaga
JaHHBIX L2))

OONB ®enepanbHbIil OpraH UCIIOIHUTEIBLHOU BIACTH

@Cb ®DenepanpHas ciryxx6a 6e3omacHoctr Poccuiickoit @eneparyn

UK Poccun HentpansHast n3dupatensHas komuccus Poccuiickoit @eneparmm

non Hentp o6paboTKu 1 XpaHEHHS JaHHBIX

UYepHBlii CITUCOK [Tepeuens pecypcoB B cetu «MHTepHET», TOCTYH K KOTOPBHIM 3a0JIOKHPOBaH Ha
ypoBHe K® mo 3ampocam IloTpeOureneii 1 ynoJIHOMOYEHHBIX T'OCYIAPCTBEHHBIX
OpraHoB

2. O0mme cBeaeHus

2.1. OcHoBauus oka3zanusg Y CIVI CBI3H:

2.1.1. TlocranoBnenue IIpaButensctBa P® ot 15 ampems 2014 1. Ne 313
«O0  yTBEepXKIEHUM ToCyJapCTBEHHOM mporpammbl  Poccuiickoit ~ deneparumn
«MHpopMaLIIOHHOE O0ILIECTBOY;

2.1.2. llognyHkT «6» nmynkrta 2 Ilepeuns nmopyuenuit no peanusanuu [locaanus
[Ipesunenta Poccuiickoit ®Denepannu  DenepansHomy CoOpanuto Poccuiickoit
@eneparmn ot 26 ¢eBpans 2019 r. Ne [Ip-294 mo Bompocy MOAKIIOYCHHUS
o01e00pazoBaTeNbHBIX Opranu3anuii Kk cetu «MHTepHe™.

2.1.3. Tlognyukt «B» myHkta | Ilepedns mopydeHHWH MO WTOTaM COBEIAHUS
IIpesunenta Poccuiickoii Peneparun ¢ wieHamu [IpaButenbctBa Pocculickoi
Oenepanuu ot 23 ampenst 2021 r. Ne [Ip-676 o mpUHATHUU NOMOJHUTEIBHBIX MeEp,
HaIpaBJIEHHBIX Ha HEIOMYIIEHUE CIy4yaeB HEONPABJAHHOTO 3aBBIIICHUS CTOMMOCTHU
YCIIYT MO MOAKIIOYEHHUIO 00111€00pa30BaTeIbHbIX OpraHU3aliil K BBICOKOCKOPOCTHOMY
«HTepHeTY»;

2.1.4. T'ocynapcrBenHnas nporpamma Poccuiickoit @enepanuun « MudopmanmonHoe
00111eCcTBOY, YTBEPKIeHHas rocTtaHoBieHueM [IpaButenbctBa Poccuiickoit deneparm
ot 15.04.2014 Ne 313;

2.1.5. ®enepanbHbIN MPOEKT «MudpopmanronHas UHPPACTPYKTypa»
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HanmoHanbHOrO Tporpamma «l{udpoBas sxoHOMEMKa Poccmiickoit ®denepammmy,
YTBEPKJICHHBIA MPOTOKOJIOM 3acefaHus Mpe3uJnyMa MPaBUTEILCTBEHHON KOMHUCCHUU
no UGpPOBOMY Pa3BUTHIO, MCIIOJIB30BAHUIO IUGPOBBIX TEXHOJOTUN IS YIyUIICHUS
KaueCcTBa U3HU U YCIIOBUM BEACHUS MPEANPUHUMATEIBCKON AesiTeabHOCTH OT 06 Mast
2019 . Ne 8.

2.1.6. [lonoxxenue o MunHucTepcTBE U(PPOBOTO Pa3BUTHS, CBSI3U M MACCOBBIX
KomMmyHukamui — Poccuiickonn — denepannu, — yTBEPKIAECHHOE  IOCTAaHOBJIECHUEM
[IpaBurensctBa Poccutickoit ®enepammu ot 02 utons 2008 r. Ne 418 «O Munucrepctse
1u(pPOBOT0O Pa3BUTHS, CBSI3U U MacCOBBIX KOMMYHHUKaIHit Poccuiickoit deaepanumy.

2.1.7. Oxazanue YciyT CBSI3U JOJKHO COOTBETCTBOBATD:

—  @enepampHOMY 3aKoHY OT 07 mromns 2003 1. Ne 126-D3 «O cBsi3n»;

—  @epepanbHomy 3akoHy 0T 27 utonst 2006 r. Ne 149-®3 «O06 unbopmarnuu,
MH(POPMAITMOHHBIX TEXHOJIOTUSX U O 3allUTe UHPOpMAITUN»;

—  @enepanibHoMy 3akoHy OT 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
JTAHHBIX Y,

—  @epepanbHomy 3akoHy oT 06 mapta 2006 r. No 35-D3 «O npoTuBOAEHCTBUN
TEPPOPUIMY»;

—  @epepanbHoMy 3akoHy OT 26 utonst 2017 r. Ne 187-®3 «O Oe3omacHoCTH
KpUTHYECKON nH(pOopMaImoHHon nHdpacTpykTypsl Poccuiickoit deneparumy;

—  ®enpepanbHoMy 3akoHy oT 29 nekabpst 2010 r. Ne 436-D3 «O 3ammuTe aeteit
oT uH(pOpMaIU, TPUUHNHSIOIICH BpE/l UX 3J0POBBIO U PA3BUTHION;

—  Vkazy [Ipesugenta PO ot 6 mapta 1997 r. Ne 188 «O06 yTBep:kaeHUM NTepeUHs
CBEJICHUH KOH(UICHIIMATBLHOTO XapaKTepay,

— [TocranoBnenuto IlpaBurensctBa P® ot 31 pgexabps 2021 Ne 2606
"O06 yrBepxxnenun [IpaBuit okazaHus yCIyT CBSI3H IO Mepeiade JaHHbIX "

—  Tlocranoenennto IlpaButrennctBa P® ot 31 pekabps 2021 No 2607
"O06 yTBepxkeHuu [IpaBuit okazaHus TeIEMaTUHYECKUX YCIIYT CBS3U';

— [TocranoBnenuto IlpaButensctBa Poccuiickoit ®enepanuu ot 30 aexadps

2020 1. No 2385 «O nuiieH3UpOBaHUM JIEATEILHOCTH B OOJIACTH OKa3aHWsS YCIYT CBSI3U


http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/cons_doc_LAW_61798/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://www.consultant.ru/document/Cons_doc_LAW_61801/
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
http://ivo.garant.ru/#/document/10200083/paragraph/17:0
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YU TPU3HAHWM YTPAaTUBLIMMM CHJIy HEKOTOpbiX axkToB [IpaBurenscrBa Poccuiickon
denepanuny;

—  Tlocranosnenuto IlpaBurensctBa P® ot 27 arrycta 2005 r. Ne 538
«O06 ytBepxaenun [IpaBuil B3auMOJICHCTBHS ONEPATOPOB CBA3H C YIOJIHOMOYEHHBIMHU
roCyJ1apCTBEHHBIMU OpraHamy, OCYILIECTBIISIOIIUMU OIEPATUBHO-PO3BICKHYIO
NESATEIILHOCTDY,

—  IIpuxazy Munuudpst Poccun ot 18 depans 2022 N 132 "O6 yTBepkaecHUH
TpeGoBanuii K MOPSIKY BBOAA CETEH CBA3M B IKCILTyaTaIHio";

—  IIpukazy ®Cb Poccuu ot 10 urosst 2014 r. Ne 378 «O0 yrBepxkaenuu CocrtaBa
U COZIep KaHMsI OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep M0 o0ecredeHnto 0€301acHOCTH
MEPCOHANIBHBIX JAHHBIX MpU HX 00pabOTKe B HMHPOPMALMOHHBIX CHCTEMaxX
NEPCOHANBHBIX JIAaHHBIX C HCIOJIb30BAHUEM CPEJICTB KpPUIITOrpapuuecKod 3alluThl
uH(popManuy, HEOOXOAUMBIX I BBINOJHEHUS YCTaHOBJEHHBIX I[IpaBuTEnbCTBOM
Poccuiickoit denepanyin TpeOOBAHUM K 3alllUTE MEPCOHATBHBIX JAHHBIX JJISI KaXI0TrO
Y3 YPOBHEM 3aLIUILICHHOCTIY;

—  Ilpuka3zy MuHucTepcTBa CBSI3U U MacCOBbIX KoMMyHUKaimii P ot 16 ampens
2014 1. Ne 83 «O6 yrBepxknenun [IpaBunm mnpumeHeHHs O0OOPYIOBaHHS CHCTEM
KOMMYTAalLlUH, BKJIOYas IPOrpaMMHOE oOOecreyeHne, 0OeCHeuMBAOIIEro BBITOJHEHNE
YCTaHOBJIEHHBIX JICWCTBUI MpU TPOBEACHUU ONEPATUBHO-PO3BICKHBIX MEPOIPUATHH.
Yacrs I1I. [TpaBuna npuMeHeHUs] 000PY0BaHUS KOMMYTAIIUN M MapIIpyTHU3alMU TTAKETOB
uHpOpMalMK ceTed Teperauyd JaHHBIX, BKJIIOYas MpPOrpaMMHOE OOecreyeHue,
00€eCeYnBAaIOIIETO BHIMOJIHEHUE YCTAHOBIIEHHBIX JEHCTBUM MPU MMPOBEACHUH ONIEPATUBHO-
PO3BICKHBIX MEPOIIPUATUIY;

—  Ilpuka3zy MuHucTepcTBa CBSI3U U MacCOBbIX KOMMYHUKalmii P® ot 16 sHBaps
2008 1. No 6 «O0 yTBEepKJI€HUM TPEOOBAHHUM K CETSAM JJICKTPOCBSA3U MJI MPOBEICHUS
OTIePaTUBHO-PO3BICKHBIX Mepornpusatuil Yacts 1. O0mme TpeboBaHms»;

—  TpeGoBanusiM K MOJKITIOUEHHUIO M JOCTYIy, BKJItOYasl TpeOOBaHUS K Mepeaayde
JAHHBIX, TOCYJApCTBEHHBIX M MYHMILMIAIBHBIX OOPa30BaTENIbHBIX OpraHU3aluii,

peaTM3yIONUX TPOTPaMMbI  OOIIETO W CpPeaHero Mpo(decCHOHATBHOTO 00pa30BaHUS,
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n30MUpaTenbHbIX KOMHUCCHU cyObekToB Poccuiickoit Denepanyin M TepPUTOPUATBHBIX
n30MpaTeNbHBIX KOMUCCUN K €MHOM CeTH Nepelavyr JaHHbBIX, YTBEPKICHHBIM MIPUKA30M
Muntmmdper Poccun Ne 417, Munnpocetenuss Poccun ot 30 ampenst 2021 r. Ne 221
«O06 yTBepXKIeHUM TPeOOBaHMN K TOAKIIOUYEHHIO M JOCTYIY, BKIIOYash TpeOOBaHUS
K T[epenadye JaHHbIX, TOCYJApCTBEHHBIX M MYHUIMNAIBHBIX 00pa30BaTEeNbHBIX
OpraHu3alluii, peaJu3ylolIuX IPOrpaMMbl OOIIEr0 M CpeIHEro MpodecCHuOHATHLHOIO
oOpa3oBaHusi, H30MpaTENbHBIX KOMHCCHA cyOBbekTOoB Poccuiickoit ~ ®denepanuun
U TEPPUTOPUATILHBIX U30UPATEIBHBIX KOMUCCUH K €TUHON CETH Mepeauu JaHHbIX),

— Texuuueckum HOpMaM B cootTBeTcTBUU ¢ «PJ[45.129-2000. PykoBopsimumii
JOKYMEHT OTpacii. TelneMaTHuecKue CIy>KObD», YTBEPXKIECHHBIM IMPHKa30M MUHCBS3U
Poccuu ot 23 uronst 2001 1. Ne 175 «O06 yTBepkaeHIH PyKoBOISIIIEro TOKyMEHTa OTpaciu
"TenemaTuyeckue Ciryx0bD;

—  HanuonansHomy crannapty PO I'OCT P 59853-2021 «Mudopmarmonnbie
TexHojorud.  Komruiekc  cTaHmaproB  Ha  aBTOMAaTU3UPOBAHHBIE  CHCTEMBI.
ABTOMAaTHU3UPOBAHHBIE CUCTEMBI. TEPMUHBI U ONIPE/ICTICHUS»;

—  MexrocynapcrBennomy ctanaapty 'OCT 34.201-2020 «Mudopmarmonnsie
TexHosiornu. KOMIUIEKC CTaHIapTOB Ha aBTOMATH3WPOBAHHBIC CHUCTEMBL. Bubl,
KOMILJIEKTHOCTh M 0003HAUYE€HHUE JTOKYMEHTOB TPHU CO3JIaHUU aBTOMATU3UPOBAHHBIX
CUCTEMY,

—  TOCT 34.601-90 «Mudopmarmonnas texHojorus. Komrmiekc cTaHIapToB
Ha AaBTOMATU3UPOBAHHBIC CHUCTEMBbl. ABTOMATHU3WpPOBaHHBIE cHUCTeMBbl. (Cramuu
CO3/IaHUSY;

—  MexrocynapctBeraomy crangapty I'OCT 34.602-2020 «1uadopmanronubie
texHosioruu. Komrmiekc cTaHaapTOB Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI. TeXHUYECKOe
3aJlaHue Ha CO3J]aHNE aBTOMATH3UPOBAHHOW CUCTEMBIY;

—  HamuonansHomy cranaapty PO I'OCT P 59792-2021 «MudopmarmonHbie
TexHoJiorud. KoMIleke CcTaHgapToB Ha aBTOMATHM3MPOBAHHBIE CHUCTEMbL. Bwuabl
UCTIBITAHUI aBTOMATU3UPOBAHHBIX CUCTEMY;

— I'OCT 27049-86 3ammra o0opynoBaHus MIPOBOJHOM CBSI3U
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1 00CITy>KMBAIOIIETO MEPCOHAIA OT aTMOC(HEPHBIX Pa3psIOB,;

—  T'OCT 28439-90 «AnnapaTypa BOJOKOHHO-ONTHYECKUX CUCTEM IEpEIadn MO
JUHUSAM 3JeKTporepenad nudponas. OOumMe TEXHUUECKHE TPEOOBAHUY;

—  T'OCT 5238-81 «YcTaHOBKH MPOBOJHOM CBsI3U. CXEMBI 3alUTHI OT OMACHBIX
HaIpPsHKEHUH ¥ TOKOB, BOSHUKAIONIMX Ha JIMHUAX. TeXHUYECKUE TPEOOBAHUS;

— TOCT P 50799-95  «CoBMECTUMOCTh  TEXHUYECKHX  CPEICTB
AIEKTPOMArHUTHAS. YcToitunBOCTh TEXHUYECKUX CpENCTB paanocBs3u
K DJIGKTPOCTATUYECKUM  pa3psiaaM, HMIYJIbCHbIM TMOMEXaM U JUHAMHYECKUM
M3MEHEHUSM HANPsDKEHUS CETH JIeKTponuTaHus. TpeOoBaHUsI U METOJIbI UCTIBITAHUI;

—  T'OCT P 53724-2009 «KauectBo ycayr cBsizu. OOIIHE MOTOKEHUS»;

—  T'OCT P 53731-2009 «KauecTBO ycayr cBsi3u. Te€pMHUHBI U ONIPEACICHUS;

—  T'OCT P 53728-2009 «KauectBo ycinyru «llepenaua manubeix». [lokazarenu
KauecTBay;

—  T'OCT P 53729-2009 «KauectBo yciyru «lIpenocraBineHne BHpPTyaabHON
yacTtHOM cetu (VPN)». [lokazaTenu kauecTBay;

—  MexrocynapctBennoMmy ctangapty ['OCT 34.12-2018 «MuadopmannonHas
texHosorus. Kpunrorpaduueckas 3amura undopmaruu. biounsie mudpoiy;

—  MexrocynapctBennoMmy ctangapty [OCT 34.13-2018 «Mudopmannonnas
texHosorus. Kpunrorpaduueckass 3ammra uHbopmauu. PexxuMbl padOThl OJI0YHBIX
G poBy;

— TOCT P 34.12-2015 «Mudopmanmonnas texaonorus. Kpunrorpaduueckas

3amura uHpopmanuu. biounsie mudpo.

2.2. Cpok oka3zanus Yeayr cesasu: ¢ 1 suBapsa 2025 roaa no 31 nexadps 2025

roJa BKJIKYUTEIbHO.
VYeiayru CBA3M  OKa3bIBAIOTCS HEMPEPBIBHO, KPYIJIOCYTOYHO U €KETHEBHO
B COOTBETCTBUU C yCIOBUSIMH T3.
2.3. Okazanne Ycayr cBsizu st C30 u O6mextoB LUK ocymectsisiercs

B COOTBETCTBUU C 3agBkamu 3aka3zuuka v [lenamu equnun Ycnyru cBszu (IIpunoxenne



https://internet.garant.ru/#/document/72689516/entry/0
https://internet.garant.ru/#/document/72689328/entry/0
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Ne 2 x rocyaapcTBEeHHOMY KOHTPAKTY).

2.3.1. Yciyru cBsi3u, COTJIaCHO HAIPaBIIEMbIM 3aKa3dyMKOM 3asiBKaM, BKJIIOYAIOT
B ceOsL:

2.3.1.1. Oxa3zanne Ucnomnutenem ycnyr cBszu qist C30 u O6bvekroB LUK,

PacIoJIOKEHHBIX Ha TeppUTOpHUAX cyObekToB Poccuiickoii deaepanyu no:

1) nmepenaye AaHHBIX MPHU OCYHICCTBICHHH JOCTYIA K TOCYAapCTBEHHBIM,
MYHUITUTIATGHBIM, WHBIM HWH(GOPMAIIMOHHBIM CcUCTeMaM U K cetn «MHTepHET»

(Kommnonent «Ilepexaya qJaHHBIX») B COCTaBE YCIIYT:

—T0  3allUTe JaHHBIX, 0O0pabaTbIBaeMbIX M  IEpelaBaeMbIX
IpU  OCYLIECTBJIEHUU JIOCTyNa K TOCYJapCTBEHHbIM, MYHULMUINAIbHBIM, HWHBIM
UH(OPMAIIMOHHBIM cucTeMaM U K cetd «MHTepHeT (KoMmoHeHT «3amuTa JaHHbIX»)
(B ompeneneHHBIX CiIydasXx BO3MOXKHO oOkasaHuwe yciayr Oe3 Kommonenra «3ammuta

JAHHBIX»);

— 10 O00€CHeYeHHI0 OrpaHH4YeHus JOoCTyna K HMH(pOpMAaluH,
pacupocTpaHeHue KOTOpOU B Poccutickon Odenepanuu 3allpeIeHO,
U K HUHPOpMALMM, NPUUYUHSIOMIEH Bped 310pOBbI0 W (WIM) pa3BUTUIO JIETEH,
conepxkarieiics B cetu «MuTepHeT /Uit o6pazoBaTenbHbIX opranu3anuii (Kommonent

«OrpaHnunyenue 10cTyna K nHpopManum»);

—1IO0 MOHUTOPUHTY UM  OOecleyeHut0  Oe30MacCHOCTH  CBS3H
IIpU  NPENOCTaBICHUM JOCTylla K TOCYJAapCTBEHHBIM, MYHULUIIAIBHBIM, HHBIM
uHpOpMaIMOHHBIM cucTteMaM U K cetn «MHTepHer» (KommoHeHT «MOHUTOPHMHI M

odecrieyeHre 0€30MACHOCTH CBA3HY);

2) 1o TmpemocTaBieHHto ¢ ucnoab3oBanmeM  ECIIJ[  moctyma
K TOCYIAapCTBEHHBIM, MYHUIHUNAIBHBIM, HWHBIM HH(GOPMAIMOHHBIM  CHCTEMaM
U K HMHOOPMAIMOHHO - TEJIEKOMMYHHUKanoHHOW cetn «MutepHer» (KommoneHT

«IIpenocraBiieHre JOCTYNA).

3) opranuzamuu noakiaoucHus Kk ECITJ] (KommoneHT «OpraHu3amusi

kaHaja L2»);
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4) nepenaye nanHbix npu ocymectsiaeHuu noctyna k ECIT/ (KommoneHnT

«Ilepenaua nanubix L2»).

2.3.2. C 11en1bio CBOEBPEMEHHOM MOCTABKU TOBAPOB (BBITIOJIHEHUSI pabOT, OKa3aHuUs
yciryr) HMcmomHuTenh BOpaBe COBEpPIIATh IOPUAWYECKA 3HAYUMBIC JCHCTBUA,
HE TMPOTUBOpEUalue 3aKoHoAaTeNbcTBY Poccuiickoii ®epepanuud, B TOM 4YHUCIE
NpUBJIEKAaTh K MCIOJHEHUIO CBOUX 00s3aTelNbCTB MO HacTosmeMmy KoHtpakry
UCTIOJHUTENEH (COMCIIOIHUTENEHN ), OCTaBasiCh OTBETCTBEHHBIM Iepe]l 3aKa3uuKOM 3a UX
JEUCTBUA, B TOM 4YHCII€ MO JOroBopaM (KOHTpAKTaM, COIJIAIICHUSM), 3aKJIOUCHHBIM
C TIOCTABIIMKAMH, TTOAPSTINKAMHU, UCTIOJIHATEIIMA Ha TIOCTABKY TOBAPOB, BBHITOJTHCHHE
paboT, okazaHWE YCIYr, HEOOXOAMMBIX ISl TTOCTABKH TOBApOB (BBIMOJIHEHUS padoT,
okazanus yciyr) no Kontpakty, A0 3akmrodeHusi Hactosmero KoHTpakra, a Takke

OIIaYMBATh MOCTABJICHHBIN TOBAp, BBIITOJIHCHHBIC pa6OTBI, OKa3aHHBIC YCIIYT'H.

2.4. Mecto okazaHus Y CIVYr CBA3M.

CyObektel  Poccuiickoii  ®enepaunu, N[O MECTy HAXOXIEHUS  TOYEK
MPUCOCIMHEHUS K €JUHOM CeTH Tepelaud JaHHBbIX, [0 MECTy HaXOXICHUS
rOCYJAapCTBEHHBIX W MYHHUIIUITATBHBIX 00pa30BaTEIbHBIX OpTaHU3AIMM, PeaTu3yIOMNuX
oOpa3oBarenbHbIE POrPaMMbl 00IIIETO 00pa30BaHUS U CpeHEro MpodhecCHuOHATBLHOTO
oOpa3oBaHus, M30HUpaATEIbHBIX KOMHCCHH CyOBeKTOB Poccuiickoit ®denepanuu u
TEPPHUTOPHATHHBIX N30UPATEIBHBIX KOMUCCHH, IT0 MECTy HaxOKIeHus VcmomHuTes.

2.5. HcxonHble TaHHBIE.

[Ipn oxazanum VYcayr cBsa3u  VcnosmHHTENb JOMDKEH PYKOBOJCTBOBATHCSA
CIEAYIOIIUMHU UCXOIHBIMU JaHHBIMU:

— HacTrosmmM T3;

— mnepeuneM Touek npucoenunennst ECIL/I;

— 3asiBKaMM Ha OKa3aHWe Y CIYT CBSI3H.

2.6. Pesvyaprarel okazaHus Y CIyr CBA3H.

2.6.1. Ucnonuurenem oxazanbl yciayru cBsizu ansi C30 u O6bekroB LUK,
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pacmojoKEHHBIX ~ Ha  Teppuropusix  cyOpektoB  Poccuiickoit  denepauuun

I10:

1) mepemaye AaHHBIX MPH OCYIIECTBICHUH JOCTyIa K TOCYAapCTBCHHBIM,
MYHUITUTIATGHBIM, WHBIM HWH(OPMAIMOHHBIM cHUCTeMaM U K cetu «MHTepHeT»

(Kommnonent «Ilepexaya q1aHHBIX») B COCTaBE YCIIYT:

— 0 3alUTe JIaHHBIX, 00palaThbIBaEMBIX H  MEPEeIaBaAEMbIX
IPU  OCYUIECTBICHUM JIOCTylla K TOCYAapCTBEHHbIM, MYHUIUNAIbHBIM, WHBIM

WH(POPMAITMOHHBIM cHcTeMaM | K ceTd «MaTepHeT (KoMmoHneHT «3a1uTa JaHHbIX» ),

— 1o OO0ECNEUEeHHIO OrpaHWYeHUs JOCTyna K uHdOpMaluH,
pacnpoCTpaHEeHUe KOTOpOH B Pocculickon denepanuu 3aIpeIeHo,
U K uHpOpMaIuu, TPUYUHAIONIEH Bped 370pOBbI0 U (WIM) pPa3BUTHIO JCTEH,
cojepxaiieiics B cetn MHTepHeT /s oOpa3oBareibHbIX opranu3anuii (KomMmoHeHT

«Orpanunyenne 10cTyna K nHpopManmum»);

—IO0 MOHUTOPMHTY U  OO€ecleyeHUuI0  O€30MacCHOCTH  CBS3H
IIpU  NPENOCTABICHUM JOCTylla K TOCYJApCTBEHHBIM, MYHULIUIIAIBHBIM, HHBIM
uHpOpMaMOHHBIM cucTteMaM U K cetn «MHTepHer (KommoHeHT «MOHUTOPHMHI M

obecreyeHne 0e30MaCHOCTH CBA3MNY);

2) MIPEIOCTABICHUIO Cc VICTIOJIb30BAHUEM ECII JocTyna
K TOCYIapCTBEHHBIM, MYHUIUNAIbHBIM, HWHBIM HH(GOPMAIMOHHBIM  CHCTEMaM
U K HMHOOPMAIMOHHO - TEJICKOMMYHHUKaHOHHOW cetn «MutepHer» (KommoneHT

«IIpenocraBieHue A0CTyMA»).

3) opranuszamuu noakimoueHus k ECITJ] (KommoneHT «OpraHu3amusi

kaHaja L2»);

4) nepenave naHHbIX 1pu ocymiectsieHun nocryna Kk ECIT/ (KommoneHT

«Ilepenaua ganubix L2»).

2.7. TpeboBanusg k McnoJHUTENIO.

Hcnonuurenb JOJDKCH COOTBETCTBOBATh Tpe6OBaHI/I$[M, YCTaHOBJICHHBIM

B COOTBETCTBHHM C 3aKOHOAATEJbCTBOM Poccuiickon @enepauuu K JIMIAM,
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OCYILECTBIISIFOIIMM OKa3aHUE YCIYT CBSI3M, MO3BOJSIONIMM Ha MPOTSKEHUU JIEUCTBUS
['ocynapcTBEHHOrO KOHTpPaKTa OKa3bIBaTh CIACAYIONIUE YCIYTH:

—  YCIOYTH CBS3M [0 Iepelaye JaHHbIX, 3a HCKIIOYEHUEM YCIyT CBS3HU
10 Tepeade NaHHbIX IS TeNIeH mepeaayn roioCoOBOM HHPOPMAIINU;

—  TeJIEeMaTUYECKHE YCIYTH CBS3H;

—  YCIIyT'H M0 3a1uTe nHpOpMAaIUu.

2.7.1. VcnomHWUTENs IS COOTBETCTBYIOIIMX BHIOB pPadOT OJDKEH HWMETh
JIULEH3UH, IEUCTBYIOME HA TeppuTopun Poccuiickon denepanyu Ha CIEAYOIINE BUIbI
NEATEIbHOCTHU:

—  muuen3un OCTOK  Poccunm Ha  OCYILIECTBICHUE  JIESITEIBHOCTH
M0 TEXHUYECKOH 3aiuTe KOHPUACHIIMATBHOM HH(DOPMAIIMU B YACTH CIAEAYIOMUX padOT
M YCIIYT, YTBEPXKIACHHBIX noctaHoBieHueM lIpaBurenscTtBa Poccuiickonn ®enepanuu
oT 03.02.2012 No 79 «O nUIEH3UPOBAHUU JEATEIBHOCTH MO TEXHUYECKOW 3aIlUTE
KOH(pHUICHIIMATIBLHON UH(MOPMAITUN:

- KOHTPOJIb 3alIUIIIEHHOCTH KOH(HICeHIIMATEHON uHbopMaIuu
OT HECAaHKIMOHUPOBAHHOIO JOCTyNa U €€ MoAu(UKAIUM B CPEJACTBAX U CHUCTEMax
nHpopMaTH3aINH,

- YCTaHOBKA, MOHTaXK, WCIIBITAHUSI, PEMOHT CPEJICTB 3alllUThl WHOOPMAIIH
(nporpaMMHBIX  (IPOrPaMMHO-TEXHUYECKHX)  CPEICTB  3alluThl  MH(OpManuw,
3aIIUINEHHBIX  MPOTPAMMHBIX  (IIPOrPAaMMHO-TEXHUYECKHX) CPEACTB  00pabOTKH
uHpopManuu, MOpPOrpaMMHBIX  (IIPOrPAMMHO-TEXHUYECKHX) CPEICTB  KOHTPOJIA
3alUIIIEHHOCTH UH(OpMaIKm);

— muuen3un  DenepanbHol  cimykObl 1o  Ham3opy B cdepe  CBs3W,
MH(POPMAITMOHHBIX TEXHOJIOTUNA U MAaCCOBBIX KOMMYHUKAITUH:

— Ha OKa3aHWE YCIYT CBS3U MO Mepeaaye JAaHHBIX, 32 UCKIOYEHUEM YCIYT
CBSI3M TI0 TIepeade JaHHBIX JUIs [eJIel TepeIadn roj0coBOM WH(popMaIuu;

— Ha OKa3aHHE TEJIEMaTUYECKHUX YCIYT CBSI3H;

— muniensnn @Ch Poccun Ha ocymiecTBieHue pa3padOTKH, MPOU3BOCTBA,

pacnpocTpaHeHus: UGPOBANbHBIX (KPUOTOTrpapUUYECcKrx) CpeacTB, UHPOPMAIMOHHBIX
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CUCTEM M TEJICKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIICHHBIX C HCIOJb30BAHUEM
MUPPOBATBHBIX (KpUNTOTpadUUECKIX) CPEACTB, BBHIOJHEHUSI pabOT, OKa3aHUS YCIIyT
B o0iactu mudpoBaHus WHPOPMAITUH, TEXHUYECKOTO 00CITYKUBaHUS MHU(PPOBATBHBIX
(xpunrorpaduvecKnx) CpeaCcTB, THPOPMAITMOHHBIX CUCTEM U TEIEKOMMYHHUKAITMOHHBIX
CUCTEM, 3alllUIIEHHBIX C MCIOJb30BaHUEM MHUMPOBATBHBIX (KpUNTOTpadUuecKuX)
CpelCTB (32 UCKIIIOUEHHEM Cllydas, €CIM TEXHUYECKOEe 0OCITyKMBaHUE MU(POBATBHBIX
(xpunrorpaduvecKnx) CpeacTB, MHPOPMAITMOHHBIX CUCTEM U TEIEKOMMYHHUKAITMOHHBIX
CUCTEM, 3alllUIIEHHBIX C MCIOJIb30BaHUEM MUGPOBAIBHBIX (KpUNTOrpaduyeCcKuXx)
CPEICTB, OCYILECTBISETCS Al 00ecnedeHnss COOCTBEHHBIX HYXKJ IOPUAMUECKOTO JIUIIA
WM UHIUBUAYATBHOTO MIPEINPUHUMATENS)» B YaCTU CIEIYIOMINX padOT U YCIIyT:

- MOHTaX,  YCTaHOBKa  (MHCTAUISALMA),  Hajaaka  WU(QPOBAIBHBIX
(kpunirorpadguyeckux) cpeAcTB (.12 IlepedyHsi BBIMOMHSAEMBIX Pa0OT U OKa3bIBAEMBIX
YCIIyT, COCTABIISIONINX JTUIEH3UPYEMYIO JESITEIbHOCTh, B OTHOIICHUH IMU(POBATHHBIX
(xpunTorpaduYECKUx) CPEJCTB);

— MOHTaX, yCTaHOBKa (MHCTAIALUSA), HaJlagKka  3alMIIEHHBIX
C UCIOJIb30BAHUEM MHU(POBATBHBIX (KPUNTOIPaPUUIECKUX) CPEICTB MH(DOPMALTUMOHHBIX
cucteM (11.13 ITlepeuHst BBIMOJHSAEMBIX pabOT M OKa3bIBAEMbBIX YCIYT, COCTaBISIOLINX
JUUEH3UPYEMYIO JESATEIbHOCTh, B OTHOLIEHUN MU(POBATIBHBIX (KpUNTOrpahUUeCKUX)
CpEICTB);

— paboThl 1O OOCIYyXMBaHUIO IHUQPPOBATBHBIX (KpUNTOrpadUUECKUX)
CPEICTB, IPEAYCMOTPEHHBIE TEXHUYECKON M DKCILTYaTaIlMOHHOMN JOKyMEHTAlUe! Ha ATH
cpeacTtBa (3a MCKIIOYEHHMEM Ciy4as, €ClId yKa3aHHble pPadoThl MPOBOASTCS
st obecnieueHuss coOcTBeHHBIX HYX7A) (.20 Ilepeunss BhIMOMHSEMBIX paboOT
¥ OKa3bIBAaEMBIX YCIYT, COCTABJIAIOIINX JIMLEH3UPYEMYIO ACSITEIbHOCTh, B OTHOIICHUH
UG POBATHHBIX (KPUMTOTPAPUIECKUX) CPEJICTB);

— nepenada mudpoBanbHbIX (Kpuntorpaguueckux) cpencts (m.21 Ilepeuns
BBITIOJHSEMBIX pabOT ¥ OKa3bIBAEMBIX YCIYT, COCTABJSIONIMX JIMICH3UPYEMYIO

JeSITeTbHOCTD, B OTHOIICHUU MUGPOBATHHBIX (KPUITOTPAPUIECKUXK) CPECTB);
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— nepenaya  3alIMUIEHHBIX € HUCHOJIb30BaHWEM  MIMGPOBATbHBIX
(xpunrorpaduyecknx) cpeacts  uHopMmanuoHHBIX  cucteM (.22 Ilepeuns
BBITIOJIHAEMBIX pabOT M OKa3bIBAEMBIX YCIYT, COCTaBISIOMIUX JHUIEH3UPYEMYIO
NeATEIbHOCTh, B OTHOIIEHUH MU(PPOBATBHBIX (KpUNITOrpaduuecKuX) Cpe/iCTB);

— nepenaya Cpe/iCTB U3TOTOBJICHUS KIHOYEBBIX JOKyMeHTOB (1.24 Ilepeuns
BBITIOJIHAEMBIX pabOT M OKa3bIBAEMBIX YCIYT, COCTaBISIOMIUX JHUIEH3UPYEMYIO
NeATEIbHOCTh, B OTHOIIEHUH MU(PPOBATBHBIX (KpUNITOrpaduuecKuX) Cpe/iCTB);

JIis TONTBEp:KIEHUS] COOTBETCTBUSA YyKa3aHHBIM TpeOoBaHusM VcromHuTenb
JOJKEH MPEIOCTaBUTh BBIUCKY M3 peecTpa JHIEH3ud o Hanuuuu y Mcnomnurens
COOTBETCTBYIOIIMX  JUIEH3WH  HWJIM  KONUM  COOTBETCTBYIOIIMX  JIMIICH3HMA

B YCTaHOBJICHHOM 3aKOHOJIaTeNbCTBOM Poccuiickoit deaepannu mopsake.

2.8. Bpewms okazanusg YCIIyr CBI3H.

Ycnyru cBs3M TOJDKHBI OKa3bIBaThes 24 (ABaAlaTh YETHIPE) Yaca B CyTKHU 7 (CEMBb)
JTHEW B HEJEIIIO.

2.9. VYcnyru CBS3W JOMKHBI TPEIOCTABIATHCSA TOCPEACTBOM CETH Iepeaadn
na"HHbIX McriomHuTeN.

2.10. ECIIA nmomkHa OBITH OpraHM30BaHAa IO TMPHUHIMITYY MOJHOCBS3HOM,
3alIMIIECHHON CETH CBA3U, HM30JUMPOBAHHOM OT ceth «MHTEpHET» M ceTer Ipyrux
MOJIb30BATEJIC HAa JIOTUYECKOM YpOBHE, W TOJJIEpKHUBaroled OOMEH JTaHHBIMU
(Tpadukom) uepe3 y3nbl ECII] Ha ypoBHe cyOBhekToB PD (32 uckimtouennem J[oHenkoit
Haponnoit Pecriyonuku, Jlyranckoit Hapoanoii PecmyOmuku, 3amoposkckoii 06iacTw,
XepCcoHCKOM 001acTH).

2.11. JInsa okazanusa Ycayr csizm C30 m O6wextam I[UK B coctaBe ECII/]
OpraHMU3yrOTCS KaHaJbl Iepeaaun naHHbIX U Touku npucoenuuennss ECII/.

2.12. Jlns oka3zanuss Ycuyr cBsa3u  McnmojgHuTeNns JOJDKEH HCMOJIb30BaTh
TEJICKOMMYHUKAIIMOHHOE 000PYyI0BaHUE, CTPAHOUN MPOUCXOXKICHUSI KOTOPOTO SIBIISCTCS
Poccuiickas @epnepaunsi, U CBEACHHS, O KOTOPOM COJEpXKATCA B IMEpPEUYHE

TCJICKOMMYHHWKAIIMOHHOI'O O6ODVIIOBaHI/I$[ POCCHUMCKOr0 IIPOM3BOJICTBA, KOTOpBIﬁ

dbopmupyeTcsi mpukazaMu MUHUCTEPCTBA MPOMBITIUIEHHOCTH U TOPTroOBIIM Poccuiickoit
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Qenepanun, uim B EAMHOM peecTpe pOCCHMCKON PaguO3IEKTPOHHOW NPOLYKLIHH,
chopMUpOBaHHOM MUHHUCTEPCTBOM TMPOMBIIUIEHHOCTH U TOproBiu Poccuiickoi
denepanuum.

2.13. Tlpu oTCyTCTBHM TEIEKOMMYHHKAIMOHHOTO OOOpYIOBaHHs, KOTOPOMY

ITPUCBOCH CTaryc TCICKOMMYHHKAIITMOHHOT'O O60DVI[OB&HI/IH POCCHICKOIO

IIPONU3BOJACTBA, 06naz[a}01uer0 XApaKTCPUCTUKAMMU, H€O6XOI[I/IMBIMI/I JJIA  OKa3aHHA

VYenyrm  cBs3n, a  Takke B Cllydae, €CIM  I[POM3BOJUTENbL  TAKOTO
TEJIEKOMMYHUKALIMOHHOIO 000PYAOBAaHUS HE B COCTOSHUU OOECIIEUUTh €r0 HAJIMYHE B
JOCTATOYHOM KOJMYECTBE ISl Hayaia OKa3aHus Y CIOYyT CBS3M WMJIM B TEYEHUH CPOKA MX
okazaHus, VcnosHuTtens BIpaBe NpUOOpeTaTh M HMCHOJB30BATH JJIsi OKa3aHUs Y CIyr
CBSI3M MHOE TEJIEKOMMYHUKAIIMOHHOE 00OPYJOBaHHE TOJIBKO IOCIE COTJIaCOBAaHUS €ro
MCIIOJIb30BaHUs C 3aKa34UKOM.

2.14. 3aka3uMk COrIacoBBIBAET UCHOIL30BAHNE NHOT'O TCICKOMMYHHKAITMOHHOT'O

obopynoBanus, peaycMorperHoro 1. 2.13 T3, B cieayromux ciayJdasx:

— OTCYTCTBHE  TEJIEKOMMYHHUKAIIMOHHOTO  OOOpYyAOBaHHS,  KOTOPOMY
MPUCBOEH  CTAaTyC  TEJICKOMMYHHUKAIIMOHHOTO  OOOpYJOBaHHS  POCCHICKOTO
MPOU3BOJCTBA, OOJIA/IAIONIETO XapPaKTEPUCTHUKAMU, HEOOXOIUMBIMU JJIS OKa3aHUs
VYcinyru cBsizy;

— mnpexacrasieHreM McnonnureneM 3aka3unKy 3aBEPEHHBIX KOIMM 3aIpoca,
HaIPaBJICHHOTO MPOU3BOAUTENIO TEICKOMMYHUKAIIMOHHOTO O0OpYI0BaHUS, KOTOPOMY
MPUCBOCH  CTAaTyC  TEJICKOMMYHHKAIIMOHHOTO  OOOPYJIOBAaHHS  POCCHUMCKOIO
MIPOU3BOJICTBA, O BO3MOYKHOCTH OOECIIEUEHHUs €r0 HajJu4us B CPOK M B KOJMYECTBE,
KOTOpbIE HEOOXOAMMBI JIJIsi OKa3aHUs YCIyr CBS3HU, a TaKXKe MPEJOCTaBJICHUSI OTBETa
MIPOU3BOJIUTEIIS, MOJTBEPIKIAIOIIETO HEBO3MOKHOCTh TAKOTO 00ECIICUCHHUS.

2.15. Ucnonnutenp obecrieunBaeT MPUCOSANMHEHHE KaHana cBsizu mexay C30,
O6nexkramu [IUK u ECIT]] B Toukax npucoeaunenust ECIT/I.

2.16. Tpebosanus k ooopynoBaunio Touek nmpucoeauuenus ECIT s C30:

1)  Touxoit mnpucoenurenus ECIIJ] sBisercs KOMIUIEKT 000pYyI0BaHHUS
Ucnonuurens, B COCTaB KOTOPOrO BXOJUT 00OPYJI0BaHME; C CETEBBIMU UHTEpdericaMu

st nonkmrouennst KananmoB L2 mexnay C30 u ECII. KomuuectBo mHTepdeiicoB
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UL TIOAKIOYeHUs: oOopynoBanus kaHana cBszu mexay C30 wu ECIIJ momxHO
o0ecreynTh OKa3aHue Y CIIyT CBSI3U;

2) CocraB oOopynoBanusi Touex mnpucoeaunenuss ECIIJ] nomkeH ObITh
onpenelieH Mcnonnutenem ¢ yueroM tpedoBanuii T3;

3)  Hcnomuutens oOecHeuynBaeT YCTAHOBKY HEOOXOIMMOIO O0OpYyIOBaHHUS

B Touke npucoenunenus: ECII/] cBoumu cuiiamu 1 3a CBOM CYET;

4)  Anpeca pasmenienuss Touek mnpucoemamnenust ECIIJ mpemocraBustoTcs
Ha yTBepxaeHue 1no ¢opme B coorBeTcTBUM ¢ [Ipmnoxenuem Ne 4 k TexHuyeckomy
3ananuio McnosmHurenem 3aka3uuKky B CpOK, ykazaHHbid B 1. 7.1 T3.

2.17. TpeboBanus k obopynoanuto Touek npucoenuaernst ECTLJI xus O0beKkToB

[UK:

1)  HcnonHuTenr oOecreYMBacT YCTAHOBKY HEOOXOJMMOTO OO0OpYIOBaHUS

B Touke npucoenunenuss ECII/] cBouMu criiamu U 3a CBOM CUET;

2) Toukoii mnpucoenunenuss ECIIJ sBnsieTcs KOMIUIEKT 00OpYyIOBaHUS
Hcnonaurensa ninm npuBiaeyeHHOro VIcronmHUTEeM COUCIOIHUTENS, B COCTaB KOTOPOTO
BXOJIUT O0OpPYZIOBAaHUE C CETEBBIMH MHTEpQeiicaMu sl MOAKII0UEHUsT 000pyI0BaHUS
Oo6bexToB UK. KommuectBo wuHTEphElcoB Uisi MOJKIIOYEHHS O0OpYAOBaHUS
O6nwektoB [IUK nomxHO oOecrneunTh oOKazaHue Y CIyT CBS3H,

3) Oo6opynoanne Touku mnpucoenunenuss ECII momkHO oOecreunBaTh
J0CTaTOYHOE KoJaudecTBO MHTepdercoB mna noakmrodeHus k ECIIJ oOopynoBanus
O6wekra IIMK wu pacmonmaratecst Ha OObekTe I[IMK B Mecre, corimacoBaHHOM
[IpencraButenem oobekTa [{UK.

2.18. Moctym k cetu «MuTepuer» u3 ECIIJ] momkeH ocymecTBIsSTHCS Ha YPOBHE
aIMUHUCTPATUBHBIX IEHTPOB CyObekTOB PD, B KOTOpHIX pacnonoxenb C30 u O0BEKTHI
[MH1K. OcymiecTBienue goctymna K cetu «MHTEpHET» BHE aIMUHUCTPATUBHBIX LIEHTPOB
cyonekToB PD cormacoBeiBaeTcs ¢ 3aKa3ulKOM.

2.19. KomnuectBo Touek mpucoenuuenuss ECITJ] mms O6bekroB LUK momkHO
cootBeTcTBOBaTh KoiudecTBy OO0bekToB [[UK, ykazanHbix B 3asBKax, U HaXOJIUTHCS
o ux paxkruaeckum aapecam. Ilo cormacoBanuto ¢ IIpencrapurensmu o0bexToB [IUK

nonyckaercs: opranuzainusa ojgHod Toukum npucoeauHenuss ECIIJ mist HECKONMBKHUX
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O6bexToB [IUK mpu ycrmoBrur X HaXO0XKACHHS B OJTHOM 37]aHUU (TIOMEIIEHUN ).

2.20. Jnsa O6bvextoB LUK, koTopbie OyayT 100aBIATHCS TOMOJHUTEILHO, JIMHAN
CBSI3M OT CPEICTB CBA3U, BXOASIIMX B COCTaB CETH DJICKTPOCBS3M McmosHUTEN,
no Touek npucoenuuenus ECII/] ma O6bextax [[UK momxuber ucnons3oBats BOJIC.
Hcnonb30BaHWe CIyTHUKOBBIX KAHAJIOB CBSI3W MPU OpraHu3auu To4ek NpucoeIuHEeHUS
ECIIJI B TpyIHOIOCTYNHBIX HACEJICHHBIX IYHKTaX JOMYCKAeTCs TOJIBKO IIpU
000CHOBaHWM JaHHOW HeoOXxoamMmocTh VcmomHWUTENEM W 1O  COTJIACOBAHUIO
¢ 3aKa34yHUKOM.

2.21. B xaxgom cyOwsekre Poccuiickoit @enepanuu JOMHKHO OBITH HE MEHEe
oaHot Toukm mnpucoenuHenunss ECIIJ[ ¢ BO3MOXHOCTBIO OKa3aHUsi YCIYr CBA3U
(3a wucxmouennem Jloneuxoit Hapomgnoit Pecmybnuku, Jlyranckoit Haponnoit
PecniyOmku, 3amoposkckoid 001acT, XepCOHCKOM 00J1acTH).

2.22. Touku mnpucoeaunenuss ECIIH nomkuel o0ecrneunBaTh JOCTATOYHOE
koJimuecTBo nHTepdeiicon misa noakmrodeHus k ECIT/ Kanamnos L2. Tumnbsr aOoHEHTCKUX
(dusnyeckux HUHTEP(PEICOB, KOTOpPHIE MOTYT HCHOJIB30BATHCS MPU MPUCOCAUHEHUU
Kananos L2 BkiIrouaroT B TOM 4HCIIE CIEAYIOIUE:

— 802.3ab 1000BASE-T (10/100/1000 Ethernet over copper);
— 1000 Base-LX (ogHOMOI0BO€ ONTHYECKOE BOJIOKHO);

— 1000 Base-LH (ogHOMOI0BO€ ONTHYECKOE BOJIOKHO);

— 10G Base-LR (ogHOMO10BOE ONITHYECKOE BOJIOKHO);

— 100GBASE-LR4 (omHOMOI0OBOE ONITHYECKOE BOJIOKHO).

2.23. Kanansr cBs3u ECITJ] mexny Toukamu npucoequaenust ECILJ mns C30,
3aJIcHCTBOBAHHBIE B OKA3aHUM Y CIYT CBSI3H, JOJKHBI Ucnionb30BaTh BOJIC.

2.24. JluHUU CBS3M, UCIIOJB3YyEMBbIE JIJIS MPEIOCTABICHUS Y CITYT CBS3H, JTOJKHBI
HAXOAUThCA B Ipenenax rpanul Poccuiickon @Penepanuu, 3a HCKIHOYEHUEM TEX,
KOTOPBIE UCTIONB3YIOTCS it obecrieuenns GyHKIUOHUpOoBaHUS Touek MpUCOeTnHEHNS
ECII u O6nexroB LMK Kanuauarpaackoit o61acTy.

2.25. He pomyckaercs opraHu3anus KaHaJOB  CBSI3M, MCIOJIB3YIOIIUXCS
mutst okazanus Yceayr cBsa3u C30 u Oovexram LUK, uepes cets «HTEpHETY.

2.26. Ina C30 B cocraBe ECIIJ[ opraHusyroTcs CIEIYIOIIUE OTAC/IbHbIC



25

BUPTYaJbHbIE CETU BKJIIOYAsl, HO HE OrPAHUYMNBASACH CJICIYIOIINMU:
— Tmepemavyd  JaHHBIX — OOpa3oBaTeIbHBIX  OpPTaHM3AIMid  MpU  JIOCTYTIE
K MH(QOPMAIIMOHHBIM CHUCTEMaM U B ceTh « THTepHEeT».
2.27. aa Oo6wexkTtoB LUK B cocraBe ECIIJ[ opranumsyiorcs cremyroomme
OT/ICJIbHBIE BUPTYAJIbHBIE CETH_BKJIFOYAsi, HO HE OTPAHUYUBASICH CIEAYIOIIUMU:
- nepenaun gqanubix LUK, UK CP®, TUK mns TAC «Bweibopsy;
- nepenaun AanHbix LIAK, UK CP®, TUK npu npenocraBieHuun gocryna
B ceTb «IHTEpHETY.

2.28. Tpaduk, mnpenHa3HayeHHBIA M OTACIBHBIX BHUPTYAJIbHBIX CETEH,
HE JIOJKEH MEPEMEIINBATHCH.

2.29. Touku mnpucoenunenus ECIIJ aas C30 10mKHBI COOTBETCTBOBATH
CIEIYIOIINM MapamMeTpam:

— konudecTBo Touek npucoeaunenust ECITJ] ne menee 83;

— B aJIMUHUCTPATUBHOM IIEHTPE KaXJI0T0 cyobekTa Poccuiickoit deneparuu
(3a wuckmouennem Jloneukoir Hapognoit PecnyOnuku, Jlyranckoit Haponnoit
PecnyOsnku, 3anopoxckoi o6macTi, XepCOHCKO#M 00J1acTH) TODKHO OBITh HE MEHee
oanoit Touku npucoeauuenus ECIL/I;

— nosioca mpomnyckanus Ha oaHy Touky npucoenunenuss ECIII nomxna
o0ecreuynBaTh TapaHTUPOBAHHOE BHITIOJIHEHHUE TTApaMETPOB KauecTBa NIEpeiauu TaHHbIX,
COOTBETCTBYIOIIMX TpeOOBaHUSIM MOJKIIOUeHUs sl Kaxkaoro C30, moIKIHOYEHHOTO
Kk ECILJ;

— npoueHT norepu IP-nakeros, 3anepxka nepenaun [P-makeToB m Bapranms
BpeMeEHU 3a/iep KKy [P-ntakeToB JOJIKHBI COOTBETCTBOBATH TpeOoBaHusIM T3;

— JIpYTUM TpeOOBaHUAM, U3JI0KEHHBIM B T3.

2.30. Touku npucoenunenuss ECIIJI paa O6bektoB LUK gomxHbI
COOTBETCTBOBATh CIEAYIOIIUM MTapaMeTpaM:

— komnuectBo Touek mpucoequuenuss ECIIJI mns  O6wekrop [IHUK
omnpenenseTcs B cooTBeTCTBUU ¢ koymmuecTBoM O0bekToB [[UK, ykazanHbIX B 3asiBKax,
pu 3TOM JOIMycKaercsa opranuzauus oaHou Touku mnpucoenunenuss ECII

mu1st HeckoJibkux O0nekToB LUK, pacnonokeHHbIX B OJTHOM 3/1aHUH, TOMEIICHUH;
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— yBenuueHue/ymenpiienue Touek mnpucoenunenust ECII npoucxomut
npu (opmupoBanuu HOBBIX OObekToB LIMK Poccum mnm ux cokpaiieHuu Mocie
NOJIy4EHHUsI 3as1BKU;

- nojoca mnpomnyckanuss Ha oaHy Touky mnpucoenunenus ECIIJ[ nomxna
o0ecneunBaTh rapaHTUPOBAHHOE BBINOJIHEHNE TAPAMETPOB KaUeCTBA NIEPEJaul JaHHBIX,
COOTBETCTBYIOIIUX TPEOOBAHUAM MOJKIIOUEHUS A1 Kaxaoro Oobvekra HUK;

— kod(durmenT roroBHocTu cetn Kr obmmit He meree 0,99 3a pacdeTHbIi
neproa (KaJeHIapHBI Mecsl), pacueT KOTOpOro ocyimecteisercss B CHCTEMHOM
IIPOEKTE;

— npoueHT norepu [P-nakeros, 3aaepxka nepenaun [P-nakeToB u Bapuanus
BpEMEHM 3a/1epKKu [P-11akeToB JOKHBI COOTBETCTBOBATH TpeOoBaHUsIM T3;

— IpYruM TpeOOBaHUAM, U3JI0KEHHBIM B T3.

2.31. Wcnoanutens 00s13aH oka3biBaTh Y ciryrd cBs3u it C30 u OobextoB UK

0e3 orpannycHus 00beMa nepeaadu (0S3IMMHUTHO).

2.32. Ucnonuurens camocrosrensHo npucoeaunsier kK ECIT MC, Ha ocHOBaHUHA

3aIpOCOB OT 3aKa3uMKa.

2.33. Hcnomautens 06s3an npoussectu npucoeaunenne MC k ECIIJL B Teyenne

30 (Tpuouatv) OHEW C ATkl MOJYYEHHs 3ampoca OT 3akazuuKa WM 3alpocoB
ot Bnanensue UC unu LUK, npu ycnoBun roroBHoctu Bnagensue MC wmmn UK
COIJIaCOBATh W PEAIM30BATh TEXHUUYECKOE PENICHHUE IO MOJAKIIOYECHUIO B YKa3aHHBIN
CpPOK, a Takke Ipu HazHaueHuu co cTtopoHbl MC unu MUK nui, OTBETCTBEHHBIX
3a IMArHOCTUKY U ycTpaHeHue npoosiem, BozHukarommx Mexay ECITJ] u UC (koHTakThI
OTBETCTBEHHBIX mepenaroTcs VcnonHutento mnucbMoM). B ciydae HEroTOBHOCTH
Bmanensnes UC wnm LUK wucnonmuare ykazaHHble TpeOoBaHus — VICmoMHHUTEND
MIPOBOJIUT 3CKAIAIMIO 3aKA3YMKY JJIs1 COTVIACOBAHMSI HOBBIX CPOKOB TOIKJIFOUCHHUS.

2.34. UcnonHuTenh 3a CBOM CYET MPOBOAUT BCEe HEOOXOomWMble pPaOOTHI
no npucoeannennto UC k ECIIJ[ B Tom uucne u nopadotky MC B wactu obecnieueHus
obopynoBaHueM Jyuisi oOecriedeHuss KpunTtorpad@uueckoil 3aluThl TepeaaBaeMbIX
JAHHBIX MEXAy Tosb3oBaTesiMu U MC, mpu HaMumu JaHHOM HEOOXOIMMOCTH.

2.35. Ucnonnutens npucoenunseT Kk ECIIJ] pernonanbHble 1 MyHUIUIIATbHbBIC
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CeTH Tepenadyn JaHHbIX cyObekToB Poccuiickoit denepanuu, mo oOpaieHIo CyObeKTOB
Poccuniickonn @enepanuu. llpucoenmnenne permoHaNbHBIX M MYHHULMIAIBHBIX CETEU
nepenayd JaHHbIX CcyObekToB Poccuiickoit  ®denepanuu  MpPOU3BOJUTCS  IMOCTE
COIrJIaCOBAHUS C 3aKa3YMKOM.

2.36. HUcnonnutens obecrieunBaeT MapuipyTusanuio Tpaduka u groctynaocts UC
st C30, MOJKIIIOUEHHBIX K PETHOHANBHBIM CETAM CyObekTOB Poccuiickoit deaepanuu,
B CBOEH 30HE OTBETCTBEHHOCTH.

2.37. VcnionHuTens, 11 odecriedeHus Y CIIyT CBSI3H, NP MOIKIIOYCHUN 00bhEKTa
k ECIIJ] ennHOpazoBo oka3biBaeT coneicteue C30 no HacTpolike Bcex APM, nMerommx
TEXHUYECKYI0 BO3MOkHOCTh mnoakmtoueHuss k ECII. Ilocnemyromee conencTBue
[0 MOJKIIYEHUIO HOBBIX APM mocne mnepBuuHOi opranuzauuu yciayru B C30
OKa3bIBAIOTCS IyTEM IIPEAOCTABICHUS HEOOXOAUMBIX MHCTPYKIIMI U KOHCYJIbTAIlMOHHON
MOAACPIKKH.

2.38. Ilpu okazanum VYciIyr cBf3d, B TOM 4YHCJIE€ B YacThu oOOecleyeHus
¢ynkunonupoBanusi ['AC «Bwibope», O0bektam LUK HWcenonnutens o0sa3aH
BBITIOJIHATH TexHuueckue TpeboBanus «Ha oxazanue Yciayr CBS3U TEPPUTOPHUATBHBIM
M30UpATEIIbHBIM KOMHUCCHUSIM U H30HMpATENIbHBIM KOMHUCCHUSIM CYOBEKTOB Poccuiickoii
Oenepanuu ans obecriedenus: GpynkimonupoBanus ['AC «Bwidope» (IIpunoxenue
No 7), ecnu uHOE HE YCTAaHOBIIEHO JICUCTBYIOIIUM 3aKOHOIATEIIHCTBOM.

2.39. Opranmzanus Kanama L2 or C30 go Touku mnpucoenmnerus ECIIJ]
MIPOBOJIUTCS B TpaHUIax oAHOro cyownekra Poccuiickoit @enepanmu. [lpu orcyrcTBUn
HPKOHOMUYECKON M TEXHUYECKO 1enecoodpaznoctu noakmodennst Kanana L2 x ECIT/]
B I'paHuIax ogHoro cyonekta Poccuiickoit @enepanuu, noakaouenrne C30 MOXKET ObITh
BoimosiHeHO K Touke mpucoenuuenus ECIIJ cocennero cyowekta Poccuiickoit
Qenepauuy, TMpud HTOM JAaHHOE pElIeHHe corjiacoBbiBaercs McnonHurenem
C 3aKa34YMKOM.

2.40. IToaxmrouenne Kanana L2 ot C30, O6bexrta IIUK x Touke nprcoenmHEHUS
ECTIJ npoBogutcs cunamu Mcnonuurens. [Ipu HeoOXoauMoCTH oka3aHus Y CIyT CBSI3U
B WHBIX 3JaHMsIX (KOpmycax) o0Opa3oBaTENbHOW OpPTaHU3AIMH, PACIOJIOKEHHBIX

COBMECTHO €O 3JlaHMeM (KOpIycoM) 0Opa3oBaTeIbHOM OpraHu3allu, paHee
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nonkmoueHHbIM K ECIIJI, Ha Tepputropun oOpa3oBaTeiabHON OpraHU3alUH, UMEIOIIeH
€IUHBIN KaJaCTPOBBIM HOMEp, HE pPa3JCIICHHOW IPOE3KEN YacTbl0 WM JAPYTMMU
TEPPUTOPUSAMHU, HE OTHOCAIIMMHCSI K OOpa30BaTeIbHOMY YUPEXKIECHUIO (COIIaCHO
JAHHBIM KaJIaCTPOBOTO y4eTa), okazanue Y ciyr cBs3u McnonaureneM no Kommnonentam
«Ilepenaua nanubpix» U «llepenaya nanHbIXx L2» 1Mo HOBOMY ajapecy MHOIO 3[aHMS
(xopmyca) ocymiectisiercs: 6e3 KomnonenTa «Oprann3anus kanana L2» Ha ocHOBaHUM
3asBKH.

2.41. TDC6OB3HH5{ K B3auMOJIcMCTBUIO Mexay McnonaureneM u [IpeacraBurenem

C30 upu opeaocTaBieHUd Y CIYT CBSA3H.

2.41.1. UcnomnuTenb TMpeAoCTaBiIsieT M ycTaHaBiuBaeT g Bcex (30,
npucoeaunsembix (nmoakitouaeMeix) k ECIIJ, kpunromapuipyTtusaTopbl. Y CTaHOBKa
KPUIITOMApIIPYyTU3aTOPOB  OCYIIECTBIISIETCS. B  TEIEKOMMYHHKAlMOHHBIE IIKa(BbI.
B cnyuae orcyrerBus Ha o0bekTe C30 TenekoMMyHUKalMOHHOTO 1Kada VcnonHuTens
OCYLIECTBJISIET €70 YCTAHOBKY.

2.41.2. VYcraHoBka Kpunromapuipytuzaropa cmonaurenem He Tpedyercs
B ciydae, ecnu Ha ydactke cetd oT C30 no Toukm npucoeaunenus k ECIL/] 3amunra
JaHHBIX oOecneunBaeTcss anbTepHaTUBHBIM oneparopom CK3M B cooTBercTBUU
¢ TpeboBanusamu T3.

2.41.3. UctionHUTEINb B TEYCHHUE BCETO CPOKA OKa3aHUs Y CIIYT CBSI3M 00€CTIeUunBaCT
3a CBOM CYET HACTPOWKY, BKJIIOYasi U3MEHEHHE HACTPOEK B COOTBETCTBHH C 3alpOCaMu
3aka3ynKa, TEXHHYECKOe OOCIyXMBAaHHME W PEMOHT OOOpYyIOBaHUS, B TOM YHUCIE
KPUIITOMapIIpyTU3aTOpOB, ycTaHOBIeHHbIX Mcnonnutenem B C30. Ilpu atoM cpoku
U TOPSAOK BBIOJHEHHUS PETrJIAMEHTHBIX M PEMOHTHBIX pPabOT yCTaHABIMBAIOTCS

PernaMeHTOM TEXHHYECKON MOJJEPKKH IpU oKazaHun Yciayru cszu it C30,

YTBEPKIACHHBIM 3aKa3YUKOM.

2.42. TpeboBanusi K B3aWMOJIEUCTBUIO MEXKITY Wcnoaaurenem

u [IpencraButenem UK nipu nipeocrasieHnn Y CIVr CBI3H.

2.42.1. HcnonuuTtens NpenoCTaBisIeT U YCTaHABIMBACT JIJIsI BCEX OOBEKTOB
UK, npucoenunsieMbix (noaxitouaembix) Kk ECIIJ[ MapuipyTtu3atopsl Ha OCHOBaHUU

3asBOK. YcTaHOBKA OOOpYIOBaHUS OCYIIECTBISAECTCS B TEIEKOMMYHHUKAIIMOHHbBIE
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mkagpel. B ciayuyae orcyrcrBus Ha oObekTe LIMK TenekoMMyHHMKAnMOHHOTO miKada
HcnomHuTENb OCYIIECTBIISIET €T0 YCTAaHOBKY.

2.42.2. HcnonuuTens B TEUEHHE BCErO CpoKa OKa3aHWUs YCIyr CBS3U
o0ecreunBaeT 3a CBOW CYET HACTPOMWKY, BKIIIOUAsi H3MEHEHHE HACTPOEK B COOTBETCTBUU
C 3ampocaMu 3aKa3uuka, TEXHUYECKOe 0OCIIy>)KMBaHHUE U PEMOHT 00OpYI0BaHMUSI, B TOM
YKCJIe MAPUIPYTU3ATOPOB, YCTaHOBJICHHBIX McnonnureneM Ha oobekTax LIMK B pamkax
OKa3aHMs yCIyr B COOTBETCTBMM C HactosmmMm T13. Ilpm 3TOM CpokH U MOPSAOK
BBITIOJIHEHUS PETJIAaMEHTHBIX M PEMOHTHBIX PabOT ycTaHaBiuBaioTca PermameHTom
TEXHUYECKON TMOIACPKKH TP OKa3aHWU YCIyrd CBs3u s o0wbektoB [[UK,
YTBEPKACHHBIM 3aKa3UHKOM.

2.42.3. TpeboBaHUs K CpeJICTBAM MaPIIPYTU3AIINH.

2.42.3.1. CpenctBa MapuipyTHU3allUd JODKHBI BRIMOJMHATH QyHKuu Firewall n
QO0S, a TakKe IO KHEL.

—  o0ecneunBaTh BO3MOKHOCTh MOHUTOPUHIA COCTOSIHUS 110 IPOTOKOTY SNMP;

—  NOAJAEpPX UBATh CTAaTUYECKYI0 M JMHAMHYECKYIO0 Mapuipytusauuio |Pv4
u [Pv6 no npotokony BGPv4 (cnenuduxanus IETF RFC 1771), OSPFVv2,
RIPv2;

—  obOmagate MexanuzMmamu ¢uibTpanuu Tpaduka mo TCP/UDP noprawm;

—  NOJIJEPXKUBATh NPOTOKOIIBI pe3epBupoBanns VRRP;

—  noanepxuBaTh Mexanusm NAT;

—  obecrneunBaTh MOAJNEPKKY He MeHee 3 (Tpex) KIIacCOB OOCITYXKUBaHUS
tpaduka moaenu DiffServ;

—  obecneunBaTh BO3MOXHOCTH paboTel B kauectBe DHCP relay arenTa,
KJIMEHTA, CEPBEPA;

—  obecrieunBaTh BO3MOXKHOCTh PaboThl B kadecTBe DNS (kimeHTa, Proxy,
cepsepa), NTP (knuenTa, cepBepa);

—  olecrneunBaTh BO3MOXHOCTb OJEPKKU co3aanus VPN Tynneneit.

242.3.2. Pexum pabOThl CpPEACTB MApPLIPYTU3ALUU — KPYTJIOCYTOUYHBIN

HEOOCITy)KHBaeMbIii, 10 cxeme 24 Jaca B CyTKHU, 7 THEW B HEJEJIIO.
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2.43. TpebGoBaHus K MOAYJIBHOCTH Y CIIYT CBSI3H:
1) VYcayru cBsi3u TOJKHBI 00J1a7aTh MOYIbHOCTBIO;
2) MoaynpbHOCTh  JIOJDKHA  OOecleYrBaTh  BO3MOXKHOCTH  JTOOABJISITH
1 KOMOMHUPOBaTh KOMIOHEHTHI B paMKax MpeloCTaBICHUS Y CIIyT CBSI3H;
3) Kaxnprit KommoHeHT 10JDKeH 00eCcieunBaTh BHIMIOJIHCHUE CBOCH (DYHKIIHH.

2.44. TpeboBaHus K MacIITAOUPYEMOCTH Y CIVT CBSI3H.

1) VcnomHurenb JOMKEH OOECIEYHTh TEXHHUUYECKYI0 TOTOBHOCTh CETH
nepenaun AaHHbIX McnomHuTtens k okazaHuo Ycayr cBsasu C30 B COOTBETCTBUU
C IOJIyYE€HHBIMH OT 3aKa34MKa 3asiBKaMH;

2) VYcayru CBs3M JOJDKHBI 00€CIIeYMBATh MAaCIITA0OUPYEMOCTh, TOCTATOYHYIO
st paboThl caMux YcCIayr CBs3M, a Takxke Bcex KOMIIOHEHTOB B €€ cocTaBe
0€3 IOMOJHUTENBHBIX 3aTpaT 3aKa3uuKa;

3) MacmrabupyeMocth  YCIyr  CBSI3M  MOXKET  JIOCTUTAThCS  IyTEM
MOJIEpHU3alMU MPOrPaMMHOTO W/WIM allapaTHOro OOeCHeYeHUs, MOAKIIUYECHUS
nonosnHuTenbHbIX cucteM K ECII] u pacmnpenreM npomyckHON ciocOOHOCTH KaHAJIOB
CBA3HU;

4) PacmmpeHue KaHAJIOB CBSI3M HE JOJDKHO MPUBOJIUTh K YXYAIICHHIO
napamMeTpoB KauecTBa Y CIIYT CBSI3U U HE JOJIKHO OKa3bIBaTh BIUsHUE HA KOMIIOHEHTHI;

5) HUcnomHutenr BO BpeMs WCIOJHEHHS TOCYIapCTBEHHOTO KOHTPAaKTa
CaMOCTOSITENIPHO WJIM 10 TpeOoBaHMIO 3aKka3zyhKa OMNpeNeNseT He0O0X0AUMOCTb
MaciTabupoBaHus Y CIIyT.

2.45. TpeboBaHUs K OTKA30YCTOMYUBOCTH Y CIIVT:

1) VYcayru cBsi3u JOKHBI OOCCICUMBATH OTKA30yCTOHYHMBOCTH B IICJIIOM
1 0TKa30yCTONYMBOCTH, KOMITIOHEHTOB B 4aCTHOCTH. B ciiyuae BOZBHUKHOBEHUS COOEB WU
aBapuil YCIyru CBSI3U JOJDKHBI MPEIOCTABIATH BO3MOKHOCTh UBMEHEHUS aITOPUTMOB
paboTHI, NJIsi O0O0ECIeUeHUs] COXPaHEHHUS! PabOTOCIOCOOHOCTH YCIYT CBSI3U B TOJTHOM
o0BeMe;

2) OTKa30yCTOWYMBOCTD MOJAKIIOYCHUS MPH OKa3aHUM YCIYr CBS3M J0JDKHA
obecrieunBaThCs CICAYIOMIMMU PEIICHUSIMH, HO HE UCKITIOUUTEIIBHO!

— HCIIOJBb30BAHUC PC3CPBHBIX KAaHAJIOB CBA3KM HAa MAruCTpaJiIbHbBIX JIMHHUAX
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ECTI;

- HCTOJIb30BaHUE Ha CErMEHTax MPLS-cetn HUcnonnurens
OTKa30yCTOMYUBBIX KOH(UTrypaluid 0O0OpyHOBaHMS U MPOTPaMMHOTO OOecredeHus,
o cxemMaM N+1 mam N+N;

— UCIIOJIb30BAaHUE HMCTOYHUKOB OecriepeOOHOro mnuraHus Ha Toukax
NPUCOEANHEHUS JIJIS 3aIUThI OT TOTEPH DIICKTPOIUTAHUS;

- OyOIMpOBaHKE KIFOYEBBIX KOMIIOHEHTOB;

— UCIIOJb30BAaHUE  PE3EPBHBIX  KAHAJIOB CBA3M B  MAarucTpajbHOU
cocrapisitomieii  ECIIJ] mexnay Toukamum mnpucoenunenus ECIII, mno3Bossrommx
NepeHanpaBiIsTh TpauK B 00X0/1 OTKA3aBUIETO MyTH;

— MaplHIpyTH3alui0 Tpaduka ¢ TPUMEHEHHEM IMPOTOKOJIOB CTAaTHYECKOU
WM TUHAMUYECKOW MapUIpyTU3ALINH;

3) B cmywyae mnpekpamieHusi SHEprocHaOKarolield oOpraHu3aleld Toaadyu
anekTpornutanus Ha Touky npucoenunenus ECII, Ucnonautens o0s3aH MPOI0KUAT
MpPEeOCTaBIEHUE YCIyr CBS3M B TeueHue 4 4dacoB. boyee qIHUTeNnbHbIE MEPEPHIBBI
B DJIEKTPOCHAOKEHMM, TMOATBEP)KICHHBIE CO  CTOPOHBI  HHEPrOCHAOKAIOIIUX
OpraHu3alnii, CYUTAIOTCA (POPC-MAKOPOM.

2.45.1. TpebGoBanuss K oTkazoycronynBocTH Kommonenta «MOHUTOPUHT U

obecrieyeHne OE€30MaCHOCTA CBSA3HMY» B 4YaCTH  OJIEMEHTA  MEXCETEBOIO

skpaaupoBanus (MCD):

1) OrkazoycroiunBocth MCD [OKHO 00ECHEUMBATHCS — CICAYIOIHMHU
PEIICHUSIMU:
— HCIIOJIb30BAaHWE  OTKA30yCTOWYMBBHIX  KOH(MUTYpaluid  ammapaTHOTO
1 TIPOTPAMMHOTO 00€CTICUCHUS;
—  pe3epBHPOBAHUE HACTPOCK CPEJICTB 3AIIHTHI.

2.45.2. TpeboBanuss Kk oTkazoycTtouuBoctu KommoHeHTa «MOHUTOPUHT

1 oOecrieuenre 0€30aCHOCTH CBSI3HM» B YaCTH DJEeMEHTA «3alllMThI OT DDoS»:

1) OtkazoycTOM4YMBOCTH cpencTB 3ammThl oT DDOS nomxHO obecrieuyuBaThes
CIEAYIOIINMHU PEUICHUSMMU:

— UCIIOJb30BaHUE  OTKA30yCTOMYMBBIX  KOH(QUTYpalMil  ammapaTHOro
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Y TIPOTPaMMHOTO 00€CTIeUeHHUS;
— HCIIOJIb30BaHUE PE3EPBHBIX KAaHAJIOB CBSI3M B MaruCTPaH, MO3BOJSIOLIUX
nepeHanpaBiIiaTh Tpaduk B 00X0/1 0TKa3aBILEro MyTH;

—  pe3epBHpOBaHUE HACTPOEK CpEJICTB 3aIUTHI.

2.46. TpeboBaumss K peamm3aimmi  CHCTEMBI  TEXHHYECKUX  CPEJICTB

Ut o0ecrieueHnst QYHKIIMNA OIlepaTHBHO-PO3BICKHBIX MepoupusTuii (COPM).

O6ecneunts peanuzanuio pyukiuit COPM (COPM 2 u COPM 3), B cOOTBETCTBUU
C TpeOOBaHUSIMHA HOPMATHUBHO-TIPABOBBIX aKTOB:

1) TpeboBaHus K CETAM AJIEKTPOCBSI3U JJISl IPOBEACHUS OTIEPATHBHO-PO3BICKHBIX
meponpuatuii Yacte 1. OOmue TpeboBanus (yTB. mnpukazoM MuHuUCTEpCTBA
WH(GOPMAIMOHHBIX TEXHOJIOTHH 1 cBsi3u PD ot 16 suBaps 2008 1. Ne 6);

2) IlpaBuna oxa3zaHHsl TEJIEMATUYECKUX YCIYT CBsi3U (YTB. TMOCTAHOBJIEHUEM
[IpaBurensctBa PO oT 31 nexadps 2021 Ne 2607 "OO6 yrBepxaenun [IpaBun okazanus
TEJIEMATHYECKUX YCIYT CBSI3U");

3) Ilocranosnenue IlpaBurensctBa P® ot 27 aBrycra 2005 1. Ne 538
«O0 ytBepxaenun [IpaBui B3auMOJEHCTBUS OMEPATOPOB CBSI3U C YIIOJIHOMOUYEHHBIMU
rOCyJapCTBEHHbIMH  OpraHaMy,  OCYIICCTBIISIIOIIUMU  OTEPATUBHO-PO3BICKHYIO
JEeSITETLHOCTDY;

4) Tlpukaz MuHucTEepCTBa CBA3M M MAacCOBBIX KOMMYyHHUKauuii P® ot 16 ampesns
2014 r. Ne 83 «OO0 yrtBepxknenun I[IpaBun npumeHeHHs OO0OpPYAOBAHHUS CHUCTEM
KOMMYTaIlU{, BKIIIOYasi MPOrpaMMHOE OOecTeueHue, 00eCIeunBalONIero BHITIOJTHEHHE
YCTaHOBJICHHBIX JCHCTBUN TIPH MPOBEICHUU ONEPATUBHO-PO3BICKHBIX MEPOTPHSITHM.
Yacts III. IlpaBuna npuMeHeHus OOOpPYAOBaHUS KOMMYTAllMd W MapuIpyTHU3AIUU
MaKkeToB MH(pOpMaIMK CeTel mepeaadyn JaHHBIX, BKII0Yas MPOrpaMMHOE oOecTieueHue,
00€eCIeunBAIONIETO  BBITIOJTHEHUE YCTAHOBJICHHBIX JIEHCTBUN TIpU  TMPOBEIACHUU
OTIEPAaTUBHO-PO3BICKHBIX MEPOTIPUATHIY;

5) Ilpukaz MunuctepcTBa UHUPPOBOrO pPa3BUTHUS, CBSI3M W  MAaCCOBBIX
koMMmyHUKarii PO ot 29 oktadps 2018 r. Ne 573 «O06 yrBepx)aenun TpeOoBanuii

K TCXHUYCCKUM U IIPOrpaMMHBIM CPCACTBaAM I/IH(l)OpMaI_[I/IOHHBIX CHUCTCM, COACPKAIINX
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0a3pl TaHHBIX A0OHEHTOB OIlEpaTopa CBS3M M MPEJOCTABICHHBIX UM YyCIyrax CBS3H,
a Takke MH(POPMALMIO O TMOJH30BATENAX YCIyraMHU CBS3M M O MPEAOCTaBICHHBIX UM
ycllyrax  CBsi3d, OOECIEUYMBAIONIMX  BBIMIOJIHEHHE  YCTAHOBJICHHBIX  JCHCTBUMN
IIPU TIPOBEJCHUHU ONEPATUBHO-PO3BICKHBIX MEPOIIPUATHIN;

6) ®enepanbHbiii 3akoH OT 6 utosg 2016 1. Ne 374-03 «O BHeCceHUU U3MEHEHUN
B @enepanpHbii  3akoH 'O OPOTHBOAECUCTBUM Teppopu3sMy' H  OTHAEIbHbBIC
3aKoHoAaTrenpHble  akThl  Poccuiickon  ®enpepanuu B 4acTH  yCTaHOBJICHUSA
JIOTIOJTHUTENBHBIX MEp MPOTUBOACHCTBUS TEppOpU3My U oOecrneueHusl 00IeCTBeHHON
0€30MMacCHOCTH.

2.47. TpeboBaHU K XPAHEHHUIO IIEPEIABAEMOr0 Tpaduka M CO3MAHUIO CUCTEM

XpaHCHUA JaHHBIX.

OOGecrnieunTh peanuzanuioo (QYHKIUNA MO XpaHEHUIO TepeAaaBaeMoro Tpaduka
Y CO3/IaHUI0 CHCTEM XPAHEHHUS JAHHBIX B COOTBETCTBUH C TPEOOBAaHUSIMU HOPMATHUBHO-
MIPABOBBIX AKTOB U BBIMOJHEHUS JEUCTBYIOIIETO COTJIACOBAHHOTO IIAHA MEPOIPUSATHM
o peanuzanuu Tpedboanuit denepanbHoro 3akoHa ot 06 utossg 2016 1. Ne 374-D3 «O
BHECEHUU W3MEHEeHMI B DenepanbHblil 3ak0H «O MOPOTUBOJICUCTBUU TEPPOPUIMY»
Y OTJENbHBIE 3aKOHOAATENIbHBIE akThl Poccuiickoit deaepannu B 4aCTH YCTAaHOBIICHUS
JIOTIOJTHUTENIBHBIX MEp MPOTUBOCHCTBUS Teppopu3My U oOecrieueHus oOIEeCTBEHHON

0€30IMaCHOCTI.

2.48. TpeboBaHUs K TEXHUYECKOU Moaaepxkke Mcroaauresis npyu okazauuu Y ciryr

CBS3H:
2.48.1. B nepuon oxazanus VYcenyr cBsizu  McnonHurtens  00s13aH
OCYIIECTBJIATh TEXHUYECKy0 mnojaepkky Ilorpebuteneii (manee - TexHuueckas

MOAACPKKA) MO BOMPOCAM OKa3aHUs YCIYr CBSI3U B COOTBETCTBUHM C PernameHtamu
TEXHHUYECKOHN MOMEPIKKU MPU OKa3aHWUU Y CIyrd CBsA3H (YTBEPXKICHHBIMH 3aKa3unKOM
B cooTBeTcTBUH 1. 7.1. T3).

2.48.2. B nensx oxkazaHus IOMOJHUATENBHON KOHCYJIHTALIMOHHOMN MOIIECPHKKHI
[ToTpebuteneit mo Bompocam, CBS3aHHBIM C OKa3aHWEM Y CIIYT CBS3H, a TAKXKE B IIEJISIX

oOecrieueHrs BO3MOXXHOCTH YIIPaBJICHHs Y CIyraMu CBsi3u co cTopoHbl [loTpebureneid,
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HcnonHuTeNnb TOJKEH HUCIOIb30BaTh pecypc B ceTH «HTepHEeT», pa3MEeCTUTh Ha HEM
MHCTPYKUMU W JOMOJHUTEIbHBIE MaTtepuanbl ans llorpeOuteneit, a takxke JInyHbIN
KaOWHET.

2.48.3. TexHuueckass NOJEPKKA JOJDKHA OCYIIECTBISATHCS KPYTJIOCYTOYHO
U €KEIHEBHO B COOTBETCTBUU C PernmaMeHTOM TEXHUYECKOUW MONAEPKKU MPH OKA3aHUU
Yenyru cBszu gt C30, yTBEpKIAEHHBIM 3aKa3uWKoOM. PeriiaMeHT TEeXHUYECKOM
MOJJICP)KKA TpU OoKazaHuu Yciuyru cBss3u s O0wektoB [IMK paspabateiBaercs
OTIIEJBHO U N0JKeH ObITh cornacoBaH ¢ [IUK Poccuu. Tlocne yrBepxkaeHus 3aka3uyukom
PernameHnTa TeXHUYECKOMN MOAIEPKKU NPU OKazaHUU Y ciryTrH cBsi3u 111 C30 OH T0JKeH
ObITh pa3melnieH VcrmomHuTeneM Ha pecypce, CO3JaHHOM B COOTBETCTBHH C 1. 2.49.2 T3
W HampaBlIeH JJIs O3HAKOMJICHHS B ajpec Bcex [loTpebuteneil, ykazaHHbIX B 3asBKax
3aka3uMka Ha OKa3aHUe Y CIYTH CBSI3U Yepe3 AIEKTPOHHBIA JOKYMEHTOOOOPOT, a TaKkKe
MMUCHbMEHHO B ajipec cyobekToB Poccuiickoit denepariuu.

2.48.4. OOpailieHrs B TEXHUYECKYIO MOIJIEPKKY TOHKHBI pETUCTPUPOBATHCS
MOCPEJICTBOM CJEAYIOIIUX CIIOCOOOB:

— 110 €INHOMY O€CIIaTHOMY KOHTAaKTHOMY HOMepY Tese(oHa;

— TIOCPEJCTBOM OTIPABKU COOOIICHUN DSJICKTPOHHOM MOYTHI HAa €IUHBINA
MMOYTOBBIN SIIUK,

— TIOCPEICTBOM JIMYHOTO KaOWHETa,

— aBTOMAaTHMYECKOE 3aBEJCHUE WHUUJECHTOB HAa OCHOBAHMM COOBITHUH,
[OJIYYEHHBIX B Xoze OKa3aHUs Komrmionenra «MoHUTOpPUHT
u obecrieueHune Oe3omacHOCTH CBs3M» (DileMeHT « MOHUTOPHHT TTapaMEeTPOB KavecTBa
MPEAOCTABIIIEMBIX YCIYT).

2.48.5. [IpodumnakTuyeckue pabOThI:

1) Ilpu npoBeneHuu MNPOPUIAKTHUECKUX PAOOT JOMYCKACTCS IepephiB
B OKa3aHWM Y CIYT CBS3H.

2) IlpoBeneHue yka3aHHBIX BUJIOB PaOOT JIOJDKHO OCYIICCTBIISITHCS B YaChl
HauMeHbIeH Harpy3ku W uHpopmupoBanue mnpeacraputenass C30 M0KHO OBITH
MPOU3BEICHO 3apaHee HE MeHee ueM 3a 3 pabouux JHS 10 Hadasia paboT mo Tenedony

WJIN DJIEKTPOHHOM I10YTeE.
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2.48.6. [TpuopuTteTsl U BpeMsi BOCCTAaHOBJIEHUSI pabOTOCIIOCOOHOCTH Y CIIyT

csi3u st O0wexToB LMK onpenensitores tpeboBanusimu [punoxenns Ne 7 k T3.

2.48.7. [IpropuTeThl U BpeMs BOCCTAaHOBJICHHUS pabOTOCIIOCOOHOCTH Y CIIyT

cBsa3u i1 OOpa3oBaTEIbHBIX OpraHU3ALIMNA:
1) HewcnpaBHOCTH MOAPA3ACISAIOTCS Ha YEThIPE MPHOPUTETA IO CTEICHU
CPOYHOCTH UX YCTPAHCHUS:

1-v111 npuopumem — Kpumuunuwiii:

—  CONpOBOXKJaeMas ycliyra He JOCTyIHa (aBapusi);

— MaccoBble (Oonee necATH oOpalleHUd B TEUEHUE TPUALATA MUHYT
or pasmuueblx C30 B otmenbHOM cyObekTe Poccmiickoii denepannn)
oOpamieHuii B TEXHUYECKYI0 MOJIEpKKy McronHuTens, CBs3aHHBIC
C HapylleHueM paboTOCTOCOOHOCTH Y CIIYT CBSI3U, OTHOCAIIUECS K OJTHOMY
COOBITHIO;

2-o1i npuopumem — Bvicokuti.

— HabmiomaeTcst  MaccoBasg — JeTpajanus — MPOU3BOJUTEIBHOCTH WU
HEPUOANYECKOE MTPEPHIBAHUE YCIIYTU B HE MEHEE 5 MPOLIEHTOB 00ILEro Yrcia
C30 B peruose;

—  (ukcupyroTcsi NepuoaAMYECKHe TpPEepbIBaHUS WM JAerpafarus (CHUXKEHUE
CKOPOCTU OTHOCHUTEILHO 3asBJICHHON) B paboTe yciayru B ogHoM C30;

3-11 npuopumem — Cpeonuii.

—  HapylIeHHE BCTIOMOTaTeNIbHON (DYHKIIMOHATILHOCTH Y CIIYT CBSI3H;

—  3ampoc Ha O0CITy)KHBaHUE WU H3MEHEHHE HaCTPOEK;

—  3alpoc Ha U3MEHEHHE KOHPUTYpalry WK QYHKIIMOHATBHOCTH Y CIIYT CBSI3H;

4-11 npuopumem — Hu3zxuii:

—  mpoOaeMbl 6€3 yTpaThl CIIOCOOHOCTH Y CITYT CBSI3H,

—  3ampochl MO OKa3aHUIO WH()OPMAITMOHHON MTOAICPKKY;

—  mnpexactasutento C30 TpeOyeTcss KOHCYIbTAIHS.



36

[TokazaTenp Hopmatus BpemeHu pernieHus
Pexum perucrpanuu 5
oGpaneHuii 24 yaca 7 1HEN B HEJENIO
Bpewms penieHus 10* gacoB pabdouero Bpemenu (¢ 08:00 go 18:00
WHITAJICHTOB MIePBOTO MECTHOTO BPEMEHH T10 pabOYnM JHSM) C MOMEHTA
MIpUOpHUTETA perucTpanuu ooparieHus.
B mepuonmbl mpoBeneHus €AWHOTO TOCYAapCTBEHHOTO
AK3aMEHa — KPYIJIOCYTOYHO
Bpewms penieHus 14 * gacoB pab6oyero Bpemenu (¢ 08:00 mxo 18:00
WHIIUJIEHTOB BTOPOTO MECTHOTO BPEMEHU 110 paboYuM JHSIM) C MOMEHTA
MpUOpHUTETA peructpanuu oopamieHus.

B nepuonsl nmpoBeneHus eI1uHOTO

rOCYAapCTBEHHOTO SK3aMeHa — KPYTIIOCyTOYHO

Bpewms pemenus
20* gaca pabouero Bpemenu (¢ 08:00 mo 18:00
UHIIHJICHTOB TPETHETO
MECTHOTO BPEMEHHU MO Pa0OUYUM JTHSIM).
PUOPUTETA

Bpewms pemenus
24* qaca pabouero Bpemenu (¢ 08:00 mo 18:00
MHIIAJIEHTOB YETBEPTOTO
MECTHOTO BPEMEHU 10 pabOYUM JTHSIM)

MIpUOpHUTETA

*) VkazaHo BpeMs YCTpaHEHHUS HEUCIPAaBHOCTH, HE TpeOyrolnee BbIC3/a.
J1J1st BOCCTAaHOBJICHHSI MaruCTpaJIbHON KaOeIbHONW MHPPACTPYKTYPHI, pabOT HA y3JI0BOM
Y MarucTpajbHOM O0OpYAOBAaHHUH, 3aMEHbI 000PYI0BAHMS/BOCCTAHOBICHUS KaOEIbHOU
uHppactpykTypsl HWcnonHuTens u UWHBIX paboT, TpeOyromux Boie3ga B C30,
HOpPMAaTUBHBIE CPOKU PEUICHMS MHIIUICHTA YBEIMUMBAIOTCS Ha 48 yacoB. YKa3zaHO BpeMst
IUI1 BOCCTAHOBUTENBHBIX pabOT MH(pacTpykTypbl VMcmonHutens, 6e3 ydera BpeMEeHH
BOCCTAaHOBUTEIBHBIX paboT obopymnoBanust C30, uHPpacTpykTypsl HHOOPMAITMOHHBIX
cucrewm, a Takxke Hannuus C30 B TpyTHOOOCTYITHOM HACEIEHHOM ITyHKTE.

Jlis 0OBEKTOB, PACIONOKEHHBIX B TPYAHOAOCTYNHBIX HACEICHHBIX IyHKTaX
(TpyAHOIOCTYITHBI HACEJIEHHBIM MYHKT - 3TO HACEJICHHBIA IyHKT, KOTOPBIA B CHITY
MOTO/IHBIX, TPUPOJHBIX, TEXHOTEHHBIX M WHBIX OOCTOSTENBCTB U (MJIM) OTCYTCTBUS

OJICMCHTOB I/IH(I)paCTp}IKTypBI CTAHOBHUTCA HCIAOCTYIIHBIM WM TPYAHOAOCTHIKUMBIM
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JUTSI TPAHCTIOPTHBIX CPEZICTB) CPOK PEIICHHS MHITU/ICHTA JIJISl BOCCTAHOBJICHUS KAOCITHbHOU
uHpacTpykTypsl UcnomuuTens, 3aMeHbl 000pyaoBanus VICIOMTHUTENS U UHBIX padorT,
TpeOyromux Bbie3na Ha o00bekT C30, a TakkKe JJii BOCCTAHOBIEHUS MAaruCTpalbHOU
KaOenbHON MH(PPACTPYKTYpPHI, pabOT Ha Y3JIOBOM M MAarucCTpaJbHOM 00OPYIOBaHUH,
yBEJIMYUBAETCS HA 9 pabouux JHEH.
B cnyyasix, ecnu A pemieHus 3asBKU TpeOyeTcs JAOMOJHUTENbHAS HHHOpMALIHS
ot IlorpeOutenss mnu mpoBepka pabOTOCMOCOOHOCTH C €ro CTOPOHBI, BpEMS
IPOCTOs
HE YYUTBIBAETCS, 10 TOTYUYEHUS 3aMPOIICHHON HHPOPMAIIH.
OtxiroueHus (MepepoiBbl), BEI3BAaHHBIE JIFOOOM U3 MEPEUNCICHHBIX HUXKE MPUYWH, HE
KJIaCCU(DUIMPYIOTCSA KaK HEJJOCTYITHOCTh WJIM HEUCTIPABHOCTH:
—  TpoBeACHUE IUIAaHOBBIX MpoduiakTuyeckux pador (manee — IIIIP)
C yBeJOMIJIEHHEM TMpencraButenelt 3akasunka u/uinu [lorpedureneit B cpok
HE MEHEee TpeX padouyuXx JHEH 10 BpeMeHU MpoBeAeHUs paldoT;
—  pabota Ha obopyaoBanuu Ucnonuurens no 3anpocy [lotpedburens;
—  TecTHpoBaHHME YcCIyr cBs3u no 3ampocy [loTpebutens B ciydae, Korma
He ObLJIO BBISBJICHO HUKAKON HEMCIPABHOCTU MJIM HEIOCTYITHOCTH;
—  HewucnpaBHOCTH WiH JeexTsl 06opynoBanus [loTpedbureneit;
—  TepepbiBbl B NPEAOCTABICHUU YCIYT CBSA3U, BBI3BAHHBIC YMBIIUICHHBIMHU
WJIM HEYMBIIUIEHHBIMU JeicTBUAMH [loTpeduTeneii;
—  (opc-maxop, B TOM 4YHCIIe NEUCTBUS, BIPSMYIO HJIM KOCBEHHO BIIUSIOIIHE
Ha CpOKM Opranusanuu paboT wuiam coOmoaeHue McnomgHuTtenem

00s3aTenbCTB B pamkax T3.

2.48.8. PerjiaMeHT TeXHUYECKON NOJJEP:KKHM NpPU OKa3aHUM YCIYTd CBSI3U
JOJDKEH TpeaycMaTpuBaTh TMOPSIOK  B3auMoaecTBusi wMexay [lorpedutenem,
Ucnionautenem n 3aKka3uukoM, B TOM YHUCIIE:

® TIOPSIIOK PETUCTpAIH, OTKPBITHS, OOpaOOTKH W 3aKphITHS OOpaIleHHI
[ToTpebuteneit mo BompocaMm TmpeaocTaBiieHus Ycuyr cBsizu CiykOoit

TEXHUYECKOM MoaaepKku 3akazuuka u Ciry)k00M TEXHUYECKOU MOICPIKKH
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Hcnonnurens;

® TIOPSIIOK PEruCTpallid, OTKPBITUSA, OOpaOOTKU M 3aKpBITHS OOpalleHU,
CO3JaHHBIX HA OCHOBaHUU COOBITHI, TMOJYYEHHBIX B XOJ€ OKa3aHHs
Komrnonenta «MOHUTOPUHT U oOecreueHue Oe30MacCHOCTH  CBS3H»
(OnemeHT «MOHHWTOPUHT TMapaMeTpoOB KadecTBa  IMPEIOCTaBISIEMbIX
YCIYT»);

e 1mopsiok  B3auMmozeiicTBusi [lotpebuteneit, CiykO0i TEXHUYECKOU
noasep Kk 3akazunka u Ciry:k00i TeEXHUYECKOM noaaepKku cronHurens
IIPU IJIAHUPOBAHUH U MPOBEICHUU TEXHOJIOTMUYECKHUX MTEPEPHIBOB;

e TOpsAAOK (OPMUPOBAHMS M MPENOCTABICHUS 3aKa3uMKy OTYETHOCTH
no obOpaunieHussM Ilorpeduteneid U OTYETHOCTH O KAYECTBE YCIYT CBSI3U
Komnonenrta «MOHUTOPUHT U o0OecrnieueHue O€30MaCHOCTU  CBS3H»
(OnemenT «MOHHMTOPUHT TApPAMETPOB KadyecTBa MPEAOCTABIIEMbBIX
yCIIyr»);

® TIOPSIIOK PETUCTpAIMU, OTKPBITUSA, OOpaOOTKH M 3aKpbITUS OOpalleHuin
[ToTpeOureneil, HanpaBieHHbIX Yyepe3 JINUHbIN KaOUHET.

2.48.9. HcnonauTenb B TEUYCHHE BCETO CpOKa OKa3aHUsS YCIYr CBS3H
MPEeOCTaBIAET 3aKa3uuKy JOCTYN 4depe3 0o0OpyAOBaHME KPUIITO3ALIUTHI, K CHUCTEME
perucTpanru o0palleHuid, ypaBieHus U peleHrs HHIIUACHTOB/3anpocoB Vcnonaurens
(Service Desk).

2.48.10. HUcnonnuTenb B TEUEHHWE BCETO CPOKAa OKa3aHWs YCIyr CBS3U
MPEAOCTABIISET BbIACICHHBI MHOTOKAHAJIbHBIN Tele(OHHBI HOMEP B KOJIE€ AOCTyNa K
yciyre 35eKTpocBs3u «800» st peructparuu oopamennit [lorpeduteneit CiyxO0ii
TEXHUYECKOUN MOJAEPKKHN 3aKa3urKa, a TAKKE MPEAOCTABISIET 3aKa3YUKY BO3MOXKHOCTD
aBTOMATHYECKOI'0 pacripejieiieHus BbI30BOB. Bbi3oBbl [loTpeOuTeneli Ha BbIJIeTECHHbBIN
Tene@oHHbI HOMep McnomHuTeNs MTOJIKHBI OCYIIECTBIAThCS 0€3 B3MMAaHUS IUIAThI 3a

HUCXOJAIIEE COCIMHEHUE HA BCer Tepputopun Poccurickon denepanuu.

2.49. TpeboBaHUS K CHCTEMHOMY IIPOEKTY.

He mnosnnee 90 kanenmapHblx nHeW ¢ MomeHTa mnoanucanus KonTpakxrta,
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HcnonHuTenb TOJKEH MPEAOCTaBUTh 3aKa3uMKy CUCTEMHBIM MPOEKT, ONKCHIBAIOIINN
BOITPOCHI IPEIOCTABIEHUS Y CIIYT CBSI3H, BKIKOYAS:

2.49.1. Mopens yrpo3 6e30macHOCTH HHGHOPMAIIUH.

Monens yrpo3 0e3onacHOCTH HHPOPMAIUH TOJIKHA COAEPKAaTh OMHCAHUE YIPO3
0€30MacHOCTH HMH(pOpMAINK, BKJIKOYAIOIIEE ONMUCAHUE BO3MOXKHOCTEM HapylIuTenen
(MOzenp HapymUTENs), BO3MOXKHBIX YA3BUMOCTEW MPOrpaMMHBIX MOAYJEH, criocoOoB
peanuzanuu yrpo3 6e30nacHOCTH HHGOPMAIIUU U TTOCIIEACTBUI OT HApYyIIEHUSI CBOHCTB
0e3o1acHoCcTH UH(POPMAITUH.

Jlnig onpeeneHus yrpo3 6e30macHOCTH HHGOPMAIUU U pa3pabOTKU MOJIEIH YIPo3
M MOJENM HapymuTens 0e30MacHOCTH WH(OpMauuu MNPUMEHSIOTCS METOJUYECKUE
JOKYMEHTHI, pa3pabotanHble U yrBepxkaeHHble ®OCTIK Poccum, yuutsiBaercs
uHpopmanuss u3 banka paHHeix  yrpo3  Oe3omacHoctn PCTOK  Poccum

(https://bdu.fstec.ru/), Tlpuxkaz @®CBb Poccum ot 10 wuroms 2014 1. Ne 378

«O06 ytBepxkaeHun CocTaBa U COAEpNKaHUS OPraHU3aLMOHHBIX U TEXHHUYECKHX MEp
no oOecrneyeHuto Oe30MacHOCTH MEPCOHANBHBIX JAaHHBIX MpU HX 00paboTKe
B MH(OPMAIMOHHBIX CHUCTEMaX NEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHHEM CPENICTB
Kpunrorpaguueckod 3amuThl  HUHQOpMAUMU, HEOOXOJMMBIX [JISl  BBINOJHEHUS
yctaHoBieHHBIX [IpaBuTenscTtBOM Poccuiickoit ®eneparnuu TpeOOBaHUN K 3alUTe
MIEPCOHAJIBHBIX TAHHBIX JUIS KaKJOT0 U3 YPOBHEW 3aIUILIEHHOCTH.

TpeboBanuss k  KommnoHeHTy — «3ammra  JaHHBIX»  ONPEHENSIFOTCS:
- B 3aBHCHMOCTHM OT KJIacca 3alllMIICHHOCTH U yrpo3 0e30MacHOCTH HH(OpMalMH,
BKJIFOYEHHBIX B MOJIEIIb YTPo3 0€301MacHOCTH UH(POpMaALUK;
- ¢ yuetom 'OCT 34.602, I'OCT P 51583 u I'OCT P 51624, B yactu onpeneneHus:

-1IeJIel 1 3a/1a4 00ecreyeHus 3alnuThl HHPOPMAIINH;

-KJ1acca 3aluuIIeHHOCTH;

-IIEpEYHsI HOPMATHBHBIX IPAaBOBBIX aKTOB, METOAMYECKUX JIOKYMEHTOB
YW HAIMOHAJBHBIX CTAHJIAPTOB, KOTOPBIM JOJDKHBI COOTBETCTBOBaTh KOMITOHEHT
«3amnmTa JaHHBIX»;

-TpeboBaHui K 3anmTe wHGOpPMAIMK TpU WHGOPMAIIMOHHOM B3aUMOJCHCTBUU

¢ UIC u undpopmanimoHHO-TEIEKOMMYHHUKAIIMOHHBIMU ceTAMH, B ToM unciie ¢ UC ®OUB,


https://bdu.fstec.ru/
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POVIB.

2.49.2. Peanuzanuio COPM.

2.49.3. Meponpuartus 1o peaiu3anuu TpeOoBaHuil dDeaepalbHOTO 3aKOHA
ot 06 uroisa 2016 rona Ne 374-®d3 «O BHeceHnn n3MeHeHui B PenepanbHblil 3aK0H «O
IPOTUBOJECHCTBUN TEPPOPHUIMY.

2.49.4. OOGecnieueHue BBINIOJHEHUS TpeOoBaHMUA K okazaHuto KommoHeHTa
«IIpenocraBiaeHue 0CTymay.

2.49.5. ObOecnieueHue BBHITIOJIHEHHUSI TpeOoBaHUM Mo okazaHuio KommoHeHTa
«Orpannyenue noctyna K uH(pOpMaru.

2.49.6. OOecrieueHne BBITIONHEHUSI TpeOOBaHMU TO oKazaHuio KomrmoHeHTa
«MOHUTOPHHT U 0OecrieueHue 0€30MaCHOCTU CBSA3M.

2.49.7. OOmwme  TPUHIUIBI  TIOCTPOCHHS  CETEBOM  HHQPPACTPYKTYPHI
JUI OKa3aHus Y CIIyT CBSI3U.

2.49.8. VHXeHepHO-TEXHUYECKUE PEIIECHUsI MO0 OpraHu3alluy OKa3aHUs Y CIyr
cBs3u a1 C30 wa 6a3e ECIT/I.

2.49.9. NHXeHepHO-TEXHUYECKHE PEIICHUs [0 OpraHu3aludy OKa3aHus Y CIyr
cBsi3u 1151 C30 Ha 6a3e CIyTHUKOBOM CETH CBSI3U.

2.49.10. Onucanue u cTpykrypHsie cxeMbl noctpoenus ECIIJ mo cyObekTam
Poccuiickon ®enepanmm.

[Ipu nocTpoennu HHGPACTPYKTYpbl AJ1si okazanust KommnoHneHnTa «3amura JaHHBIX»,

MPOBECTU OIIEHKY B COOTBETCTBYIOIIEM mopsake, ycraHoBieHHOM D3 Nel87 «O
0e30MacHOCTH KPUTHYECKON HH(pOpManmoHHOW aiig uHpacTpykTypbl Poccuiickoit

dbenepauun» ot 26.07.2017 r.
3. Cocras Yciyr cBs3u
Oxazanne MHcnomnutenem VYceuyr cB3u i1 C30 u  O6bekroB [[UK

OCYILIECTBJISIETCS ~ Ha  TEPPUTOPUAX  CyOBekTOoB  Poccuiickoit denepauuu

([Janee — Yeayru cBsI3M)H COCTOUT U3 ClIeAYIOMIMX KOMITOHEHTOB:

3.1. KowmmnoneHt «lIpenocrapieHue ocrynay oOeCreyuBaeT MpeaoCTaBiICHUE
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noctynma C30, Oo6bektam MK, pacnonokeHHBIM Ha TEPPUTOPUU CYOBEKTOB
Poccuiickoii @enepanuu k ECIIL B cinyuae ero orcyrcrBus (lanee - [lpexocraBiienue
JA0CTYMA).

3.2. Kowmnonent «llepenaya maHHBIX» oOecredyMBaeT Mepeaady AaHHBIX MpU

OCYIIECTBJICHUU  JOCTyla K  TOCYJAapCTBEHHBbIM,  MYHHUIMMNAIbHBIM,  WHBIM
MHPOPMALMOHHBIM cucTeMaM U K ceth «MHteprer» ([anee - Ilepemaya MaHHBIX)
B COCTaBE:

— KomnoHeHT ((3aH_II/ITa JAHHBIX) oOecrieunBacT 3alIUTy  JTaHHBIX,

o0pabaTbIBaeMbIX U MepeaBaeMbIX MPU OCYIIECTBICHUH JIOCTYNa K TOCYIapCTBEHHBIM,
MYHHUITUTIATFHBIM ¥ WHBIM WH()OPMAIIMOHHBIM CHCTEMaM, a Takxke K ceTu «HTepHeT»
(Janee - 3ammuTa 1aHHBIX) (B ONMPEICICHHBIX CIyYasX BO3MOXKHO OKa3aHHE YCIyT 0e3

KommoneHTa «3amnura JaHHBIX»);

— KoMIIoHEeHT <<OFDaHI/I‘-I€HI/IC JOCTVIIa K I/IHd)ODMa]_II/II/I» obecrnieynBaeT

OrpaHMYEHHE J0CTyna K HH(OpMaluu, pacrnpocTpaHeHue KoTtopod B Poccuiickoii
®denepany 3anpenieHo, U K MHPOpMaIUK, HaHOCSIIEH Bped 3/10pOBbIO U Pa3BUTHIO
neteil, conepxkaiueiics B cetu «MHTepHeT™ A1 00pa3zoBaTenbHbIX opranu3anuil (lanee
- OrpannyeHue 10cTyna Kk uHGpopManum);

—  KoMmmoHeHT «MOHUTOPUHI H oOecriedeHre 0e30IMaCHOCTU  CBSI3H»

obecrieynBaeT MOHUTOPUHT U o0ecreueHre 0€30MacCHOCTH CBSI3U MPHU MPEAOCTaBICHUN
JI0CTyIa K TOCY/IapCTBEHHBIM, MYHHUITUTIAIBHBIM U UHBIM HH()OPMAITMOHHBIM CHCTEMAaM,
a taxke Kk cetu «MuatepHer» (lanee - MOHMTOPUHT U oOecniedyeHUe 0e30MACHOCTH
CBSI3H).

3.3. KowmmnonenT «Opranuzaids kaHajga [2» oOecreuynBacT OpraHu3aIuio

KaHaja CBS3M, BKIIOYAsl €r0 CO3JaHWE WM MOJECPHM3ALHIO0 B CIIy4ae BO3MOKHOCTH
VIIYUIICHHS TapaMeTpoB KaHaja cBsizu B cootBeTcTBUU ¢ T3, miiss C30, O6wexToB UK,
PaCIlOJIOKEHHBIX Ha TeppuTopuu cyObekToB Poccuiickoit ®enepanuu ¢ 1LEIbIO
noaxaroueHust k ECITJ] ([Janee - Opranm3amnus kanaaa L2).

3.4. Kowmmnonent «llepenaya mannbix L2» oOecrieunBaeT mepenady JaHHBIX

mexay C30, Oo6bektom LUK, pacnonoxeHHBIMH Ha TEPPUTOPUU CYOBEKTOB

Poccuiickoit ®enepanuu u ECIT ([anee - [lepenaya nanupix L2).
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4. TpeOoBaHusi K Yciayram cBsizu

4.1. VYcnyru cBsA3M AOJHKHBI MPEACTABIATH COOON COBOKYNHOCTh KOMIOHEHTOB
C BO3MOXHOCTBIO HUX KOMOMHAIMM M U3MEHEHUH. OCHOBHBIMHM MPUHLIMIIAMU
oOecrieueHuss YCIyr CBSI3M JOJDKHBI SIBISTBCS YHUBEPCAIBHOCTH, YIPABISIEMOCTh
1 MacIITabupyeMOCTb.

4.2. VYopasieHue YciIyraMu CBS3H.

HcnonHurenbs OOMKEH OCYIIECTBIATh YHPABICHUE W3MEHECHUSIMH, KOTOPBIE

MOTYT BKJIFOUYAaTh U3MEHEHUSI IAPAMETPOB Y CIIYT CBSI3U:

— unrepdeiicel odopynoBanus Touek mpucoenunenus ECII/], k koropomy
noaxirogaerca Kanamn L2;

— unrepdeiicel o6opynoBanus Touek npucoenuneHus ECIII, k KoTopbiM
noaxiouaetcs ooopynopanue KCA Oo6bexros 1HK;

— tonojiorust ECII/I;

— IP anpeca u noxceruy;

— MPOTOKOJIBI MAPUIPYTU3ALIUH;

— poQ I MOPTOB TOCTYTIA;

— MPOIMYCKHAasi ~ CIMOCOOHOCTh  Mepeaaud  Tpaduka  pa3HbIX  THUIIOB
o mnpeaocTaBisieMbiM KaHanam cBs3u Mexay C30, O6wekramu [MUK B 30HE
OTBETCTBEHHOCTHU McromHuTens;

— napaMeTpsl kauecTBa nepenaun [P-makeros u Ethernet kagpos C30 mexay
C30 B 30He oTBeTcTBeHHOCTH MCcnoHUTENS,

— noakatouenre C30 k cetu Mcnonuurens npu naMeHeHuu konundectsa C30,
anpeca mecropacnonoxenuss C30 B 30HEe OTBETCTBEHHOCTH VcnomHUTENS;

— napameTpsl kadecTBa nepenayun [P-nakeroB mexay C30, O6bextamu [[UK
B 30HE OTBETCTBEHHOCTH VICTIOJHUTENS;

— noakmouearne O6wvekToB IIUK k ECIIJ nmpum u3MeHEHMH KOJIMYECTBA
O6nwektoB 1IUK, ampeca mecropacnonoxkenns Oobekra [{1K B 30He OTBETCTBEHHOCTH

Wcnonaurens (Mo TONOJHUTEILHOMY COTJIACOBAHUIO ¢ 3aKa34HKOM);
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— MPUOCTAHOBJIEHUE WM BO30OHOBJIEHNE OKa3aHUsl Y CIIyT CBS3H,

— okazanue Ycayr cBa3u s C30, OobexToB LMK 1o coriiacoBaHuio MExIy
3aka3zunkoMm u VcnonHuTenem;

— IpeKpalleHue OKa3aHus Y CIyr CBsI3y,

— UHBIE coIVlacoBaHHblEe VcmonHuTeneM M 3aka3uuKoOM HapaMeTpbl Y CIiyr
CBSI3U.

4.3. TpeboBaHUS K IPOU3BOIUTEILHOCTH Y CIVT CBSA3U:

1) IIpou3BOAUTEIBHOCTh YCAYr CBS3H JOJDKHA OBITh  JIOCTATOYHOM
JUUIsl BBITIOJIHEHUSI BO3JIOKEHHBIX Ha Hee 3ajad. B ciyuae HE0OXOIUMOCTH yBEIUYECHUS
MPOU3BOJIUTENIBHOCTH VICTIONIHUTENDh JIOJDKEH TPEAYCMOTPETh TaKyl0 BO3MOXKHOCTh
0€3 TOTIOJIHUTEIBHBIX KalIUTaJbHbBIX 3aTparT.
2) YBeIWYeHHE NPOU3BOJAUTEIBHOCTH YCIYr CBSI3U JOJKHO JIOCTHIaThCs
CICAYIOIIUMHU CIIOCO0aMU:
—  3aMeHa WM MOJICpPHM3AIIMS allapaTHOTO 00eCIeueHus;
—  3aMeHa WM MOJICpHH3ALIMS IPOTPAMMHOT0 00ECIICUCHHUS;

- YBCIMYCHUC HpOHYCKHOﬁ CITOCOOHOCTH KaHAJIOB CBSI3H.

5. TpeooBanus k Komnonenram

5.1. VYcayru cBS3M JOMKHBI TMPEIACTABISITH COOOM HAOOp  ClEIYIONMUX

KOMIIOHCHTOB H 3JICMCHTOB:

1) KowmmnoneHt «IIpenocraBicHue 10CTynay.

2) Kowmmonent «llepenaya naHHBIXY:

e OnemeHT «llepenaua nanusix B BUC ¢ 3agaHHpIMU nTapaMeTpaMu
KaueCTBay;
e DnemeHT «llepenaya nanHbIX B ceTh «HTEpHETY.

3) KoMmmoHeHT «3ammuTa JaHHBIX

o OnemeHT «Kpunrorpadguyeckas 3amura KaHaJI0B CBSI3UY.

4) KomnoHeHT «OrpaHuyeHue A0CTyIa K HHQopMaIum»:

e DOneMeHT «KoHTeHTHast QUIbTpaIus.
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5) KommoHeHT «MOHUTOPHHT U 00ecreYeHUEe 0€30MacHOCTH CBI3M:

e DjemMeHT « MOHUTOPHHT MapaMeTPOB KayecTBa MPEAOCTABIAEMbIX
YCIIyT»;
e DneMmeHT «3ammTa oT DDoS ataky;

e DOjemeHT «MexceTeBoe OKPAaHUPOBAHHC)H).

6) KomnonenT «Opranu3anus kaHanga L2y.

7) Kowmmnonent «Ilepenaya nanHbix 2.

5.2. Komnonent «IIpenocTaBjieHue 10CTyNaY.

Kommonent ((HpeI[OCTaBJ'ICHI/Ie A0CTyIa» OOJDKCH ABJIATHCA YHUBCPCAJIBHBIM,

VIPABJISIEMBIM U MACIITAOUPYEMBIM.

5.2.1. TpeboBauus k apxurekrype KomnoHenTta «lIpenocraBiieHUe TOCTYIIAY.

Apxutektypa Komnonenra «IIpenocraBinenne 1ocTyna» NpuBeIcHa HA PUCYHKAX
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UC-UnpopmaLmoHHan cuctema;
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LLOA-LienTp 06paboTKu AaHHbIX

Puc.1.Apxurexrypa Komnonenta «lIpenocrasnenue nocryna» mist C30
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BYC-BMpTyanbHas 4yacTHas ceTb;
ECNA-epnHan ceTb nepeaaym AaHHbIX;
JIBC-JlIoKanbHO BbIYMCAUTENbHAA CETb;
KCA-komnneKc cpefcTs aBToMaTU3aummn

Puc.2.Apxurekrypa Kommnonenra «lIpenocraBnenue nocrynay mia Oonsextos [{IUK.

5.2.2. TexHUYECKHE CpCaACTBA pCain3alnn KomnoHeHTa Yenyr «lIpegocraBieHue

OCTYTIaY.
[Toaxmrouenue Kanana L2 x Touke npucoegunenust ECIT, O6bsexToB LK
Kk Touxe npucoenunenus ECII/] ocyiecTBiseTcst B COOTBETCTBUH ¢ TpeboBaHusmu T3.

5.2.3. Yupasnenue Kommonentom «IIpenocraBieHue 1OCTYIIAY.

Jns ykazanubix 3akazunkom C30, O6wektoB UMK HMcnomautens momkeH
OCYILECTBIISITh yOpPaBICHWE WM3MEHEHUSIMU, KOTOPhIE MOTYT BKJIIOYATh HW3MEHEHUS
MapaMeTpoB OKa3aHus Y CJIYT CBS3H:

— uHtepdeiic Ha obopynoBaHuH VcromHHUTENS, K KOTOPOMY MOJKITIOYASTCS
Kanan L2;

— uHtepdeiic Ha obopynoBaHuK VcnomHUTENS, K KOTOPOMY MOJKITIOYASTCS
obopynoanue KCA Oo6bekra IUK;

— tononorust ECITI;

— IP aagpeca u moaceTwu;

— MIPOTOKOJIBI MAPUIPYTHU3ALINH;

— MpoQ I TOPTOB IOCTYTIA;

— MpOIMYyCKHAasi  CIMOCOOHOCTh  MepeAaud  Tpaduka  pa3HbIX  THUIIOB
o mpeaocTaBisieMbiM KaHamam cBs3u Mmexay C30, O6wekramu [MUK B 30HE

OTBCTCTBCHHOCTH I/ICHOHHI/ITCH}I;
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— napameTpsl kadecTBa nepenayn [P-nakeros u Ethernet kagpos C30 mexmy
C30 B 30He oTBeTcTBeHHOCTH McnomHUTENS,

— noakimouenne C30 k cetu VcnonmHuTens npu HW3MEHEHHHM ajpeca
Mectopacmnoioxenus: C30 B 30He OTBETCTBEHHOCTU VcnoHuTE NS,

— MPUOCTAHOBJICHUE WJIK BO30OHOBJICHUE OKa3aHUsl Y CIIyTU CBSI3U;

— IOPOIYCKHAsE ~ CHOCOOHOCTh  Mepemaud  Tpaduka  pa3HbIX  THUIIOB
IO MPEAO0CTABIIIEMbIM KaHajaM cBsi3u Mexay Oobektamu LMK B 30HE OTBETCTBEHHOCTH
HUcnionaurens;

— noakmouenne OOwvekta [MMK x ECIIJ] npu wusMmeHeHuu anapeca
Mectopacnoioxenuss Oowekra [{UK B 30He oTBeTcTBeHHOCTH McTionHuTENS;

— okazanue Ycuyr cBs3u ans HoBeix C30, OOwbektoB MK B 30HE
OTBETCTBEHHOCTH  VcmomHuTenss MO  COTJIaCOBAaHMIO  MEXAYy  3aKa3uyuKOM
u Ucnonuurenew;

— IpEKpaIlEeHUE OKa3aHUs Y CIYT CBSI3M MO MPEIOCTABICHUIO JOCTYIIA;

— WHBIE cOorjacoBaHHble VcmonmHuTeleM M 3aKa3dyuKOM MapameTpbl Y CIyT

CBSI3U.

5.2.4. TpeOboBaHUd K JONOJHUTEIHbHOMY (OVHKIIMOHAIY W  CONPSHKEHUIO

CO CMEXKXHBIMU CUCTEMAMMU.

1) KoMIOHEHT JODKEH HWMETh BO3MOXHOCTh pACIIUPATh (YHKIMOHAI
MOCPEACTBOM MOJIKIIOYCHHSI K MH(OPMAIIMOHHBIM pecypcaM U CUCTeMaM, 0e3 CHIKEHUS
YPOBHS uHOOPMAITMOHHON 0e30MmacHOCTH, €MKOCTH Yenyr CBSI3U
Y TIPOM3BOAUTEIHLHOCTH.

2) K cMexHBIM cHcTeMaM OTHOCSITCS:

—  cetrb «HTEpHETY;
—  BHEIIHHE LEHTPhI 00paboTku AaHHBIX Wcnonnurens u/unu Brnagensues NC.

5.2.5. TpeboBaHUS K IPOU3BOIUTEIILHOCTH.

[Ipou3BOaUTENBHOCTh  JTOJDKHA  OBITH  JAOCTATOYHOW Uil BBINOJIHEHUS
BO3JIOKEHHBIX Ha Hee 3agad. B cioyyae  HEOOXOAMMOCTH — yBEJIMYECHMS
IIPOU3BOAUTENIBLHOCTH VICIIOJIHUTEN JOJKEH MPEyCMOTPETH TAKYI0 BO3MOKHOCTb.

5.2.6. Komnonent  «lIpenocraBieHue  jgoctyma»  JOJDKEH — 0OECHedyuTh
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COBOKYMHYIO TMPOMYCKHYIO CIOCOOHOCTh W3 pacdyeTa HEOOXOAUMOCTH OOECTICUCHHS
Kaxaomy noakiatoueHHoMy C30, B COOTBETCTBUU C 3asiBKaMH, CIEAYIOIIUX TapaMETPOB:
—  HaxoJfIIHMecs B rOpoJCKuX MoceieHusx — He MeHee 100 (cta) Mout/c mo
HaMpaBIIEHUIO «0T»/«k» C30;
—  HaXOJAIIHMECs B CEIbCKUX IMOCeIeHUsX — He MeHee S50 (maTuaecsatu) Mout/c
0 HampaBieHUI0 «oT»/«k» C30;
—  HaxoJdIIHUecs B TPYJHOAOCTYIHBIX HACEICHHBIX IMYHKTaX, MOJKIIOYCHHBIC
0 CIYTHUKOBBIM KaHallaM CBs3M — He MeHee 1 (ogHoro) MoOwuTt/c 10
HaMnpaBJIEHUIO «O0T»/«k» C30.
Jna C30, DOAKIIOYEHHBIX IO CIOYTHUKOBOW WM HMHOM TEXHOJOTHH,
OTJIMYHOM OT BOJIOKOHHO-ONTHUYECKOW JIMHUU  CBSI3U, JOIYCKAeTCs
ACUMMETPUYHOCTh KaHaJla CBSI3U.

5.2.7. Kommnonent «IIpegocraBiienue 1ocTymna» J0JIKEH 00ECIEYUTh COBOKYITHYIO
IPOIYCKHYIO CIHOCOOHOCTh M3 pacyera HEOOXOAMMOCTH OOECHEUYEeHUS KaxIoMy
noaximoueHHomy O0bekTy [IUK cneayronmx mapameTpos:

— TUK — ne menee 60 (mmectbaecsaT) MOUT/C O HAPABICHUAM «OT»/«K»

TUK, c yuerom (Bkiroyasi) TpeOOBaHMS K CKOPOCTH Tepelayd JaHHBIX

st gocryna Kk 'AC «Bbibopel», ykazanueix B Ilpunoxenun Ne 7 x T3

(3a uckmouyenueM THK pacronoxeHHbIX B YJAJEHHBIX U TPYIHOIOCTYITHBIX

HACEJICHHBIX MTyHKTaX);

— UK CP® - ne menee 140 (cro copok) MOuUT/c To HampaBieHUSIM

«om/«x» MK CPO, ¢ yuetom (BKiIOYasi) TpeOOBaHMA K CKOPOCTH IEpeaaydu

naHHbIX 11 goctyna K AC «Bwibopbl», ykasanubix B [Ipunoxxenun Ne 7 x T3

(3a uckmouenneM MK CP® pacnosioKeHHBIX B YAAIEHHBIX U TPYIHOJOCTYITHBIX

HACEJIEHHBIX MYHKTaxX);

— UK Poccum — or 1000 mo 40000 (copok Thicsad) MowuTt/c

mo HampasieHusM «oT»/«k» IIUK Poccuu, ¢ ydetom (Bkitouasi) TpeOOBaHMS

K CKOpOCTH Tmiepeaaud naHHbIX s gocryna kK ['TAC «BbiGopb», ykazaHHBIX

B [Ipunoxenuu Ne 7 x T3;
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— s OO6bekToB MUK, PaCIIOIOKEHHBIX B yAaJeHHBIX
U TPYAHOJOCTYIHBIX HACENEHHBIX MyHKTaX - He MeHee 1 (ogHoro) MoOwut/c
«om»/«x» O0bexTy HUK ¢ yueTom (Bkitouast) TpeOOBaHUS K CKOPOCTH Tepeaadn
naHabIX 11t foctyna k I'AC «Bre16ops», ykazannbix B [Ipunoskennn Ne 7 x T3.

5.2.8.  VYBeauuyeHue IIPON3BOJUTCIHLHOCTH Komnonenra «Hpe,I[OCTaBJICHI/IC

JOCTYTa» JOJKHO TIOCTUIaThCs CIEAYIOIUMHU CIOCOOaMMU:
—  3aME€Ha WIHM MOJEPHU3aLUs alllapaTHOro 00eCIIeYeH s,
—  3aME€Ha WIHM MOJIEPHU3ALUs IPOrPaMMHOTO 00€CTIeUEeHMS;
—  YBEJIMYEHHE MPONYCKHON CHOCOOHOCTH KaHAJIOB CBSI3M, MaruCTPaJIbHBIX
Y Ha YPOBHE CETEU TOCTyMA.
5.2.9. Komnonent «lIpenocraBnenue qocryna» A0HKEH o0ecneunBaTh JOCTYI K

cetu «MHTepHET» M BO3MOxkHOCTh jloctyna C30 k UC, nomxen odbecnieuynBath 10CTYH K

cetu «Uurepuer» u goctyn O0bekToB UK k I'AC «BbIOOpPH» B COOTBETCTBUU C
TpedoBanusmMu T3.

5.2.10. Haznauenue Kommonenra «IIpenocraBieHue 10CTYIIa.

Komnonent VYcenyr cBs3u  «lIpepgocraBinenue goctyna»  IpeaHA3HAYEH
s opranmzannu nogkimodeHus: C30, O6wvektoB LIUK uepes Kanan L2 x Toukam
npucoequnenuss ECII, O6wektoB LMK &k Toukam mnpucoemunenus k ECIIJI
s O6wsextoB UK.

5.2.11. Tpebosanue k Kommnonenry «IIpenocraBieHue 1OCTYIAY:

1)  ECIIJ] momkHa npeacTaBisTh COOOW BBIACIEHHYIO CETh, MOCTPOCHHYIO
Ha oOopynoBaHuu VcCnosHUTENs W MCHOJB3YIOIIYI0O COOCTBEHHbIE KaHAJbl CBS3U
HcnionHuTens, NCKIIIOYAIONIYI0 OPraHU3alMIo0 KaHAJIOB MOBepX ceTu «HTepHET».

2) ECIIA nomkHa OBITH MOCTPOEHA C KCIIOJIB30BAHHEM TEXHOJOTHH
MHOTOIIPOTOKOJBHOM KOMMyTanuu no merkam [P/MPLS u umeTh BO3MOXXHOCTH
obecneuenus cepsucop L.2/.3 MPLS VPN.

3) ECII[]T nomkHa TOAAEpPKUBATH CTATHYECKYHD M JUHAMHYECKYIO
MapuipyTu3zanuio no nporokoiny BGPv4 (cneunduxanus IETF RFC 1771).

4)  HcnonHuTenb JOJDKCH MPENOCTAaBUTh MApIIPYTH3UPYEMYIO BHPTYAIbHYIO

4acTHYIO ceTb 3-ro ypoBHs coryiacHo knaccudukauuu ['OCT P MCO/M3K 7498-1-99,
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MIPHY 3TOM yKa3aHHAs CETh JIOJDKHA 00eCIeunBaTh rnepeaady nHGOPMAIUH 110 IPOTOKOTY
IP cornmacno cneunduxammu IETF RFC 791 u obecreunBaTh MPOXOXKACHUE MEXKITY
uHTepdeiicamu goctyma odopyaoBanus Ilorpeduteneit IP-nakeToB pazmepom mo 1514
Oaiit BrrountenbHO (MTU) 6e3 ux pparmenTarum.
5) ECIIJl nomxHa 1O3BOJATH CO3JIaHME HECKOJbKO BhIAcIeHHBIX BUC,
KKABIN U3 KOTOPBIX U30JIUPOBAH APYT OT APYra Ha JIOTHYECKOM YPOBHE.
6) ECII] nomkxHa WMETh BO3MOXHOCTh OpPraHM30BaTh, KakK MHUHHMYM,
caenyromue BUC:
— BUC gns B3auMOACHCTBUS MEXIYy OOpa3oBaTEIbHBIMH OpPTaHU3AMMSIMHU
Y LEHTPAIU30BaHHOTO JOCTyma B ceTh «HTepHeT» (Ha ypoBHe cyObekTa Poccuiickoi
deneparnun), a Takke ¢ BO3MOXKHOCTBhIO joctynma k HMC Ha deaepaibHOM
U PErMOHAJILHOM YPOBHSIX.
—  BUYC gna HUK, UK CP®, TUK nns nepenaun qanubix I'AC «Bbe16opb1»,
—  BUYC gna HUK, UK CP®, TUK a5 noctyna B ceTb « IHTEpHETY.

5.2.12. TpeboBaHMs K TOMOJOTHU CETH:

1) B ECIIJ HcnonHuTenp AOMKEH OPraHW30BaTh TOUKM MPUCOEAUHEHUS
ECIIJ] B atMUHHUCTPATUBHBIX LIEHTPax cyObeKToB PD.

2) Touka npucoequnenust ECII] nomkHa ObITh MOAKITIOYEHA K MATUCTPATILHOM
cetu Ucnonuurtens npu nomomu BOJIC. IlpenmouturensHo noakiatoueHue Todek
npucoequnennss ECIIJL x wmaructpansHor cern lcnonmHuTens npu NOMOIIA
pE3epBUPOBAHHBIX KaHAJIOB.

3)  ECII[ nomxHa 061a1aTh BO3MOXHOCTHIO OPTaHU3AIMH CIICTYIOIUX TUIIOB
ceszent s BUC:

— «kaxapii ¢ kaxaeiM» (Full mesh) — mexny mo6oit mapoit CE maker
MPOXOJIUT IO ONTUMAJILHOMY C TOYKH 3peHus ceTu McroHuTeNns: MapuipyTy;

— «3BE3/Ia» WM «d4acTHU4Has CBs3HOCTH» (hub & spoke) — peanmsyercs
CBSI3HOCTh TaKMM 00pa3oM, 4YTO y3Jbl CETH, OINpeAesieHHble Kak spoke momyyaror
MapHIpyTHY10 UHGOpMaIHo Toibko oT hub, hub nmonydaer mapuipyTsl oT Beex spoke.
D10 03HayaeT, 4To TpaduK OT Spoke MOKET OBITh HAMpaBIE€H TOJHKO B CTOpOHY hub.

[Tocne nomyuenust u oo6padotrku Tpaduka hub Moxxer HanpaBiATh TpaPUK HA APYTOH
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spoke, TeM cambiM 3ambikasg Becb Tpadux B BUC Ha cebs; 3amaun MapuipyTu3aluu
Tpaduka, mpoxozsmiero yepes hub, 6eper Ha ceOs 3aka3uuk;

- «IPOMU3BOJIbHAS CBSI3HOCTH» — IPYIM€ BapUaAHTHI TOIOJIOTMH BUPTYaJIbHOU
YaCTHOM ceTH, HeOOXOANMbIE 3aKa34yHKY; sl peain3aliy JaHHOTO BapUaHTa B KaXIOM
KOHKPETHOM Cllydae pa3padaThIBaeTCs CXeMa OpraHUu3alluu YCIyTH.

5.2.13. O01me npuHIUIL GOPMUPOBAHUS ATPECHOTO IIPOCTPAHCTBA .

1) dopmupoBanue aapecuoro npoctpanctsa B ECII/l nomkHa OCHOBBIBATHCS
Ha pexomeHanusx qokymeHta RFC 1918 «Address Allocation for Private Internetsy»
(pacopenenenure anpecoB B yacTHbIX [P-ceTsix), a Takke MOMKHO YYUTHIBATH
pekomenaanuu RFC 6890 «Special-Purpose IP Address Registriesy u RFC 2544
«Benchmarking Methodology for Network Interconnect Devicesy.

2) B BUC ECIIJ] momkHBI HCIOJIB30BAaThCS CETH Kilacca A U3 aMana3oHa,
pas3pelieHHoro K nmpuMeHeHuio B 4acTHbIX IP-cersix 10.0.0.0/8. Mcmonb3oBaHMe MHBIX
CEeTEl COrJacoBBIBACTCS C 3aKa3UMKOM.

3) KpomMe OCHOBHOTO aIpecHOro MPOCTPAHCTBA, B BUIC UCKIIOYCHHS, MOTYT
MCIIOJIb30BATHCS JOTIOJHUTEIBHO Juarna3onbl [P-ceTeil u OTAeNbHBIX aIpecoB.

4) TpaHCHAIUS CETEBBIX aIpPecOB B PEKUME «OJUH K MHOTHMY)
npu B3aumojieicTBun Mexnay [loTpebutensmu OMKHA OTCYTCTBOBATh. |paHCHSIUs
aapecoB B pexume «1 k 1» Bo3MoxkHa 110 coryiacoBanuio ¢ Mcnonuurenem. [lepeceuenue
aJPECHBIX TPOCTPAHCTB HMCKIIOYACTCS WCIOJb30BAaHUEM JICTUTUMHBIX (BBIIAHHBIX
[EHTpaIM30BaHHO VcnomHUTEIeM) aIpECHBIX MYJIOB.

5.2.14. TpeboBaHMs K KAUYECTBY O0OCITYKUBAHUS

1) ECIIJI nmomxHa mnOpeaocTaBiiATh Kak MHUHMMYyM 3 Kiacca KadecTBa
oOcnyxkuBanusi Tpaduka wmoxaenu DiffServ. [lo cormacoBanuio ¢ 3aka3zyuKkom
JOTYCKAeTCsl MCMOJIb30BAaHUE MOJIeJel KauecTBa OOCTYKMBaHHUS C OOJIBIIMM WM
MEHBIIIUM KOJMYECTBOM KJIaCCOB.

2) B pamkax momenu ¢ 3 kiaccamu OOCITY)KHBaHHUS IpH Tepenade Tpaduka
Mexay [lorpedutensmu ECIIl nomxHa nmoaaepKuBaTh:
—  Kimacc 1 — Tpaduk npunoxkeHuii peasbHOTO BpeMeHH (T0J0C, BHUJEO),

KPUTUYHBIN K MOTEPSIM MAKETOB, 3aJIEP>KKaM U KOJIEOaHUSIM 3aJEPKKH;
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—  Kiacc 2 — tpaduk koprnopaTuBHBIX HHPOPMAITMOHHBIX CUCTEM, KPUTHYHBIH
K 33JIEp’)KKaM U TIOTEPSIM;
—  Knace 3 — tpaduk, HeKpUTHUHBIA K 3aaepkkaMm («HTepHET», pa3IuyHbIe
CETEBBIE CITYKOBI).
3) Knaccuduxkarms tpadurika q0KHA OCYIIECTBIATLCS I Kaxkaoro IP-makera
B oTIenbHOCTH, mepenaBaemoro B IP/MPLS cersr Hcnmosmuurens, B COOTBETCTBUU

co 3HaueHuem ero noist DSCP, kak yka3zaHo B clieqiyroiiei Tabnuie:

Tun Tpaduka 3nauenue DSCP 3aronoBka

Knacc 1 CS4

Knacc 2 AF21

Kiacce 3 Default (;1ro0bie 3HaueHUs, OTIUYHBIEC OT Ki1accoB 1 u 2)
[Ipumeyanus:

— IIpu nepenaue nmansubix yepe3 IP/MPLS cerep McnomHuTens 3aroioBKU
IP-makeToB MEHSTHCS HE JIOJKHBI.

- [Ipu mpeBbimiennn Ttpadpuxom Kiacca 1 mpomyckHOW crocoOHOCTH,
yCTaHOBJIEHHOW Ha mopTy i Kiacca 1, gomkeH TpoM3BOAMTBCS — cOpOC
IP-nmakeroB ¢ kauectBoM Kiacca 3; npu npesiiiennn tpagukom Kiacca 2, mpormyckHoM
CIIOCOOHOCTH, YCTAaHOBJIEHHOU Ha TopTy A1t Kiacca 2, — copoc [P-nakeToB ¢ kauecTBOM
Kinacca 3; npu npessimiennu tpadukom Kiacca 3 npormyckHoOM criocOOHOCTH TopTa —

copoc IP-makeros.
5.3. Komnonent «Ilepegaya 1aHHbIX»

5.3.1. TpeGomanus k apxutekrype Komnonenra «llepenaua qaHHbIx».

ApXuUTEKTypa KommnonenTa «Ilepenaua JAHHBIX» IIPUBELICHA

Ha pUCYHKax 3 u 4.
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BYC-BMpTyanbHas 4yacTHas ceTb;
ECNA-eavHan ceTb nepeaayn AaHHbIX;
JIBC-JlIoKanbHO BbIYMCAUTENbHAA CETb;
KCA-Komnnekc cpeacTs aBTomaTusaLumn

Puc.4.Apxurekrypa Komnonenra «llepenaua nanusix» s O6bvexkros UK.

5.3.2. Dnement «llepegaya JaHHBIX B YacTHOM  BUPTyalbHOM  CETU
C 3aJIaHHBIMH MMapamMeTpaMu kauecTBay (majiee — daement I1J1 B BUC).

5.3.2.1.Hasuauenue Diaemenra [1/1 B BUC.

Onemenrt [1]] B BUC npegnasHaueH g nepeaadu aaHHbix nocpeacrsom ECII
Mexay Touxkamm npucoenunenuss ECIIJ, npu ocymectBienun noctyna C30

K TOCyAapCTBECHHBIM, MYHUIIUIIAJIbHBIM W WHBIM I/IH(l)OpMaI_II/IOHHBIM cucreMam, U CE€Tu
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«HTEepHETTY.
Onement I1/] B BUC npennasnauen mns nepegaun naHHbix no ECII mexny
Toukamu mnpucoeaunenuss ECIIJ] mpu ocymectBiennn noctyna OO0bektoB UK
Kk 'AC «Bb10opb1».

5.3.2.2. TpeboBaHus K IPOITYCKHON CHOCOOHOCTH.

IIJI B8 BUC pomkHa OCYHIECTBISITBCS C YUETOM CIECAYIOIUIMX CKOPOCTHBIX

napametpoB noaxioueHus: C30 k ECIIJI, B cooTBeTcTBUU ¢ 3asBKaMHu:

CxopocTh A0CcTyNa K CETU
«MHTEepHET

s o0pa3oBaTeIbHbIX OpraHu3aIni, He menee 100 M6mr/c
HAXOJSITUXCS B TOPOJCKHUX MOCEIICHUSIX
s 00pa3oBaTEeNbHBIX OpraHu3aInin, He menee 50 MGut/c
HAXOSIINXCS B CEIbCKUX TOCETICHHSIX
s o0pa3oBaTeIbHbIX OpraHu3allui,
MOJIKJIFOYAEMbIX C HMCIOJIb30BAHUEM HHBIX JIMHUN
CBs3U (B TOM 4YHCIIE CIYTHHUKOBBIX) B cllydae He menee 1 Mout/c
HEBO3MOXKHOCTH Hctnoib3oBanus BOJIC

JIns CIIyTHHKOBBIX KaHAJIOB CBSI3M, OpraHn30oBaHHbIX B C30 ¢ HCHOJIB30BaHHEM
MaKCUMallbHOW  (HerapaHTHpoOBaHHOW) mosockl mponyckanus (MIR),  momkHa
o0ecreynBaTbcsi MUHUMAaJbHAs TapaHTUPOBaHHAs CKOpPOCTh jaoctyna — 1 MoOut/c mo

HarpasieHuIo «oT»/«x» C30.

s OobexToB HUK:

CxopocThb 1ocTyna K CeTH

nepeaavyu JaHHbIX *

Hnst  LlenTtpanbHolt u30MpaTeNbHOW KOMHCCHH

Poccuiickoit @enepanuun Ot 1 no 40 I'6uTt/c
Hns  M30uparenbHbIX KOMUCCHHA  CyOBEKTOB 140 M6ut/c
Poccuiickon Oenepannu

s TepputopuanbHbIX n30UpaTETHHBIX 60 MowuT/c
KOMUCCHH

Jna  obbekTtoB IIUK, pacmonoxeHHBIX B 1 Moéwurt/c

TPYAHOJOCTYITHBIX HaCCJICHHBIX ITYHKTax n
ITOJAKIIFOYCHHBIX IO CITYTHUKOBBIM KaHaJIaM CBA3H
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— * Brimovast npoctyn kK cetu «MutepHet» u 'AC «Bwibopey (CKOPOCTH
noctyna B BUC mms LUK, UK CP®, TUK ana nepenaun nanusix ['AC «Boi6ops» u
BUYC ana LUK, UK CP®, TUK gns nocryna B ceTh «MHTEepHET» ompenensieTcs B

cootBercTBUM 3ampoca [[1K).

5.3.2.3. TpeboBaHuUs K Ka4eCTBY OOCITy>KHBaHHS.

1) Dmement ITJI B BUC momkeH mpemocTaBlIATh KaKk MUHUMYM 3 Kiacca
KadecTBa oOciyxuBanus Tpaduka moaenu DiffServ. [lo cormacoBanuro ¢ 3akazqmkom
JIOIYCKAaeTCsl MCMOJb30BaHME MOJENe KadecTBa OOCIYyXKMBaHUA C  OOJBIINM
WJIM MEHBIITMM KOJIMYECTBOM KJIACCOB.

2) B pamkax moxenu ¢ 3 kiaccamu OOCIY)KHBaHHS IpH Tepenade Tpaduka
Mexay C30 ECIIJI nomkHa Hoa1epKUBaTh:

—  Kiacc 1 — Tpaduk npunoxeHuili peasbHOro BpeMeHH (T0J0C, BHUAEO),
KPUTUYHBIN K MOTEPSIM TTAKETOB, 3aJIEP>KKaM U KOJICOaHUSIM 3aJICP>KKH;

—  Kiacce 2 — tpaduk KoprnopaTuBHbIX HHPOPMALIMOHHBIX CUCTEM, KPUTHYHBII
K 3a/IEpKKaM U MOTEPSIM;

—  Kiacc 3 — tpaduk, HekpuTHuHBIA K 3anepxkkam («HTepHEeT», pa3nuuHbIe
CETEBBIE CITY>KOBbI).

3) Knaccudukarnms Tpaduka 0/DKHA OCYIIECTBIATHCS T Kaxkaoro IP-makera
B otraenbHOCTH, nepeaaBaemoro B IP/MPLS cers Wcnosnutensi, B COOTBETCTBUU

co 3HaueHueMm ero nosst DSCP, kak yka3zaHo B clieiyroiiei Tadauie:

Tun tpaduka | 3nauenne DSCP 3arosnoska

Knacc 1 CS4

Knacc 2 AF21

Kiacc 3 Default (;1r00b1e 3HaYeHUS, OTIUYHBIC OT KJ1accoB 1 u 2)
[Ipumeyanus:

— Ilpum nepemaue nanubix uepe3 IP/MPLS cers McnosHutens 3aroioBKu
|P-1takeTOB MEHATHCS HE JTOJKHEL
- Ilpm mnpeBbrimiennn Ttpadukom Kiacca 1 nponyckHOM crnocoOHOCTH,

yCTaHOBJIEHHOM Ha mopTy ans Knacca 1, AOmKeH NpoOM3BOAMTHCS COpPOC
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IP-makeToB ¢ xkauectBoM Kiacca 3; mpu npessimieHnn tpadpukom Kiacca 2,
MIPOITYCKHON CITOCOOHOCTH, YCTaHOBJIECHHOU Ha mopTy At Kimacca 2, — cOpoc
IP-makeToB ¢ kauecTtBoM Kiacca 3; mpu npeBbiiienun tpadgukom Kiacca 3
MPOITYCKHOM cITOCOOHOCTH nopTa — cOpoc IP-makeTos.

5.3.2.4.TpeboBanus k kauectBy Duementa [1/1 8 BUC.

1) Ilpwu okazanuu Dnementa [1]] B BUC HcnonaHuTenb 10HKEH OCYIIECTBIIATh
MapuipyTtuzauuio [P-nakeroB ¢ ganaeiMu C30 u oOecnieunBath nepenavyy [P-nakeros
¢ manHeiMu C30 mexay noaximroueHHbIMU K cetd C30, mexay C30 u apyrumu
noakatodeHHbIMHA K ECII/] ceTsiMu n 00BbeKTaMu, a TaKKe MEXy ceTbio «IHTEpHETY;

2) Ilpu oxazanuu Dnementa [1/] 8 BUC WcnomHuTtenb TOMHKEH OCYIIECTBIISATh
MapmipyTtuzanuio [P-makeroB ¢ manasiMu 00bekToB LUK u obGecneunBath mepemauy
IP-makeToB ¢ nanHbiMu 00BbekTOB MK Mexay moakitoYyeHHBIMU K CETH OOBbEKTaMU
LUK;

3) IIpomyckHas criocoOOHOCTB Mepeaayy JaHHBIX MEKTY JTF00bIME AByMs C30,
O6bexkramu [IUK mo kanamam udepe3 ECIIJ] B 30He oTBeTcTBeHHOCTH McmosiHUTENS,
JIOJKHA OIpPEAeNAThCS KaK HAaWMEHbIlIee 3HAY€HWE M3 MPOIYCKHBIX CIIOCOOHOCTEH
MOJKTIOUCHUHN JaHHBIX 00hekTOB K ECII/I;

4) TapanTtuu KadecTBa nepenayn IP-makeToB ¢ ganHbIMU [ToTpeOHUTES MEXITY
mo0bpiMu  Toukamu mnpucoenunenuss ECIIJ] momkHBI  yIOBISTBOPSATH CIICIYIOMIHM

TpeOOBaHUSIM:

3nauenuss napamempog Kavecmea nepeoayu OAHHBIX HA NPOBOOHBIX KAHALAX
medxncoy Toukamu npucoeOuHenusi, YOAaieHHbIMU Opye om Opyed HA pPAcCMOosHUe
no npsamot Ha kapme He bonee 4000 ku:

Tun [IpoueHT noTEpSHHBIX 3ajepikka repeian Bapuanus 3agepxku,
IP-naketoB B ogHy
Tpaduka IP-nakeroB, He 60omee He Oomee
CTOpPOHY, He OoJiee
Kiacc 1 0,2% 75 mc 50 mc
Knacc 2 0,2% 100 mc HE HOPMUPYETCS
Kiacc 3 5% 125 mc HE HOPMUPYETCS

3HaueHus napamvempoes kaudecniea nepeéaqu OQHHLIX HA I’lpOBO@Hbl)C KaHnajiax
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medxncoy Touxamu npucoeduHenusi, YOaieHHbIMU Opye om Opy2a HA pPacCmMosHue
no npsmotu Ha kapme 6onee 4000 km:

Tun [IpouieHT mOTEpSHHBIX 3anepka nepeaiy Bapuanus 3agepxku,
IP-nmakeToB B ogHYy
Tpapuka | |IP-makeros, B He Ooiee He Oonee
CTOpPOHY, HE boJee
Kiacc 1 0,2% 100 mc 50 mc
Knacc 2 0,2% 150 mc HE HOPMHUPYETCS
Knacc 3 5% 200 mc HE HOPMHUPYETCS

5.3.3. Dnement «llepenaya nmanubiX B ceTh «MHTEpHET» (Manee —daemeHT I1]]
B UHTepHeT).

5.3.3.1.TpeboBanus k DiaemeHnty [1J] B « HTEPHETY !

1) Ilepenaua nanubix B ceTh «MHTepHE™ M3 ECIIJ] M0/mKHA OCYIIECTBISTHCS
Ha pecypcax McnoyHuTeNs, ¢ UCIoIb30BaHUEM YaCTHOM aapecaunn odopynoBanus C30
Y WCIIOJIb30BaHNeM (DyHKIMH ceTeBor TpaHcisun agpecos (NAT);

2) Omnement I1J] B «MHTepHET» NOKEH OBITH LIEHTPAIU30BAH HAa YPOBHE
uH(ppacTpykTypsl cioaHUTENS B aIMUHUCTPATUBHBIX LIEHTPaxX cyObeKTOB Poccuiickoi
deneparun (32 uckaouenneM Jlonenkodt Hapomnort PecnyOnuku, Jlyranckoit
HaponHnoit Pecry0muku, 3amoposkckoit 001acTu, XepCcoHCKOM 00JIaCTH), B COOTBETCTBUH
c TtpeboBanusimu T3. DOnementr IIJI B «MHTEepHET» MHOKEH MPEIOCTABIATHCS
B reorpaduyeckux Toukax cyObekToB Poccuiickoit denepanum (3a HCKIOUYSHHUEM
Houneuxoit Hapoanoii Pecnyonuku, Jlyranckoit Hapoanoit Pecriyonvku, 3anopoxckoi
oOiactn, XepCOHCKOW o00sacTH), HauOoyiee OJIM3KO PacMoOIOKEHHBIX K Todkam
npucoequnennsi ECIIJI, u3 KOTOpbIX MHULIMUPYETCS TAKOM JOCTYII,

3) Ilepen mauanom okazanus 1/ B «MuTepuer» musa C30, O6bekToB LUK,
yYKa3aHHbIX 3asiBKax, lcroaHUTENeM JOJDKEH TMPEIOCTaBIATHCS — BbIAEICHHBIN
CUMMETPUYHBIN TYTUIEKCHBIN TOCTYI K ceTH «ITHTEpHET» C MPOMYCKHOM CITOCOOHOCTHIO,
cootrBeTcTByMOIIe TpeboBanusiMm T3. Ilpu »stom jns  C30, MNOAKIIOYEHHBIX
C HCIIOJIb30BAaHUEM MHBIX TEXHOJIOIMH, JOIYCKAETCs NPEAOCTABICHUE ACUMMETPUYHOTO

A0CTYyIIa 110 COTTIAaCOBAHHIO C 33K&3‘II/IKOM;
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4) Wcnomautens s okazanus [1]] B «IHTepHET» JODKEH 3ape3epBUPOBATH
JOCTaTOYHOE KOJMYECTBO BHemHUX [Pv4 aapecoB U3 3aperucTpupoBaHHOIO
3a Wcnonuurenem B 6a3ze manHbix RIPE NCC mnpoctpanctBa [Pv4 anpecoB. O0beM
(xommuectBo) IPv4  agpecoB  McmomHuTens — AOMKHO — OBITh  JTIOCTATOYHBIM
s B3aumojiericTBus modb3oBateneid ECIIJ] ¢ wHbOpMallMOHHBIMU CHUCTEMaMH,
pasmenieHHbIMA B ceTh «VHTepHET», B T.4. C CUCTEMAMH, HMEIOLIMMH KECTKUE
OrpaHUYEHMS M0 KOJUYECTBY CECCHIA, yCTaHABIMBAaeMbIX ¢ ogHoro |Pv4-anpeca;

5) HcnomHuWTenb JOHKEH OOCCIICYMTH CICAYIONIUE IOPOTOBBIC 3HAUCHUSI
MMapaMeTpoOB KayecTBa IE€pPElauyd JIAHHBIX B 30HE OTBETCTBEHHOCTH McmomHuUTENs
110 KaHay cBsA3u Mexay Toukou npucoenunenns ECIIL u pecypcamu cetn «IHTEpHETY,
Toukoii mpucoenuuenuss ECIIJL nns O6wexra [IUK u pecypcamu cetu «uTepHeT,
HEMOCPEACTBEHHO MOAKIIOYEHHBbIMU K [P cetn Mcnonnurens:

—  MPOIICHT MOTEPSHHBIX MAKETOB — He Oosee 5%;
—  3aJep)KKa Iepeayu MakeTos:
- 10 IPOBOJHBIM KaHajiaMm — He Oosee 250 mc;
- Ha COCTaBHBIX KaHajaxX C y4€TOM HaJu4Hs OJIHOTO OECIpPOBOHOTO

y4dacTka (0JJHOrO COyTHUKOBOTO ckayka) — He Oosee 1000 mc.

5.4. KoMmnoHeHnT «3ammra JaHHBIX».

5.4.1. Hasnauenue KommoneHTa «3aimra JaHHBIXY.

Kommonent «3amura AaHHBIX» MOpeJHA3HAUYEH JUIsS  3allUThl  JTAHHBIX,
00pabaThIBaEMBIX " MepeIaBacMbIX npu OCYIIIECTBIICHUHT 70cTyma
K TOCYHapCTBEHHBIM, MYHHUIIMNAIbHBIM, WHBIM HWH(OOPMAIMOHHBIM CHUCTEMAM,
TpeOYIOIUX  3alllUThl  MepeJaydl  JaHHBIX, pa3MellaeéMbiM B  PETHMOHAJIBHBIX
unu dpenepansaoM LHO/] Bragensues MC.

JIJst TOCTHKEHUS TIeJIeH 10 3aIuTe JaHHBIX VICTIOTHUTENb JOJIKEH BHITIOTHUTh
CIIETYIOIINE 3aJa9H:

— 3aka3uuK CoOrjacoBbiBaeT, a VICIOTHUTENh OCYHIECTBISIET DPa3MEIICHUE
obopynoBanusi  Kpunrtorpaduyeckod  3amuThl  WHOOpPMAIIMM HA  TEPPUTOPHH

(benepabHbIX, PETHOHAIBHBIX M (WJIM) MyHHUIIMITAIBHBIX TUIOmaakax Biaanensues UC;
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— pa3MecTuTh 00OpyAOBaHME KPUNTOTrpaPUUECKON 3amuThl HH(QOpMAIUH
ECIIJ] na denepanbHbIX, peTHOHAIBHBIX U MYHUIMIAIBHBIX TUIOIIAAKax Bragenbies
NC u ob6ecneunts ero nogkmouenne k ECITJ] caMocTosTeIbHO 1 32 CBOM CUET.

- OpraHM30BaTh KPHUOTOTpaQUUYECKyI0 3alllUTy TMEepelaBaeMbIX JaHHBIX
ot nosib3oBareneit C30 a0 denepanbHbIX, pErHOHAIBHBIX WM MyHUIIMIAIBHBIX UC;

— OpPraHM30BaTh CBSI3HOCTh KPUNTOIpaUUYECKUX CPEACTB MEXIY COoOOM
B 33/TaHHON KOH(HUTYpaIHH.

5.4.2. TpeboBanus k apxurekrype KommnoHenra.

Apxutektypa KomnoneHTa «3amura JaHHbIX» onpeaessaerca McnoaHuTenem.

Jns C30 KomnoHeHT noikeH obecneunBath 3aimiuileHHbiid goctyn ot C30 no
UC, pacnonoxeHHBIX B (eaepaqbHOM, PErMOHaIbHOM Wi MyHununaibHoM [[O]]
Bnanensnes UC, B cootBeTcTBUM ¢ TpeOoBanusmu T3.

KomnoneHT «3ammra JaHHBIX» JOJDKeH wucnonb3oBath ECII] B kauecTBe

TpaHCIIOpTa  OJIA 3alluIacMbIX KpI/IHTOFpa(bI/ILIeCKI/IMI/I cpcacTBaMu JaHHBIX.

5.4.3. Yupasinenne KoMmoHeHTOM «3aIlura TaHHBIX).

Hnsa  ykazanueix 3akazuukom C30, HcnomHuTens AOJDKEH OCYIIECTBIATH
yIOpaBJIE€HUE W3MEHEHUSIMHU, KOTOPbIE MOTYT BKJIOYAaTh H3MEHEHUS CIEAYIOIINX
MapaMeTpOB:

— uHrepdelica Ha oOopyaoBaHuM VcnomHuTENs, K KOTOPOMY MOAKIHOYAETCS

o6opynosanue C30;

—  TOMOJIOTHS KPUIITOTPaPUUECKOU CEeTH;

— [P ampeca u noaceru;

—  TPOTOKOJIbI MapUIpyTU3alUU;

—  npoduIH MOPTOB JIOCTYIA;

—  TOYKH MPHUCOCTUHEHHUS K KPUNTOTrPaPUIECKOMN CeTH;

—  mapameTpsl KadectBa niepenaun [P-makeroB u Ethernet kagpos C30 mexmy

C30;
— noakmoueHue C30 k ceru HcnonHuTenss npu U3MEHEHUH ajapeca

Mmecrtopacnonoxenus C30;
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—  MPUOCTAHOBJICHHUE WJIM BO30OHOBIICHNE OKA3aHUS YCIYTH;

—  okazanue yciayru s HOBbIX C30 MO COrNIacoBaHUIO MEXAY 3aKa3uhuKOM
u cnonaurteneMm;

—  TpeKpalieHue OKa3aHus yCIyTH;

—  UHbIE corjacoBaHHble McnonHuTenem U 3aka3uukoM MapaMeTphl YCIyTH.

5.44. TpeboBaHusa K npou3BoauTeabHOCTH KommoHeHnTa Ycenyr «3ammra

JAHHBIX)),

5.4.4.1. TlpoussoanrensHocTh KOMOOHEHTA «3alliTa JAHHBIX) JT0JKHA OBIThH

J0CTATOYHOM, JUIsS BHIITOJIHEHUSI BO3JIOKEHHBIX Ha Hee 3a/1a4. B cimyyae HeoOXoauMocTu
YBEJIMYCHHS TPOU3BOIUTEIHLHOCTH. YBEIWUYCHUE TMPOU3BOAUTEIbHOCTH KoMmoHeHTa
JIOJIKHO JTOCTUTAThCSI CIEAYIOIIMMH CIIOCO0aMHu:

—  3aMeHa WM MOJICPHHU3AIUS almapaTHOTo 00eCIeYeHMs;

—  3aMeHa WIK MOJICPHU3AIIUS IPOTPAMMHOTO 00ECIICUEHUS;

—  YBEJIMYEHHE MPOMYCKHOM CMOCOOHOCTH KaHAJIOB CBS3HU, MarucCTPaJbHbBIX

U CeTH JIOCTYTIA.

5.4.5. daement «Kpunrorpadpuueckasi 3amura KaHAJI0B CBA3W) (Janee —

DnemeHT «Kpunrosammray).

5.4.5.1.Ha3znauenue DnemenTta «Kpurro3ammray.

Onement «Kpumnrozammra» mpeaHa3HaueH Uil OOecledYeHUsl MOAIEPKKU
mupoBaHUs C HUCIOJIB30BAHUEM POCCUHCKHX QJITOPUTMOB IS 3alUThl JaHHBIX,
IIEPEAABAEMBIX [0 KaHAJIaM CBS3M, HE NpEIHa3HA4YeHHbIM s ceTtu «HMHTepHeT».
Hcnonb3yembie cpecTBa KpUNTOrpapuyeckon 3aiuThl JOJDKHBI UMETh CepTU(UKAT
cootBeTrcTBUs TpeboBaHusM DOCBb Poccun k mumdpoBanbHbIM (KpUNTOrpadUuECKUM)
cpeactBaM kiacca He HuKe KC3 u @®CTIK Poccun.

5.4.5.2. TpeboBauus k DiemeHTy «Kpurro3ammra:

1) Dnement «Kpunro3zammray peaqu3yeTcs Ha OCHOBE IMPOrPaMMHO-
anmnapaTHbIX CPEJCTB;

2) IludpoBanue MOMKHO 0OECHEUMBATH BO3MOXKHOCTH TojkiroueHus C30
k UC, TpeOyromuM 3amMThl JaHHBIX, pa3MeEUlaeMbIM BO BHEUIHUX PETHOHAIBHBIX

u penepanbubix [HO/;
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3) lludpoBanme peamusyercs HAa OCHOBE KPUITOMAapIIPyTHU3aTOPOB,
COOTBETCTBYIOIIHX TpeOoBaHusM T3;

4) HludpoBanue MODKHO oOOeCHeUMBATh (QYHKIMIO 3alluThl Tpaduka
IpH Nepeaye MepCOHANBHBIX TaHHBIX;

5) OOs3aTe/ibHO HAJTUYME JCHCTBYIOIIMX CEPTU(PHUKATOB COOTBETCTBUS
tpeboBanusiMm OCb Poccun k cpenctBam kpunrorpaduueckoin 3amuthl kiacca KC3
n ®CTOK Poccuy,

6) IlludpoBanue HOMKHO oOecrmeynBaTh (YHKIUIO 3allMThl  Tpaduka
IpH Nepenaye MepCOHANBHBIX JAHHBIX, 32 UCKIIOYCHHEM 3alUThl JaHHBIX Ha KaHAlIax
o0bekToB LIUK, obecneunBarommx nepenavy AJaHHbIX Uil JocTyna K cetn «HTepHeT
Y UHBIM UH(POPMAILIMOHHBIM cucTeMaM, a Takxke K [TAC «BpiOopb».

5.4.6. CpeacrBa KpUIITO3AIUTHI HHGOPMAIIMU JTOJKHBI BBIIOJHATH .

—  mudpoBaHUE JIAHHBIX, MEPEIaBAEMbIX M0 OTKPBITHIM KaHaIaM CBSI3U MEX]Y
3alMIIeHHBIMU cermMeHTamMu ceTtd L3VPN;

—  CKpBITHE BHYTPEHHEU CTPYKTYPHI JIOKAIBHBIX BHIYUCIUTEIBHBIX CETEH;

—  mpueM u nepenauy [P-makeroB no nporokonam cemericrea TCP/IP;

—  LEHTPaJIM30BaHHOE YIPaBIECHUE 3aIUTON CETH;

—  mpueM u nepenaya [P-makeroB o npotokonam cemerictBa TCP/IP;

—  Kpunrorpaduueckoe MpeoOpa3oBaHUE TEpPelaBacMbIX W MPUHUMAEMBIX
IP-makeToB m0/KHBI coOoTBeTcTBOBaThH TpeOomanusMm: ['OCT 34.13-2018
«MudpopmanrionHas TEXHOJOTHUA. Kpunrorpaduueckas 3ammTa
uHpopmanmu. Pexxumel pabotel 610uHbIX mudpos» u 'OCT P 34.12-2015
"MndopmanronHas TEXHOJOTHS. Kpunrorpaduueckas 3ammTa
uHdopmaruu. biaounsie mudper";

—  wmudpoBaHue uHGOPMAIIMU HA CETEBOM YPOBHE;

—  YBEJIMYEHHUE pa3Mepa IMakKeTa ¢ y4eToM aonoiaHuTenbHoro I[P-3arosioBka
HE JIOJKHO TIpeBbIaTh 60 OaiiT;

—  BO3MOXKHOCTH MOHUTOPHUHTA COCTOSIHUS KpUIITOMApIIPyTU3aTOpa
13 3allUIIEHHBIX ceTel 1Mo mpoTokoiry SNMP;

—  pexum paboThI KpUNTOMAapIIPyTU3aTOpa — KpPYTJIOCYTOYHBIN
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HeoOCTyKUBAaEMbIii, IO cxeme 24 yaca B CyTKH, 7 JHEH B HEJEIIO;

—  [OAJAEPX UBATh  CTAaTUYECKYHD W  JUHAMUYECKYID  MaplIpyTH3ALHUIO
no npotokony BGPv4 (cneuuduxanus IETF RFC 1771);

— olecrneunBaTh MNOJJEPKKY HE MeHee 3 (TpeX) KIaccoB OOCITyKUBaHUS
tpaduka mogenu DiffServ;

— obecrnieurBaTh MOJJICPKKY MApKUPOBKU BXOJSIIET0 Tpaduka Ha OCHOBE
[P anpeca nonyuarens;

— obecrnieunBaTh MOJJAECPKKY MAPKUPOBKU BXOJSIIEro Tpaduka Ha OCHOBE
[P agpeca nuctouHuka;

—  obecrnieunBaTh NOJJEPKKY MAPKHUPOBKH MIKU(PPOBAHHOTO TpapuKa;

—  CErMEHTUPOBAHHUE U pa3rpaHUyeHUe UH(POPMALIMOHHBIX TOTOKOB,;

—  Hurerpammms ¢ SIEM-cuctemamm, peructpanus W OTIpaBKa COOBITHH
MH(POPMAIITMOHHON 0€30MaCHOCTH, PErJIAMEHTUPOBAHHBIX TEXHUUYECKOM
Y HOpPMAaTHUBHOM JOKYMEHTAIIUEH;

— Bo3MOXHOCTP UWHTErpalliMi C CHCTEMAMH MOHHUTOpPHHIa Tpaduka
o nporokojaM Netflow, IPFIX.

5.4.7. JlonoJTHUTENBbHBIE TpeOOBaHUI K (bVHKIIMOHATIBLHOCTH CPEJICTB

KPHUIITO3aIllIMThI I/IHd)ODMaHI/II/I, YCTAHOBJICHHBIX B ICHTPAJIbHOM HOH HCHOJ’IHHTGJ’I?I,

a Takke B peruoHanbHbix IO/l Ucnomnumtens g cBsisu ¢ C30
u BHemHuMuU MC:

—  BO3MOXKHOCTh «TOPSUETO» Pe3ePBUPOBAHUS (B PEKUME OTKA30yCTOWUYHUBOTO
AKTUBHO-TIACCUBHOTO KJacTepa WM C ITOMOINBI0 IIPOTOKOJIOB CETEBOM
JOCTYITHOCTH ¥ BUPTYaIU3aI1N);

—  BO3MOXKHOCTH OOCCIEYHBATH MPOU3BOAUTEIHHOCTH IIM(GPOBAHUSI HE MEHEE
2,5 I'dbut/c;

—  KaXIbIi 00OBEKT 3TOr0 THIA SIBISCTCS EHTPAIBHBIM KJIACTEPOM OTACIHHOM
3aIIUIIEHHON CETH; IEHTP YMPaBIICHUS JTaHHOW ceTH OyAeT pacrojaratbCs
Ha IIomanke McmoaHaurers.

5.4.8. JlonoJIHUTENBLHBIE TpeOOBAHUSI K (bYHKIIMOHAIBHOCTH CPEJICTB

KPUIITO3AaIlIMThI I/IHd)ODMaLII/II/I, YCTAaHOBJICHHBIX B PETHOHAJIBHBIX HOI[ HUcnonnurens JJIA
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cBsi3u neHTpanbubiM [[O/] McnionHuTens:
—  BO3MOXHOCTh «TOPSTYET0» PE3EPBUPOBaHUS (B PEKUME OTKA30yCTONYMBOIO
aKTUBHO-TIACCUBHOTO KJIacTepa);
—  BO3MOXHOCTh OO€CIEeUUBaTh MPOU3BOJUTEILHOCTh U(POBAHKS HE MEHEE

100, 120, 130, 140, 150, 200, 300, 500, 1000 Mo6wut/c.

5.4.9. JlonoJIHUTEIHLHBIE TpeOOBAHUSI K (bVHKIIMOHAIBLHOCTH CPENCTB

KPUIITO3AIMTEI MH(QOpMAauu, ycTanoBiIeHHBIX B C30:

—  BO3MOKHOCTH «XOJIOJHOTO» PE3epBUPOBAHMS;
—  BO3MOXHOCTb O0ECMeUMBaTh MPOU3BOAUTEIHHOCTh MIM(POBAHUS HE MEHEE
50 M6uT/c, HO B COOTBETCTBUU C MPOMYCKHOM CITOCOOHOCTHIO KAHAJIOB CBSI3H,

yKa3aHHOM B 3asiBKe.

5.5. KomnoneHT «OrpanuveHnue I0CcTyna K HH(GpOpManum»

5.5.1. KomnioHent «OrpannuyeHre JocTyna K  HHGOpPMAIMWY  JIOJDKEH

00eCIeYnBaTh 6JIOKI/IDOBaHI/I€ jJoctyna K «MHTepHET»-pecypcaM B COOTBETCTBUM C .2

ct.5 ®enepanbHoro 3akoHa Ne 436-D3 ot 29 mekabps 2010 r. «O 3ammurte nereit
OoT MH(pOpPMAIIUU, TPUUUHSIIONIEH Bpea UX 3JI0POBBIO0 U PA3BUTHIOM, TJI€ OMpPEICIICHBI
BHUJIBI WMH(OpMAIMY, 3amlpeleHHON [JI pactpoCTpaHEHHUs Cpeau JeTel, a Takke
C HCIOJb30BAHUEM TIOJIOKEHUN METOAMYECKUX PEKOMEHIAIMN 10 OrpaHUYEHUIO
B 00pa3oBaTeIbHBIX OpTraHU3aIUsAX JOCTyna oOydJaromuxcs K BUJaM HH(opMaIuu,
pacmpocTpaHsieMoil TocpeacTBoM cetu «VHTepHeT», MpUUUHSIONIEH Bpea 310pPOBBIO
u (W) pa3BUTHIO JETEH, a TakXe HE COOTBETCTBYIOIICH 3ajadyaM OOpa3oBaHUS,
YTBEPKIAEHHBIX MmuHHUCTEPCTBOM mnpocBemeHuss Poccuiickoin @eneparuu 28 ampens
2014 r.

B pamkax OrpanuueHus n0CTynma K HHPOPMAIUUA JIOJDKHO OCYIIECTBISATHCS
peryispHoe (He peke OJIHOrO pasza B JeHb) OOHOBJICHHE 0a3 JaHHBIX, 3aIlpPElIeHHbIX
HNuTepHer-pecypcos.

B pamkax Orpanuuenus aoctyna K wHGOpMAIMK JOJDKHA OBITH peaii30BaHA
(GyHKIUMSA aHaIu3a COJAEPKUMOTO BeO CTpaHUIl Ui OMNpeaeieHUs HEe0OXOIUMOCTU

OJIOKUPOBKM IO KOHTEHTY, BKJIIO4ass BeO pecypchl HCHOJB3YIONIME CpelcTBa
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mmdpoBanus nepenasaemoro tpaduka SSL/TLS.

KoMmnoHeHT He JOJDKEeH pacnpocTtpaHaTrecss Ha APM  agmMuHuCTpaTHBHO-
XO35IMCTBEHHOIO0 M meparorundeckoro cocraBa C30, ecnu MHOE HE IPEXYCMOTPEHO
OTJIEJbHBIMHU TPEOOBAHUSIMU.

5.5.2. TpeboBanus k apxurekrype KoMroneHra;:

- OrpaHnyeHue JocTyna K HH(pOpMalMM JOJDKHO OBITH OOECIEeYeHO
Ha OCHOBE IPOTPAMMHBIX W aIlllapaTHBIX KOMIIOHEHTOB, Pa3MELIEHHBIX Ha OOBEKTax
Hcnonuurerns.

- [IpexycMoTpeTh BO3MOXKHOCTh CO3JaHUs BYX (PHU3UUECKH pa3/IelIeHHBIX
cerMeHTOB ceTd B C30 ms pa3menbHOro J0CTymna B ceTh «VIHTEepHET» Uil ydammxcs
Y NIEarOrM4ecKoro, a Takke aJMUHACTPATUBHO-X03s1iicTBeHHOro cocraBa C30.

5.5.3. Yopasnenne KoMmoHeHTOM.

Jnsa  yxazanHbix 3akazuukom C30 HcnogHuTenb JOKEH OCYIIECTBIATH
yIOpaBJICHUEC HW3MEHEHUSIMU, KOTOpbI€ MOTYT BKJIIOYATh H3MEHEHHUS CJICAYIOUIUX
napameTpoB kK Kommonenry:

— [P axgpeca u noaceru;

—  mpaBujia QUIbTPALINH;

—  KJIIOYEBBIE CJIOBAa M CJIOBOCOYETAHMS MJI1 OpTraHU3alldd IPaBUI KOHTEHT

bunpTpanuu;

—  CIIMCKH PECypCOB OIPaHUYEHHOTO JOCTYIIA;

— noxakmouenne C30 k cetu HMcnmojmHuTenss NOpud  HM3MEHEHMHM ajapeca

pacnosioxkenusi C30;

—  TIPUOCTAHOBJICHUE WJIM BO3OOHOBJIEHUE OKa3aHUS YCIYTH;

—  okaza"ue ycayru s HoBbIX C30 Mo COrjIacOBaHMIO MEXIY 3aKa3uhKOM

u Ucnioanuresnem;
—  TOpeKpalleHHWe OKa3aHusi YCIYyTHM U HHbIE corjacoBaHHble McnonHutenem
1 3aka3zuukoM napameTpbl KoMmoHeHTa.

55.4. TpeboBaHug K JIONMOJHUTEIHLHBIM (GVHKIIMOHAIY W  COIPSKECHUIO

CO CMCKHBIMHU IMMOACUCTCMAMH 1 OneMEHTaMU.

1)  KoMIOHEHT MAO0/DKeH HMMETh BO3MOXHOCTh pacIIupsATh (YHKIMOHAI
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MOCPEICTBOM MOAKITIOYCHUS K HMH(OOPMAITMOHHBIM PECYpCaM U CMEKHBIM TIOJICHCTEMAaM,
oe3 CHUKEHUS YpOBHS nH()OPMAITMOHHON 0e30macHOCTH, €MKOCTH
U TIPOU3BOJIUTEIHLHOCTH;

2) K cMeXHBIM IOJICUCTEMAaM OTHOCSTCS CIICTYIOIIHE:

—  JIOTIOJTHUTENbHBIC UCTOYHUKHU CIIUCKOB (PUIIbTPAIIUU;

—  BHemHue 1O/l Mcnionnurens,

3)  JlamHble (QYHKIMOHAIBHBIE BO3MOXKHOCTH KOMITOHEHTa JOJDKHBI OBITH
UCIIOJIb30BaHbl JUISI Pa3MEIEHUsT PECypcoB, HEOOXOAMMBIX [JIsi OOECIeUEeHHUs
KoMrmoneHToB, a Takxe 1S MOTydYeHUs TOTOJHATEILHON HH(DOPMAITUH 110 (PYITBTPAIIUH.

5.5.5. TpeboBanusg Kk npon3BoauTENbHOCTH KOMIOHEHTA:

1)  IIpoumsBomutenbHOCTh KOMIIOHEHTa JOJKHA OBITH JOCTATOYHOM, IS
BBITIOJTHCHHSI BO3JIOKCHHBIX Ha Hee 3amad. B ciaydae HEOOXOIWMOCTH YBEIMYCHUS
MIPOU3BOAUTENLHOCTH VcroNHUTENb AOMKEH MPETyCMOTPETh TaKyl0 BO3MOXKHOCTh 0€3
JIOTIOJTHUTENBHBIX KallUTAIBHBIX 3aTPaT;

2)  VYBenWueHHE NPOU3BOAUTEILHOCTH KOMIIOHEHTa MJODKHO JOCTHUIAThCS
CJIEYIOIMMHU CIIOCOOAMMU:

— 3aMEHa WJIM MOJCPHU3AIIMS allllapaTHOTO 00eCTIeUueHus;

— 3aMeHa WJId MOJCPHU3AIUS TPOTrPAMMHOTO 00eCTIeYeHUS;

— YBEJIMUECHHUE TPOMYCKHOM CIOCOOHOCTH KaHAJIOB CBS3M, MAaruCTpajibHBIX
U CeTH JIOCTYTIA.

5.5.6. DaemenTt «KoHTeHTHast puiabTpanus» (1ajee - DJIeMEHT).

5.5.6.1. TpeboBaHUA K apXUTEKTYPE DJIEMEHTA.

ApXHUTEKTypa pelmeHud M0 KOHTeHTHOM @QuubTpauun B pamkax ECIIJ

MIpPE/ICTaBJICHA HAa PUCYHKE O.
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30 MNotpeburena

Cetb
WUcnonHuutens B cybbekTe
P®

30 Ucnonwutena

MpucoeduHeHus

Ecna
(IP MPLS Ucnonnutens)

Knacrep UB
B cybvekme PO

Mpumeyanus:

BYC-BupTyanbHas yacTHas ceTb;

ECNA-ep
VE

ceTb nepes;

HOCTb

30-30Ha OTBETCTBEHHOCTH;
NBC-J/10KanbHO BbIMUCAUTENBHAA CETb;
TM-To4Ka npucoeanHeHUA

Cocras Knactepa UB:

«KoHTeHT-¢

- 06opyaosaHue « MOHUTOPMHT U 06ecneyeHune GesonacHoCTH
CBa3u» (MexceTeBoe 3KpaHUpoBaHue, 3awmTa ot DDoS Atak).

O6opynoBanne K@ nomkHO pacmonaratbCsi B aIMUHHCTPATHBHBIX LIEHTPAX
cyobekToB PD B coorBercTBHM ¢ TpeOoBanusMu T3 (3a uckiroueHuem JloHelkoit
Hapoanoit Pecniyonuku, Jlyranckoir Hapomgnoit PecnyOnuku, 3amoposkckoi 00JiacTw,
XepCOHCKOM 00JIacTH).

Onement Ycayr cBsa3u «KontentHas ¢uibtpanus»y i1 O6wexktoB UK

Puc. 5. O6mas apxurekTypa pemeHnii o KOHTEHTHOU (MIIbTPAIIUH.

MPEIOCTABISAETCS TOIBKO MO AonogHuTensHoMY 3anpocy LIUK Poccun.

5.5.6.2.

TpeboBanusd K DJIEMEHTY.

KontenTtHas punbTpaiius 10JKHA MOAAEPKUBATH CIIEAYIOMIUE PYHKIIUH:

P B3aUMOJCHCTBUU € pecypcamu ceTH «IHTepHeT» (B€O aHTUBHUPYC), BKIIIOUAs aHATIU3

KOHTpOJIb BeO-Tpaduka no nporokonam HTTP, HTTPS;

OJIOKMPOBKA 3JI0HAMEPEHHBIX HHTEPHET-PECYPCOB;

MO/JIEPKKA YEPHBIX U OEJIbIX CIUCKOB MHTEPHET-PECYPCOB;

OokupoBka BpempoHocHoro 110 u HexenaTeabHON PeKIaMBbl;

obecrieueHue

AHTUBUPYCHOU

341U ThI

OJIL30BaTEJIEN

COJIEPKUMOTO BEO-PECypCOB U MOTyYaeMbIX/TIEpEAaBAEMbIX BIIOKCHHI,

MPUHYAUTCIBbHOC BKIIOUCHHC 0e30ITacCHOTO ITOKMCKa JJIA IIOMCKOBBIX CUCTEM

C30
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Google, Yandex, Yahoo, Bing, Rambler, Ask u mopramia YouTube mns GioxkupoBKu
HEXEIaTeIbHOTO KOHTEHTA,;

— KYpHaJUPOBAHHE TOMCKOBBIX 3alpPOCOB  MOJb30BaTENIed Ha CPOK
10 6 MECSLIEB;

— OJIOKMpOBKA  MPHIOKEHUHN MOIMYJISIPHBIX COLIMAJIbHBIX ceTel,
C BO3MOKHOCTBIO OTKpBITHS JocTyna, no 3ampocy [loTpeburtens B COOTBETCTBHUU
C 3amnpammrBacMbIMHA JEUCTBUSIMU JIUIA CTPAHUL] KaXAO0M OTIEIBHO B3ATOW COLMAIbHOU
CETH, IIPU YCJIOBUU TMOAJIEPKKU COIMATIBLHOM CEThIO pa3rpaHUYeHUs JEHCTBUN BHYTPHU
CEpBHCa,;

— OrpaHu4eHue Mo 00beMy HCIOJIb30BaHUS BEO-TpapuKa;

— [EHTPAIM30BAaHHOE PACTIPOCTPAHECHUE MOJUTUK OE€30MACHOCTH HA BCE Y3IIbI
Ko;

— BegeHue jgocbe Ha C30, ¢ BO3MOXHOCTBIO TMPUBA3KH Tpaduka
o nocemaeMbiMm C30 pecypcaM/KaTeropusiM pecypcoB, U 00bEMY HCIIOIb30BAHHOTO
WHTEpHET-Tpaduka 3a nepuoa 10 6 MecsIIeB,;

— n00aBlIeHUE PECYpPCOB B CMHCOK JUIsl KOHTEHTHON (DUIBTpAIUU T10 3aIpocy
3aka3uuka;

— no0aBlieHHE CEPBUCOB B 00XOJ KOHTEHTHOW (UIbTpaIluu 1O 3ampocy
3aka3uuka.

KonrteHnTHas puibTpanus n1okHa 00€CeunBaTh:

— rubkyro ¢punsTpanuo HTTP tpaduka;

— ¢unbTpaumio HTTPS tpaduka ¢ TOYHOCTBIO 10 MMEHM 3alpaliiBaeMoOro
pecypca Ha ocHOBaHUM 3HaueHust SNI;

— ruokyro ¢unstparmio HTTPS Tpaduka cpencTtBamu aHanmm3a KOHTEHTA,
pa3MeIlleHHOr0 Ha BeO pecypce Ha TNpeIMeT 3alpeuieHHbIX  MaTepHalioB
U (W) KITFOYEBBIX (pa3s;

— ruokyro punbrparuto HTTPS tpaduka, B cimydae ycTaHOBKHM Ha KIIMEHTCKUE
ycTpolicTBa cepTudukara Mcnomaurens;

— ruokyro ¢unbptpanmio HTTPS Ttpaduka Ha MOOMIBHBIX YCTPOWCTBAX,

B cllydae YCTaHOBKHM Ha MoOmibHBIE ycTpoiicTBa WEB-6pay3epa Mcnonnutens;,



67

— rubkyo Quistpanuio HTTPS tpaduka Ha MOOUIBHBIX YCTpOHCTBax
B TPUJIOKEHUSX, COTJIACOBAHHBIX C 3aKa3yMKOM, B paMKax pealu3alid MpPOEKTOB
MuHHcTepcTBa 00pa30BaHMSL.

5.5.6.3.TpeboBanus K IpUMEHAEMBIM TEXHUYECKHUM PEIICHUSIM

— K® nomxkHa ObITh peanu3oBaHa C MCHOJIb30BAaHUEM IPOrPaMMHO-
anmnapaTHbIX KOMILIEKCOB,;

— BO3MOXKHOCTbB, 110 3anpocy oT [loTpebutesns, aBTOMaTu3aluy IPOLECCOB,
CBSI3aHHBIX C IpeloCTaBleHHEM yciayru «OrpaHudeHue Joctyna K HHGOpMarun»
nocpeAcTBOM aneMenTa « KontenTHast puibTpammsn.

5.5.6.4.TpeboBanus K aBTOMATHU3AIIAH.

CpencTBa KOHTpoOJIA A0cTyna B ceth «MHTepHeT» U QuibTpanuu Tpaduka cetu
HNHTepHeT nomKkHBI 00ecreurnBaTh BBITTOIHEHUE CAEAYIONUX (QYHKITUNI:

— oOecrieueHne W KOHTPOJIb JIOCTYyNa MoJik30Barenied B ceTh «MHTepHEeT»
c (QuibTpanueld Bxondmero u wucxoxsmero HWHTepHeT-Tpaduka 1O MPOTOKOJIAM
HTTP/HTTPS;

— yIpaBJIEHUE JOCTYIOM K cailTaM ceTu «MHTEpHET» Ha OCHOBE «YEPHBIX)»
U «OeNbIX» CIHUCKOB, COCTaBJICHHBIX C MCIOJb30BaHUEM KATErOpU3aluu CAUTOB.
OYHKIIMOHAJ HACTPOWKK (DUIbTpAIlMU BXOIAIIECTO U HUCXOMASIIEro Tpaduka IOHKEH
MO3BOJISITH YKa3bIBaTh B KaueCTBE (PHIIbTpa MacKy WM PeryJsipHOe BbipakeHue. Criucku
KaTeropuid CalTOB JOJDKHBI TMPEIOCTABIATHCS MPOUZBOAUTEIIEM CPEICTB KOHTPOJIS
noctyna B cetb «MHTepHEeT». s aaMUHUCTPATOPOB MPOTPAMMHOIO OOECIeYeHUS
JOJDKHA OBITh pealin3oBaHa (PYHKIMS BHECEHHUS! KOPPEKTUPOBOK B JIAHHBIC CIMCKH, a
TaKXke Co37aHusi COOCTBEHHBIX KaTeropuil. CHuCKH TOJKHBI (POPMUPOBATHCS MyTEM
BHECEHHsI HE TOJIbKO OJJMHOYHBIX CAaNTOB, HO M MX CIHCKOB (B (popMare TEKCTOBBIX
(aitsion
C pa3JEIUTENSIMU);

— OTKJIIOYeHUE (yHKIIMOHANA KOHTpPOJsl jJoctyna B ceTh «UHTEepHEeT»
u ¢unpTpanuu Tpaduka cetu «HTEpHET» 71 KOHKPETHBIX [P-anpecoB u KOHKPETHBIX
noJb30BaTenei, npomeamux apropusannio B ECHUA;

— yIpaBJIEHUE JOCTYIIOM IOJIb30BaTENe K pa3IMYHbIM TUIIAM MHMOpMauu
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B cetu «HTEpHET» (BUACO, AYUO0, U300pAXKEHUS U T.11.);

— YIPABJIEHUE JTOCTYIOM IOJIb30BATENEH K BO3MOXXHOCTH IEPEAAYN B CETh
«HTepHeT» nHGOPMAIIMK Pa3IMYHBIX TUIIOB (BUIECO, ayAHO0, U300pAKEHUS U T.1.);

— YBEJOMIICHHE B OKHe Opay3epa mnonb3oBarens cetd «HHTepHeT»
0 OJIOKMpOBaHUM JOCTYyMa K 3alpaliuBacMoMy IOJb30BaTeIeM web-pecypcy B ciiydae
HapyuieHus: TpeOoBaHUN HH(OpPMAIMOHHOW 0€30MacHOCTH, a Tak)Ke€ Ha OCHOBAHHUHU
HAJIM4YUSl TOTEHIMAIBHO OMacHoro koga (C (yHKIHMEW mpaBKU KoAa U TEKCTa
YBEJIOMJICHUSA );

— aBTOMATUYECKOE WM PYYHOE OOHOBJICHHE MPOrPaMMHBIX KOMIIOHEHTOB
C caiiTa mpOU3BOAUTEIIS,

— YIPAaBIIEHHE JOCTYIIOM K CPEACTBAM KOHTPOJIA JocTyna B ceTh «HTEpHET»
u ¢unpTpanuu Tpaduka cetu «MHTEpHET» C UCHOJIb30BaHUEM POJIEBOM MOJENH;

— IPOTOKOJIMPOBAHUE JEHCTBUNA aIMUHUCTPATOPOB CUCTEMBI,

— oOecrnieueHue OTKa30yCTOWYUBOCTH IPOrpaMMHO-ANNAPATHBIX
KOMITOHEHTOB CUCTEMBI.

B JInunom xabunere McnonHuTeneM o0ecredrBaeTCsl BHITOJHEHUE CIEAYIOLINX
GyHKUMIA:

— BO3MOXKHOCTh JlocTyna K JIMuyHOMYy KaOMHETYy ©yTeM aBTOpU3AlUU
¢ wucnonb3oBanueM ECHUA pabGotaukoB C30, a Takke (QenepaabHbIX OpPraHOB
MCIIOJIHUTENIbHOM BIJIACTH, OPraHOB HMCIIOJIHUTENLHOM BIIacTU CyOBEKTOB Poccuiickoit
denepanuu, OCyMECTBIAOMUX (GYHKIUUA B cepe o0I1ero oopa3oBaHus U CPETHETO
npodecCUOHAIBHOTO 00pa30BaHus;

— BO3MOKHOCTbH MOJAa4u 3aBOK Ha BKJIIOUEHUE (OJIOKUPOBKY) PECYPCOB CETH
«uaTepuer» B benbiiil ciricok, BpemeHHbIi Oenblii criucok, YepHbIii CHUCOK;

— BO3MOXHOCTb OTCJICKMBAHUS CTATYyCOB BBIIIOJIHEHUSI IOJJAHHBIX 3a5BOK;

— BO3MO’KHOCTb OLICHKM Kauy€CTBa MCIIOJIHEHMS IOJJAHHBIX 3a5BOK;

— BO3MO>XHOCTb (HOPMUPOBAHUSI OTYETHOCTH JJIs1 KOHTPOJIS IEPEUHS PECYPCOB
cetu «VHTepHET», BKIIIOUEHHBIX B benblil cniricok, BpemenHslii Oenblii crnucok, YepHbIit
CIIUCOK;

- BO3MOKHOCTh OBICTPOM MPOBEPKH TEKYIIETo cTaTyca goctynnocty B ECIIJ]
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pecypca cetu «IHTEpHETY.
5.6. KommnoneHT «MOHUTOPHUHT U O0ecnevyeHUue 0e30MaCHOCTH CBSI3M).
5.6.1. DnemeHT « MOHUTOPHHT TTapaMETPOB KaueCTBa MPEIOCTABIIIEMBIX YCIYT».

5.6.1.1.TpeboBanus Kk QVHKIIMOHAIY CPEACTB MOHUTOPUHTA ¥ OTYETHOCTH.

CpeactBa MOHUTOpUHTra (YHKIIMOHUPOBAHUS U (POPMUPOBAHUS OTYETHOCTHU
JOJIKHBI 00€CTIEUNBATh BBIMIOJHEHUE CIEAYIOMUX (PYHKIUN:

1) OOBEKTHBHBII KOHTPOJIH PAOOTOCIIOCOOHOCTH CPEACTB CBSI3U U COOIIOICHIE
TpeOyeMoro KadyecTBa W JOCTYIHOCTH YCIYT CBSI3M, IEJIOCTHOCTH U YCTOWYMBOCTHU
(GYHKIIMOHUPOBAHMS CETEH mepenauyd JaHHBIX, a TakKe OE30MacCHOCTH CBSI3U TIpU
MOAKIIIOUEHUH W npepocraBiaeHnn jgoctyna mit C30 K rocygapCTBEHHBIM,
MYHHULIMIIAJbHBIM, HWHBIM HMHGOPMAlMOHHBIM cuctemMam u cetn «VHTepHEeT»
C BO3MOXHOCTbIO (hopmMupoBaHus VHIMIEHTOB B aBTOMAaTU3WPOBAHHOM PEXUME
IIOCPEJICTBOM HCITOJIB30BAHUS IPOrPAMMHO-ANNAapaTHOIO KOMILIEKCA;

2) TlporokosupoBaHHE JACUCTBUIM IOJIb30BATeicH H  aIMHHHUCTPATOPOB
CUCTEMBI;

3) ®opMupOBaHKE OTYETHOCTH C MPEIOCTABICHHEM (PYHKIIMOHATBHOCTH:

— oToOpakeHne NHGOPMAIIMH O COCTOSIHUN OOBEKTOB B PEIKUME PEATbHOTO BPEMEHH
B LIBETO-Tpa(hUuECKOM U TaOJIUYHOM BUJIE;

- 3amaHusi UIBTPOB MO BceM (JIIOOBIM) MOJSAM, MOJACPKUBAEMBIM CPEICTBAMU
MOHUTOPUHTA (PYHKIIMOHUPOBAHUS U (POPMUPOBAHUS OTUETHOCTH;

— 3amanus popMara OTUETOB;

— BO3MOXHOCTh BBHITpY3kH oTueToB B ¢Gopmatre EXCEL ¢ ykazanuem natbl
(bopMUPOBaHHUS OTUETOB;

4) Coop, hbopmupoBaHHE U OTOOpAKEHUE JAaHHBIX O CTATyCe OKa3aHHs Y CIIyT
CBSA3HU, B TOM UYHCJI€ HEAOCTYIHOCTH Y CIYT CBS3M MO MPUYMHAM, HAXOJALIIUMCS B 30HE
oTBeTcTBeHHOCTH [loTpedurens (3eKTponuTaHue B MOMEHT BOSHUKHOBEHUS COOBITHS,
¢bynkuus Dying gasp), a Takke Mo NpUYMHAM B 30HE OTBETCTBEHHOCTU McmomHuTens
(ITITP, mpoOiieMbl C KaHAJIBHOM, CETEBOM 4YacThI0O KaKk Ha OOBEKTe, TaK M Ha

MarucTpalbHON YacTH) C TIIyOMHOW XpaHEHHs TaHHBIX 12 MecsIeB;
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5) Coop, bopmupoBanue 1 0TOOpaKEHHE JAHHBIX M0 YTHIIN3ANNU Tpaduka Ha
MMOCTOSITHHOM OCHOBE C MHTEPBAJIOM CHSATHS TaHHBIX pa3 B 10 MuHyT. J[aHHBIE CHUMAIOTCS
0 BXOJAIIEeMYy M ucxomiaiiemy Tpadhuky (B MOut/c), a Takke IO 00beMy
BXOJISIIIIETO/UCXOAIIETO TOTPEOJICHUsT NaHHBIX (B MOaiT) Mo KaxaoMy OOBEKTY
(npoTokos snmp) ¢ TAyOMHOM XpaHEHUs JaHHBIX 12 MecsIeB C BO3MOXHOCTHIO
BBITPY3KH JIaHHBIX 32 MPOU3BOJILHO BHIOPAHHBIN MEpUO;

6) Ilogmepxkanue (QyHKIUMOHANA TIO TIPUCBOCHUIO OOBEKTY MPHU3HAKA,
0003HavaloIIero HeOOXOAMMOCTh YBEIMUYECHUS MPOIYCKHOM CIIOCOOHOCTH KaHalla CBA3H,

7) Co6op, dhopMHUpOBaHHE W OTOOpaKEHHE JAHHBIX MO 00BEMY MOTPEOJICHUS
Tpaduka, B TOM YHCIE€ CyMMapHbli 00BeM moOTpeOseHus Tpaduka 3a Mecsl u
COCTaBJICHHE pEeUTHHra mnorpebiieHus Tpaduka 3a Mecsl 1o cyowbekram Poccuiickoit
Oenepanuy;

8) BO3MOXHOCTH TNPHUCBOCHUS  OOBEKTY MpHU3HAKA  «CTOM-(PaKTOpy,
HaXOJIAIIErocss B 30HE OTBETCTBEHHOCTH MOJIb30BaTelNs (PEMOHT U JApyrue paboThl Ha
MPOJIOJIKUTEIBHBINA TIEPUOJ CBA3AHHBIE C OTKIIOUEHUEM YCIIYTH, HO HE MPUBOJIAIINE K
UCKIIIOUeHHIO OOBeKkTa M3 3asiBku K KoHTpakTy c TiiyOMHOW XpaHeHHs AaHHBIX 12
MECHIIEB,;

9) IlpemocraBicHHEe OHJAWH CepBHCa, OTOOpaXkaroliero HHGOPMAIMIO C

BO3MOKHOCTBIO aBTOMaTUYECKOT0 (DOPMUPOBAHKS OTYETHOCTH

— o011Iee Ynciio 00ObEKTOB, BKIIFOUEHHBIX B 3a5IBKM;

— 4nCcI0 00BEKTOB, I KOTOPBIX B TEKYIIIHI MOMEHT OKa3bIBAIOTCS Y CIIYTH CBSI3H;

— YHCII0 00BEKTOB, HAXO AKX CA B paboTe Ha nojkintoueHue Kk ECII/] ¢ pazouBkoit
10 TUITAHUPYEMBIM JIaTaM TI0IKITFOUCHHSI;

— 9YHCIO OOBEKTOB, HAXOMSIIUXCA B CTATyCE «PEMOHT, HET BO3MOXXHOCTH
MIPOBOJIUTH PabOTHI»;

— TIPONIEHT JOCTYIHBIX JUIsl OKa3aHus Y CIYT CBSA3U OOBEKTOB;

— YHCII0 OOBEKTOB MO KOTOPHIM 3a(hUKCUPOBAHA aBapus;

— YHUCJIO OOBEKTOB 1O KOTOPBHIM BBIMOJIHSIIOTCS TUIAHOBO-TIPO(HIIAKTHIECKUE
paboThI;

— HAJIMYME MAacCCOBOM aBapuu;

Nudopmarus qomxHa GOpMUPOBATHCS:

—no Poccutickoit denepanuu;
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— 110 PenepabHOMY OKpYTY;
— 1o cyobekTy Poccmiickoit deneparuu
— 110 OOBEKTY;

10) HampaBneHune aBTOMATHYECKOTO YBEJIOMIICHUS B JJIEKTPOHHOM BHJIEC
(37eKTpOHHAsl MOYTa WJIM OHJIAWH CEPBUC) O HACTYIUIEHMHM COOBITHI MO 3aJaHHBIM
3aKa3uyuKkoOM KpUTEPHUSIM U popmawm;

11) IpexncraBisATh CO0OI COBOKYHMHOCTh DIIEMEHTOB C BO3MOXKHOCTBIO HX
KOMOMHALIUY U U3MEHEHU;

12) OGecneueHre yHUBEPCATBLHOCTH, YIIPABISIEMOCTHA U MACIITA0MPyEMOCTH,;

13) 3amyck JOMOJHHUTENIBHBIX OJEMEHTOB IO TPeOOBaHHIO 3aKa3uukKa |
[ToTpebutens 6€3 TONMOJIHUTENBHBIX 3aTparT;

14) TexHuueckue MPOrPaMMHO-ANIAPATHBIE CPEACTBA, HCIIOIb3yeMbIe
npu okazanuu KoMoHeHTa, JOIKHBI COOTBETCTBOBATH TPEOOBAHUSIM rOCYJapCTBEHHOM
METPOJIOTUYECKOW HW3MEPUTENBHON CHCTEMBbl HAIMOHAJIBHOIO YpPOBHS, 3a CYET
BBITIOJTHEHUSI CIEAYIOIUX TPeOOBaHUM:

® UCIIOJIB30BAaHUS CPEACTB M3MEPEHHs, BHECEHHBIX B DenepanbHbIid
uHpopManMoHHbIM (HOHA 1O O0OECHEYEeHHI0 €AWHCTBA W3MEpPEHUW, a TaKke
CBOEBPEMEHHO MpPOUIENIINX IOBEPKY B COOTBETCTBUU C TpeOOBaHMSIMH CTaTbu 13
®denepanbHOro 3akoHa oT 26 utoHs 2008 r. Ne 102-d3 «O06 obecrieueHUN €AUHCTBA
U3MEPEHUIY;

® COOTBETCTBUS BCEX MPOrpaMMHO-aNMNapaTHIX CpelcTBa
TpeOOBaHUAM K U3MEPEHUSIM, OTHOCAILIMUMCS K chepe roCyJapCTBEHHOTO PEryIMpOBaHUS
oOecreyeHus: €IMHCTBA U3MEPEHUI U BBINOJHAEMbIM MpPHU 00ECIEUEHUHN 1EJIOCTHOCTH
U YCTOMYMBOCTH (DYHKUIMOHMPOBAHMS CETH CBSI3M OOLIETO IMOJIb30BAHMS, a MMEHHO,
B COOTBETCTBUM C Iocra”HoBieHueM IIpaBurenscrBa Poccuiickoin ®denepanuu
ot 16 HOs0ps 2020 1. No 1847 «OO6 yTBepKIeHUH TEePEUHs] U3MEPEHUN, OTHOCSIIIUXCS
K c(hepe rocyJapCTBEHHOTO PEryIMpOBaHusl 00ECIIeUeHUs €MHCTBA U3MEPEHUI»;

e ceprudukanusi o0OpyIOBaHUS B COOTBETCTBUHM C MOCTAHOBJICHHEM
[IpaBurensctBa Poccuiickoit ®enepauuun ot 04 ¢espans 2022 1. Ne 113

«O0  yTBEpXKIEHWM TEPEUHS CPEACTB  CBSI3W, MOJJICKAIUX  00sS3aTeNbHON
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cepTuUKaIUm.

5.6.1.2. TpeboBanug k apxurekrype KomnoneHra.

ApxuTekTypa  JOJDKHA  CTPOMTBCS ~ HAa  NPUHIOMIAX  MOAYJIBHOCTH
¥ MacIITabNpPyeMOCTH, Ha MTPOTPaMMHBIX U allapaTHBIX KOMIIOHEHTAaX.

TexHn4ecKue penieHus, IpUuMEHsIeMbIe B paMKax oka3zaHus KoMITOHEHTa, TOJKHBI
IPEICTaBIATh COOOM MEPAPXUUECKYI0 CHCTEMY C BO3MOKHOCTbIO FOPU30HTAIIBHOTO U

BCPTHUKAJILHOI'O MaCHITa6I/Ip0BaHI/I$I.

LIEHTPAJIbHBIN
Y3EJI

AT'PETALIUA

/

OBBEKTbBI KOHTPOJIA

Puc. 6. O6mas apxutextypa Kommnonenra

«MOHUTOPHHT U obecrieueHre 6€30MacCHOCTH CBA3M.

[{eHTpanbHBIM Y3JIOM TEXHUYECKUX PEIICHU, MPUMEHIEMbIX B paMKaX OKa3aHUsI
KomrioneHTa, IOMKEH SABISATHCS OTKA30yCTOWYMBBIM KJIAcCTE€p CEPBEPOB. YPOBHEM
arperanuu JOJDKHBI SIBJISITECS 30HABI YPOBHS arperaiuu, pa3MellaeMble B 30HE
OTBETCTBEHHOCTH VIcomHUTENSI, 00bEKTAMU KOHTPOJIS IOJKHBI SIBJSITHCS OKa3bIBAEMbIE
C30 B coorBeTcTBMHM C 3asfBKaMH YCIYIM CBSI3M C HCIOJIB30BAHMEM 30HJOB,
pa3meniaeMbix Ha ykazanHbix C30.

TexHudeckue pelieHusi, NpUMEHsIeMbIe IS OKa3aHusi KoMIOHEHTa, JOJIKHBI
WCITOJIB30BaTh TOJBKO MPOTPaMMHO-ANMapaTHBIE 30HABI IS TONYYCHHUS HCXOIHBIX
JAHHBIX O PabOTOCTIOCOOHOCTH CPEACTB CBSI3M U COOJIIOJICHUIO TPeOyeMoro KadecTBa
MIPEIOCTABIICHUS YCIYT CBs3M. VICTIOMB30BaHME MHBIX CIIOCOOOB TOJNYYCHHS MCXOIHBIX
JAHHBIX O PabOTOCIOCOOHOCTH CPEJICTB CBS3U M COOJIIOJICHUIO TPpeOyeMOoro KadyecTBa
MPEIOCTABIICHUS YCIIYT CBSI3U HE MPEAyCMaTPUBACTCS.

5.6.1.3. VYupasiaeane KoMIIoOHEHTOM.
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Jns ykazanneix 3akazuukoMm C30, O0bekToB [IMK HcnonHurtens a0mKeH
OCYILECTBIISITh yIPAaBICHUE WM3MEHEHUSIMU, KOTOPHIE MOTYT BKJIIOYAThb HW3MEHEHUS
CICAYIOIINX MapaMEeTPOB OKa3aHUsI MOHUTOPUHTA U oOecTieueHus1 0€30IMaCHOCTH CBS3U:

—  TIepHoJ Orpoca 000PYyI0BaHHUS;

—  pacnucaHue MOHMTOPUHTA;

—  KOJHMYECTBO OLICHUBAEMBIX IMapaMETPOB KauyeCTBA YCIYTH;

—  TapaMeTphl JJisl OLICHKU Ka4eCTBA YCIYT;

—  00BeM mapaMeTpoB OIICHKH KauecTBa;

— [P agpeca u noncerw;

—  npoduiu NopToOB AOCTYIA;

—  TIPONYCKHas  CIOCOOHOCTh  Iepedauyr  Tpauka  pa3HBIX  THIIOB

0 IIpeAocTaBIsieMbIM KaHaiaM cBsizu Mmexay C30, Oobekra 1K

— 1P agpec pys 3amutel oT DDoS atak;

—  mnonkmouenne C30, O6bekta LMK k cetn McnomHuTens npu u3MeHEHUU

aJpeca X MECTOPACTIOJIOKEHHUS,
—  TIPUOCTAHOBJICHME  WJIM  BO300HOBJICHHWE  OKa3aHUS  MOHHUTOPHHTA
U oOecrieueHns 0€30MacHOCTH CBS3H;

—  MonuTtopuHr u obecrnieueHre 6e3onacHocTu cBsi3u 11 HoBeIX C30, O0BekTa
MK no coriiacoBaHuio MEXAY 3aKazuyukoMm u McosHuTeneM,

—  TpeKpallleHue MOHUTOPHUHTA U o0ecreueHust 0€30MaCHOCTH CBSI3H,

— wuHBIE corjacoBaHHble McmomHuTenemM W 3aKa3uMKOM  IapaMeTphbl
MOHUTOPHUHTA U 00ecTieueHus1 0€30MMaCHOCTH CBSI3H.

5.6.1.4. TpeboBaHug K JOIMOJHUTEILHBIM (DVHKIIMOHATY W COOPSKEHUS

CO CMEXHBIMU CUCTEMaMHU M DJICMCHTAMHU.

1)  KoMIOHEHT MJO0/DKeH HMMETh BO3MOXKHOCTh pacIIupsATh (YHKIMOHAI
MOCPEICTBOM TIOIKITIOUYCHHS K MH(GOPMAIIMOHHBIX PECypcaM U CUCTEMaM, 03 CHIKCHUS
ypOBHsI H”HPOPMAITMOHHOM 06€30MacHOCTH, EMKOCTH Y TTPOU3BOAUTEIIHHOCTH;

2)  JlanHble (DYHKIHMOHAIbHBIE BO3MOXKHOCTH KOMITOHEHTa MJO/DKHBI OBITH
MCIIOJIb30BaHbI 1711 MOHUTOPUHTA TAPAaMETPOB KaueCTBa MPEJOCTABISEMbIX YCIIYT.

5.6.1.5. TpeboBanusg K NpOU3BOIUTENHHOCTH KOMIIOHEHTA!
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1) [IpousBoautenbHOCT, KOMIOHEHTa 10MKHA OBITH JOCTATOYHOM, JIJIS
BBITIOJTHCHHSI BO3JIOKCHHBIX Ha Hee 3amad. B ciaydae HEOOXOIWMOCTH YBEITMYCHUS
MPOU3BOAUTEIBHOCTH VICIOTHUTEND TOKEH MPEAYCMOTPETh TAKYIO BO3MOKHOCTb;

2) YBenuueHne NpOu3BOAUTENLHOCTH KOMIIOHEHTAa TOMKHO JIOCTUTAaThCA
CICAYIOIIUMHU CIIOCO0aMU:

= 3aMeHa WM MOJICPHU3AIIUS aIlllapaTHOTO 00SCIICUCHHS;

— 3aMeHa WJI MOACPHU3AIUS TTPOTPAMMHOTO O0ECTICUCHUS;

= yBEJIMYEHUE TMPOIMYCKHOM CIMOCOOHOCTH KaHAJIOB CBSI3U, MarucTpajibHbIX
Y CETH JOCTyTaA.

5.6.1.6. TpeboBaHUA K HAUITUYUIO OTYETOB.

Kommnonenrt IOJKEH o0ecrieunBaTh 10 KaX10My C30,
B COOTBETCTBHMH C 3asBKaMHu, (pOPMHpOBAHHE B 3JCKTPOHHOM BHC (32 MCKIIFOUCHUEM
CIIy4aeB COJiepKaHUs B OTYETaX CBEACHHUH, COCTABJIAIONIMX TOCYAApPCTBEHHYIO TalHY,
WJIM CBEJACHHUI OrpaHUYeHHOTO JocTyna («/{as ciykeOHOro mojib30BaHus»)) 0 3alpoCy
YIOJHOMOYECHHOTO TPEACTaBUTENS 3aka3dyuka W B aBTOMATHYCCKOM  PEKHUME
MpeoNPEIeICHHON  (perjlaMeHTUPOBAaHHON)  CTAaTUCTHYSCKOM W aHAJUTHYECKOU
OTYETHOCTH O Ka4eCTBE YCIIYT CBS3H:

—  (QopMupoBaHWE TEPHOIUYCCKUX CTATHCTHUYCCKMX W aAHAITMTHYCCKUX
OTYETOB O KAUECTBE YCIYT CBSI3HM, B TOM YHCJIE O TIEPHOJIaX HEJOCTYITHOCTH yCIYT CBS3U
Mo J0ObIM TPUYMHAM 33 TPOW3BOJIBHBIA TIEPHOJ] BPEMEHH, IO MPEIOCTABICHHBIM
3aKa3unKoM TpemomnpeneyieHHbIM ¢GopMaM W WX aBTOMATU3UPOBAHHYIO PACCBUIKY
CpEICTBAMHU DJICKTPOHHOM MOYTHI (3a MCKIIFOUEHHEM CIIydaeB COAEPKAHHMS B OTYETaX
CBEJICHUH, COCTaBIIIONINX TOCYAAPCTBCHHYIO TalHY, WJIM CBEICHHUH OTPaHWMYECHHOTO
noctyna («Jlis ciay)eOHOTo TOJIb30BaHUs»)) YIOJHOMOYEHHBIM TPEIACTABUTEIISM
3aka3unka;

—  ¢QopmupoBaHHE B OIJCKTPOHHOM BHIE (3a HCKIIOYCHHEM CIIy4acB
colepKaHUsi B OTYETaX CBEJACHUM, COCTAaBISIOMIMX TOCYJapCTBEHHYIO TaliHY,
WIA CBEICHWH orpaHudeHHoro mgoctyma («J[ias ciy)keOHOro  IMOJIb30BaHUS»))
OTIEPAaTHBHBIX OTUYETOB O KA4eCTBE KOHKPETHOM yCIyTH CBs3M 11 KoHKpeTHoro C30, B

TOM YHUCJIC O ICpHoJax HCIOCTYIITHOCTH YCIYyI' CBA3H 11O JIFOOBIM IIpUuYuHaM 3a
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MPOU3BOJIHGHBIA TIEPHOJ] BPEMEHH, MPH CaMOCTOSTEIHPHOM OOpaIieHny 3aKa3unuKa
k Kommonenre;
5.6.2. dnemenT «3ammTa ot DDoS aTak» (nanee — DaeMeHT).

5.6.2.1. Hasnauenue DiemeHTa.

DNneMeHT IMpCaAHa3HAYCH JJIA obOecreueHus 3alIHUTHI OT PACIIPCACICHHBIX dTaK THUIIA
«OTKa3 B O6CJIy}KI/IBaHI/II/I)). B cocTtaBe DnemenTa «38.HII/IT8. ot DDO0S arax» McnoaauTeb
OOJKCH OKa3bIBATH TCIICMATHYCCKUC YCIIYTU CBA3H.

5.6.2.2. TpeGoBauusg K DIEMEHTY:

1) AIIEMEHT JOJIKEH npeaocTaBisaThes 11 Beex IP ceteit C30, O6bexToB [TUK
KOTOPhIE  HCIMOJB3YIOTCA  OKOHEYHBIMU  TOJIb30BATEIIbCKUMH  YCTPOMCTBAMHU
[ToTpebuTenei;

2)  JOJDKEH IPOBOJMTHCS aHAIHM3-TpadrKa CCTYIONINX BUIOB:

— CTaTUYECKUHW — HA OCHOBAaHUU CpaBHEHUW (PAKTUYECKUX IapaMeTpOB
WNurepHer-Tpaduxa c COOTBETCTBYIOIIUMU 3HAYECHUSIMU WHIMBUAYAIbHO
YCTAHOBJICHHBIX TPAHUYHBIX 3HAUCHUMH;

— JTUHAMUYECKUNA — BBIABJICHHE OTKJIOHEHHM peatbHOro o0beMa BCEro
Nurepuer-tpaduka nonb3onareneii (PPS u BPS) oT cratuctruecku 0ObIYHBIX 3HAYCHUIT;

3)  [IOKEeH MPOBOIUThCS aHanu3 MIHTepHeT-TpaduKa C Yy4eTOM CICIYHOIINX
npu3HakoB MHTEpHET-Tpaduka:

—  nuanasoH [P-anpecoB otnpaBurens/monydarens Uutepuer-tpaduka;

— nuanasoH aapeco noptoB TCP/UDP otnpasutens/monydarens MarepHer-
TpadukKa;

— HauMEHOBaHUs U napameTpsl potokosios [P, DNS, TCP, UDP, ICMP, AH,
GRE, ESP (nanpumep, 3uadenus TCP-¢uaros s nporokosa TCP/IP);

4)  JOKEH MPOBOAUTHCS aHanmu3 HTepHeT-Tpaduka MO  CICIYIOIIMM
rapaMeTpam:

—  xapakrepuctuku UHTepHeT-Tpaduka (pacrpeaesieHue mno mpoToKoIaMm);

—  KoJmyecTBO naketroB MuTepHeT-Tpaduka B cexynay (PPS);

—  konumyecTBO Oaiit UnTepHeT-Tpaduka B cekynay (BPS).

5) HEeoOXoauMo omnoBeniath IloTpedbuTens O HaIWYUK HEXKeIaTeIbHOIO
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WuTepuer-Tpaduka npu ero nosisaeHuu u3 cetu [lorpedburens;

6) B Tteuenne 30 MuHYT moOciae OOHApY)KEHUS AaHOMAIHHA HEOOXOIMMO
HanpaBlsaTh MHTEpHET-Tpaduk [loTpeburens Ha MporpaMMHO-aMIapaTHBIA KOMILIEKC
HcnomuuTens, BBINOMHSIONUN C TOMOIIBIO BEPOSTHOCTHBIX METOJIOB OYHUCTKY
noctynaromero Ha Hero MHTepHeT-Tpaduka B mensX (QUIBTpalMK HEKEIATeILHOTO
WNuTepHer-Tpaduka.

5.6.2.3. Hcnonaurens noinkeH odecreunBarh 3ammrty ot DoS/DDoS-arak

Ha O6ODVI[0BaHI/II/I HMcnoaHurens.

1)  3Bammra ot DoS/DDoS arak cpenctBamu VcnomaHHWTENns JIOJDKHA
00ecIeuynBaThCsl OT CIEAYIONTUX THIIOB aTaK:

— aTaky Ha nepenojiHeHre kaHanoB cBsa3u (Volumetric Attacks);

— aTaku Ha ceTeBylo uHppacTpykTypy (State Exhaustion Attacks);

— aTaku ypoBHs npuioxkenuii (Application Attacks).

2)  ®unbrpanus Tpaduka JODKHA OCYIIECTBIATHCA IO  CICAYIOUIUM
KPUTEPHUSIM:

— 10 reorpaduueckomMy MpU3HAKY;

— M0 «4epHBIM» U «OenbiM» criuckam [P anpecos;

—  MPOTOKOJaMm;

—  mopTam;

— C TIOMONIBIO PETYJSPHBIX BBIPQKCHHH OCHOBHBIX XapaKTEPHUCTHUK
MPOTOKOJIOB;

— C TIOMONIBIO PETYJSIPHBIX BBIPAKCHUH Pa3IWYHBIX XapaKTEPHUCTHUK
MIPUIIOKEHUM;

— ¢ npuMmeHeHueM challenge/response KOHTpMEp, JIJIsT YIOCTOBEPEHHUS XOCTOB
HMCTOYHHKA,;

— € OTCJIC)KMBAHHEM COCIMHEHUN HA HATMYHUE MEJIJICHHBIX aTak.

3) Oo6opynoBanue Hcnomauress, odecnednBaroiiee 3amuty or DoS/DDoS,

JOJKHO UMETh TEXHUYIECKYIO BO3MOYKHOCTb!

— MO/IABJISITh ATAKU JI0 YPOBHS TPWIOKEHUs cemuypoBHeBoi mozaenu OSI

eMKOCThIO He MeHee 150 I'out/cexk;
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— MOJABJISITh ATAKU 10 TPAHCIIOPTHOI'O YPOBHS ceMUypoBHEBOU Moxaenu OSI
1o 2 Tout/c;

— OpU HEOOXOAMMOCTH U BO3MOYKHOCTH B3aWMOJEWCTBOBAaTH C CUCTEMOM
3auThl 0T DoS/DDoS Tlotpeburtens B mensx oOpabOTKHM aBTOMATHYECKHX 3alpPOCOB
aKTUBALlMU JIONOJHUTEIBHON OUMCTKY TpauKa U MOJaBICHUS aTak;

— B aBTOMAaTHUYECKOM PEKUME 3arpykaTh U MPUMEHSATh «O€JbIe» U «YEPHBIEH
ciucku [P agpecos cetu «MHTEpHET» 1151 TOUEK noakmoueHus [lotpedutens, B KOTOPHIX
OKa3bIBaeTcs yciyra 1o 3amure oT DoS/DDoS.

4) Pemenne 3ammTbl oT DoS/DDoS MODKHO TOJMICPKUBATH BKITFOYCHHE
peXrMa OYUCTKH TpadrKa NepeynuCcICHHbIMA HUKE CITOCOOAMHU:

— B aBTOMAaTHUYECKOM PEXHUME MPHU MOJYyYEHUHU CBEICHUI OT 000pyrOBaHUS
riowmanaku [lorpedurens, rae okasbiBaeTcs Y ciyra CBs3y;

— B aBTOMAaTMYECKOM pEXUME NpU OOHapyKEHHH O000pyAOBaHHEM
Wcnonnutens anomanuu B Tpaduke [lotpedurens;

— BpyuHyl0, nyreMm oOpamenus [loTpebutenem B ciayx0y TEXHUYECKOU
MOJJICPKKN Y YaCTHUKA;

— BpyuHyto  McnonnutreneM  npu  oOHapyKeHHUH  OOOpyAOBaHUEM
Ucnonautens anomanuu B Tpaduke [otpedurens.

5.6.3. DaemeHT «MeiKceTeBOEe IKPAHMPOBAHUE) (fajiee — DJIEMEHT).

5.6.3.1. Hasunauenue DiemMeHTa.

DneMeHT mpenHa3HadyeH Juisi oOecredeHus WHGPOPMAIMOHHON 0€30MacHOCTH
npu poctyne B cetb «MHTepHeT», a Takxke npu odbmene Tpaduxom mexnay ECII]
u nogkmogaembiMu Kk ECIIJI  Kamamamu L2, gns  mpemoTBpaiieHus
HECAHKIIMOHUPOBAHHOTO J0CTyMa K BHyTpeHHUM cerMeHTam ECIIJ[ u monbIToK B310Ma.

DJIeMEHT TpeaHa3HaueH s obOecrniedeHuss WHQPOpMAIIMOHHOW 0€30macHOCTH
npu jpoctyne B ceth «MHTepHeT», a Takke mpu obmeHe tpaduxom mexay ECITJ]
nu OOwexkramu [[UK, nma npemoTBpamieHuss HECAaHKIIMOHUPOBAHHOTO —JOCTyMa
K BHyTpeHHUM cerMeHTam ECII/] u monsIToK B3110Ma.

5.6.3.2. TpeGoBauusg K DJIEMEHTY:

1) DuaeMeHT I0JDKeH 00eCIeunBaTh.
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— pasrpaHnveHre WHQPOPMAIMOHHBIX IMOTOKOB, CETEBOTO B3aWMOJCHCTBUS
MEK]ly CErMEHTaMU;
—  OJIOKMPOBKY 3aIpeIlleHHbIX TUIIOB B3aUMOICHCTBUH;
— KYpHaJUpPOBAHWE WJIM IOACYET YHUCJIA TMOMNBITOK OCYIIECTBICHUS
3aIpEICHHBIX B3aUMOJICUCTBUM;
—  OJIOKMpPOBKY OOpallleHui K U3BECTHBIM CEPBEPAM 3JI0YMBIIIJICHHUKOB;
—  moaaepXKy (GYHKIHMH BBISBJICHHSI BPEIOHOCHOTO Tpaduka HAa OCHOBAHUU
CUTHATYD;
—  BO3MOXHOCTh CO3/IaHUSI 0TKa30yCTOMYUBOTO Kiactepa (THIIOB active-passive
WM active-active);

2) MexceTeBbie SKpaHbI JOJKHBI o0ecreunBaTh 3aIIUTy
OT HECAaHKIIMOHUPOBAHHOTO JocTyna u3 cetu «VHTepHeT» WM BHENIHEH CeTu
o otHomeHuto k ECII/I, a Takke KOHTpOJIb U PETYJIMPOBKY JOCTYIAa MOJIb30BaTEIEH
BHYTPEHHE ceTu K pecypcaM ceth «VHTepHEeT» U BBIAEIEHHBIM CErMEHTaM
uHppacTpykTypsl [loTpedurena. MexceTeBoil 3KpaH TOJKEH 00ecrieunBaTh KOHTPOIIb
BCETO MPOXOSIIETO TpaguKka U ObITh YCTOWUMBBIM K BO3CHCTBUIO BHEIIIHUX aTaK;

3) Ilpu BeIOOpe MCD ompenencHHOro Kjacca 3aluThl JJIs 0OeCIeUeHUs
O6ezomacHOCTM B HMH(GOPMAIMOHHBIX  CHCTEMax  COOTBETCTBYIOIIETO  Kjacca
3aIIUIEHHOCTH HEOOXOIMMO PYKOBOJCTBOBATHCS HOPMATHUBHBIMU MPABOBBIMHU aKTaMU
®CTOK Poccuu;

4) Bwibop  cepTU(UIMPOBAHHBIX  HA  COOTBETCTBHE  TPEOOBAaHUAM
no Oe3omacHoctn wuHbopmarmu MCD, [OMKEH NPOU3BOJUTHECA C  yYETOM
COBMECTUMOCTH C WH(POPMAIIMOHHBIMU TEXHOJIOTHUSIMU M TEXHHUYECKUMH CPEJICTBAMU,
GyHKIMIA 0€30MIaCHOCTH ATUX CPEACTB U OCOOEHHOCTEH UX pealln3alliy, a TaKXkKe Kiacca
3aIUIIIEHHOCTH UH()POPMAIIMOHHOM CUCTEMBI;

5) i obecnieueHust HEOOXOAUMOTO YPOBHS HH(POPMAIIMOHHOM O€30MaCHOCTH
HEOOXOJAMMO TPUMEHSITh B KayeCTBE KIIIOYEBOW HACTPOWKHM MEKCETEBOrO JKpaHa
MIPUHITUII «3arpeiieHo Beey. OTkpbiBaThbest HA MCD HOJDKHBI TOJIBKO T€ YCIYTH, XOCTBHI,
CETH M TPOTOKOJIBI, KOTOPHIE HYXKHBI i1 obecrnieuenust pabotel cucrteM [loTpedurers.

Bce Heucrnonbzyemble aapeca, CeTH, MPOTOKOIbI U yciyrd Ha MCD noJbKHBI OBITH
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3anpelleHbl;

6) MCD fomKeH coaepXaTh CpeAcTBa, 0OeCIeYMBAIONINE KOHTPOJIb
3a IIEJIOCTHOCTBIO CBOCH MPOrpaMMHON U MHPOPMAITMOHHOHN YacTu. MeXCceTeBOM dKpaH
JOJDKEH TpeAycMaTpUBaTh MPOIEAYyPY BOCCTAaHOBICHHsI TOciae cOOEB M OTKa30B
o0opy0BaHusl, KOTOpas JI0JKHA 0O0ecrieunBaTh BOCCTAHOBJIEHUE CBOWCTB MEXCETEBOTO
sKpaHa. B MexceTeBoM sKpaHe N0KHA 00€CleuynBaThCsl BOZMOXHOCTh PErJIAMEHTHOTO
TECTUPOBAHUS;

7) B kypHamax wiau log-daitmiax B 00sA3aTE€IbHOM IOPSAKE JIOJIKHBI
PETUCTPUPOBATLCA BCE COOBITUSI O COEAUHEHMSIX, YCTaHaBIMBaeMbix depe3 MCO
U XpaHuThcd Mcnionnurenem B TeueHue 12 Mecsues;

8) Ilpu BO3MOXHOCTM JIOJDKHA OBITH  oOOecredeHa aBTOMAaTHYECKas
perucrpanus caeAyromux coObITU NHHOPMAIIMOHHON O€301aCHOCTH:

—  mo0ble MOMBITKYA BX0/1a/BbIX0/1a CYOBEKTOB JOCTYIA B CUCTEMY/U3 CUCTEMBI;

—  U3MEHEHHWE TMpaB M CUCTEMHBIX MPUBWIETUA YYETHBIX  3aIHCEi
MOJIb30BaTEIICH;

—  u3MeHeHue HacTpoek MCD;

9) 3ammra Ha ocHoBe MCD J0DKHA PEaiM30BBIBATH  CIICAYIONINE
BO3MOKHOCTH:

—  (punbTpanus Ha OCHOBE CETEBBIX aJPECOB OTIPABUTEIS MTOTyJaTelIs;
—  JIOKaJbHasl CUTHAJIM3AIUs MOTBITOK HAPYIICHUs TPaBWI (PUIIbTpALINY;

10) MCD noymkeH ObITh HCITOJIB30BaH IS :

— OTpAaHUYCHMSI WM 3alpelieHus JIOCTylla XOCTOB BHYTPEHHEW ceTu
K cepBucaM BHelHeln cetn « THTepHeT;

— OTPaHUYECHHMS JOCTYIA BHEIIHUX IOJIb30BAaTENEl K BHYTPEHHUM pecypcam
KOPIIOPATUBHOM CETH;

— MOICPKKK  TIpeoOpazoBanusi ceTeBbiX aapecoB (NAT), uto mo3BomiseT
HCMOJIb30BaHUE BO BHYTPEHHEN CETH ITpuBaTHBIX [P anpecos;

11) Ins  oOecnieueHus MHPOPMALMOHHOW OE30MACHOCTH TpH  OOMEHE
uHpopManueit Mexay BHyTpeHHuMu nojacetssmu ECI/] nomknb! yecranaBnuBaTeess MCO

Ha CTBIKC Y3JIOB CCTH, CO3aaBadA IIPpU 3TOM JOIIOJIHUTEIBHBIC TOUKHM KOHTPOJIA AOCTYIIA,
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KOTOpBIE€ JOJDKHBI 00€CIeurnBaTh OTPAaHUYCHHE CIOCOOOB B3aUMOACHCTBUS MEXKIY
CErMEHTaMH CETH.
5.7. KomnoneHT «Opranu3amnus kanajua L2».

5.7.1. Haznauenne KommnoneHnra.

KoMrioneHT Ycinyr cBsi3m JIOJDKEH 00eCcIeunBaTh OPraHU3aIMIO0 KaHalla CBSI3U OT
C30, O6bekToB IIUK k Toukam npucoeaunenus ECII/] mo cetn MPLS Ucnonuurerns.

5.7.2. TpeboBannsa kK KOMIIOHEHTY:

1) Opranu3oBaHHbIC KaHAIbl CBSI3W  JOJOKHBI  IPEACTABIATH  COOOM
BBIJICIICHHYIO CE€Th, TOCTPOSHHYIO Ha 000pynoBanuu VcromHuTeNs;
2) OpraHu30BaHHBIC KaHAJIBI CBSI3U JIOJDKHBI OBITH CO3/IaHbI C HCIIOIh30BaHUEM
TEXHOJIOT U
— BOJIC;
— CIyTHUKOBBIN KaHAaJI CBSI3H;
— HWHBIE TEXHOJOTUH, 00CCIICUNBAIOIINE HAUOOIBIIYIO FapaHTHPOBAHHYIO
CKOPOCTb OAKITFOUEHUS.
[TpropuTeTHO# TeXHOJIOTHEH TOAKIIOUeHHS 00beKTOB sBisieTcs BOJIC.
[TonkntoueHne OOBEKTOB 1O CIYTHUKOBOW TEXHOJIOTUM WM HUHBIM
texgosoruaM, omiandHbiM oT BOJIC, momxHO OBITH coriiacoBaHo HMcmoiHurtenem ¢
3aKa3unKoM;

3) OpraHM30BaHHBIC KaHaJbl CBSI3W HAYMHAIOTCA Ha  O0OPYIOBAaHHUH
Ucnomaurens B C30, O6wekrax MK u 3akanumBarorcss B Touke mpucoeaMHEHUS
ECII;

4)  OpraHu3oBaHHBIC KaHAJIBI MOTYT ObITh YACTHYHO OPTaHM30BaHbBI UePE3 CETH
aJbTEPHATUBHBIX OIEPATOPOB, MPU ATOM TOYKHU COMNpsbKEeHHs ceTei McmomHuTtens u
aJbTEPHATUBHBIX OMEPATOPOB MOTYT HE coBnaaaTh ¢ Toukamu npucoeaunenus ECII/;

5)  OpraHu3oBaHHbIC KaHAIBI CBA3H MOTYT OBITh ITPEIOCTABIICHBI B BUJIC:

a. BBIJICIICHHBIX KaHaIOB M1 ogHoro C30, O6sekra LIUK;
b. BUC ob6benunstomux Heckoiabko C30, OobexToB [IUK. B pamkax Takux
BUYC pomxHo ObITH HcKIIOUeHO B3anmoackictue C30, O6bvexroB LUK,

munys ECIT/;
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6) OpranuzoBannbie kKaHabI cBs3U (BUC) MOTyT OBITH peau30BaHbl HA BTOPOM
WIN TpeTbeM ypoBHE ceTeBoil mojenu OSI npu yciaoBuu coOMOAEHUS BCEX MPOUYMX
TpeboBaHuii HacTosIIero T3;

7) OpraauszoBannbie i jgoctyna k ECIIJ] kaHambel He mpeaHa3HAYCHBI
JUTSl iepeaun Buaeo-Tpaduka;

8)  HanmeXHOCTh OpraHM30BAaHHBIX KAHAJIOB CBS3W HE JIOJDKHA OBITH HUKE
noctynHoctu ycayru ECI/] B nenom, onpeaenennoit T3;

9)  OpranusoBaHHble ¢  wucnoigp3oBaHueM BOJIC  kaHambl  JTOJDKHBI
oOecrieunBaTh MPOXOKACHHE MmakeToB pazmepoM a0 1500 Gaiit Bximtountensao (MTU)
0e3 ux parMeHTanuu;

10) OpraHu30BaHHBIC KaHAIBI JOJDKHBI IPEIOCTABIATh KAK MHHUMYM 3 Kjlacca
KauecTBa oOciyxuBaHus Tpaduka. Ilo corimacoBaHuio ¢ 3aka3uvKOM JOMYCKaeTCs
UCIIOJIb30BaHUE MOJIEeNiell KauyecTBa OOCHY)KMBaHHS C OONBIIMM WM MEHBIINM
KOJIMYECTBOM KJIACCOB;

11) CoyraukoBeie KaHabl cBs3u it C30 MOTyT OBITH OpPraHU30BaHBI C
MCIIOJIb30BaHUEM TapaHTUPOBaHHOM moJsiockl pornyckanus (CIR) wim ¢ MakcuManbHO#
(HerapanTupoBaHHOI) mojiocoi mponyckanus (MIR) (B COOTBETCTBUHM C TEXHUYCCKOM
BO3MO>KHOCTBIO TEXHOJIOTMUECKOT0 000pyA0BaHus), IPU ATOM JIOJIKHA 00€CIIeYnBaThCS
MUHHUMAJIBHO JOIYCTUMAs IPOITYCKHAs CIOCOOHOCTh, yKa3aHHas B myHkTe 5.7.3 T3.

12) OpraHmzanus CIyTHUKOBBIX KaHaioB cBsizu g OO0bekTtoB [IUK

OCYIIECTBIIAETCS ¢ UCTOJIB30BAHNEM TapaHTUPOBaHHOM mosiockl mpomyckanus (CIR).

5.7.3. TpeboBaHus K MPOITYCKHOU CITOCOOHOCTH.

Opranu3zoBaHHBIC KaHaJbl JIOJDKHBI 00ECIIEYMBAThH CIEAYIONIYI0 CKOPOCTH

nepeaadn JaHHbIX, B COOTBETCTBHH C 3asBKaMu.

HMas C30:
CkopocTs goctyna
J1i1st 06pa3oBaTeNbHBIX OpTraHU3aINi, HAXOISIIAXCS He menee 100 Mowut/c
B TOPOJICKUX ITOCEJICHUSX
J1y1st 06pa3oBaTeNbHBIX OpTraHu3aINi, HAXOISIIAXCS He menee 50 Mo6ut/c
B CEJIBCKUX MTOCEIICHUSX
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st o0Opa3oBaTeIbHBIX OpraHu3alui,
MNOJKIIOYAeMbIX C HMCIOJIb30BAaHUEM HHBIX JIMHHM He menee 1 Mourt/c
CBs3M (B TOM YHCIE CIYTHUKOBBIX) B cllydae
HEBO3MOXKHOCTH Hcnoiab3oBanust BOJIC

JInsl CIIyTHUKOBBIX KaHAJOB CBSI3HM, OopraHn3oBaHHbIX B C30 ¢ HCHOJIB30BaHHEM
MaKCHMaJbHOW  (HerapaHTHpOBaHHOW) Tmosiockl mpomyckanus (MIR), momkHa
o0OecreunBaThCcsi MUHUMAJbHAs TapaHTUPOBaHHAs CKOpOCTh jgoctyna — 1 Mout/c mo

HampaBJIeHUIO «0T»/«k» C30.

s OobexToB ITUK:
CKopocTh ToCTyNa K CETH MepeIavn
JAHHBIX*

s LentpanbHoil n3bupaTeabHOM Ot 1 no 40 I'6ut/c
komuccun Poccniickon @enepanun

Hns  V30upaTenbHbIX KOMHUCCHUUH 140 Mowut/c
cyowrektoB Poccuiickoit deneparu

st TeppuTopranbHbIX 60 Mo6wuT/c
U30MpaTebHBIX KOMUCCUU

s 00BEKTOB UK, 1 Mowurt/c
PacIoJIOKCHHBIX B TPYIHOAOCTYITHBIX
HACEJICHHBIX MyHKTaX M TOJKIIOYCHHBIX
10 CITYTHUKOBBIM KaHAJIaM CBSI3H

—  Bo4as goctyn K cetu «utepuer» u I'AC «BbriOopsD) (CKOPOCTH 10CTyIa
B BUC nna HUK, UK CP®, TUK nnsa nepenaun marasix I'AC «Bpe16ope» u BUC ms
UK, UK CP®, TUK nna noctyna B cetb «ITHTEpHET» ONpPENENSIETCS B COOTBETCTBUH

3anpoca [{UK).

5.8. Kommnonent «Ilepenaua nanubix L2

5.8.1. Haznauenune KomMmrionenra.
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Komnonent nomken obecneunBath nepefady nanubix oT C30, O6bexToB LUK k
Toukam npucoeaunenust ECIT/I.

5.8.2. TpeboBaHUs K IPOITYCKHOU CITIOCOOHOCTH.

OpraHu30BaHHbIE KaHalbl JOJDKHBI 00€CHeunBaTh CIEAYIOUIYI0 CKOPOCTb

nepcaadnu JaHHbIX, B COOTBCTCTBHHU C 3asiBKaMH.

Has C30

CkopocTs goctyna
Jlnst oOpa3zoBaTeNbHBIX OpraHU3aldid, HAXOSIINXCS He menee 100 Mowut/c
B TOPOJICKUX TTOCETICHUSIX
JI1s1 oOpa3zoBaTeIbHBIX OpTraHU3alluid, HAXOISIINXCS He menee 50 Mourt/c
B CEJILCKHUX MOCEJICHUSIX
s o0Opa3oBaTeIbHBIX OpraHu3aluu, He menee 1 Mourt/c
MOJKIIOYAEMBIX C HMCIOJIb30BAaHUEM HHBIX JTMHUN
CBs3M (B TOM UYHCIE CIYTHUKOBBIX) B cllydae
HEBO3MOXKHOCTH Hcnojab3oBanust BOJIC

JIst CIyTHMKOBBIX KaHAJIOB CBsA3M, OopraHu3oBaHHbIX B C30 ¢ HCNOIb30BaHUEM
MaKCHMaJbHOW  (HerapaHTHpoBaHHOH) Tmosiockl mpomyckanus (MIR), momkHa
o0OecnieunBaTbcsl MUHUMallbHAs TapaHTHpPOBaHHas CKOpPOCTh noctyna — 1 Mowut/c
10 HAMpPaBJICHUIO «OT»/«k» C30.

5.8.2.1. VYenyra no kommnoneHty "Ilepemaua nganHbix L2" Moxker OBITH
npenocrasiieHa VICIOJHUTENEM C HCIONIb30BAHWEM KAaHAJIOB CBSI3U aJbTEPHATUBHOTO
oreparopa IMyTEM apeH]Ibl COOTBETCTBYIOIIMX KAHAJOB CBS3U WJIM AJIbTEPHATUBHBIM
OMepaTopoM NpPH HAJUYUH COOTBETCTBYIOUIETO COTJIAIICHHS] MEXKIY ajlbTepHATUBHBIM
onepatopoM u [loTpebutenem, a Taxke npu yciaoBuu obecriedenust VcnomHutenem

noctryna k ECII/] ¢ cetu cBsi3u anbTepHAaTUBHOIO onieparopa B unrepecax I[lorpedurens.

5.8.3. TpeboBaHUA K KAUECTBY OOCITVKUBAHU.

B pamkax mozenu ¢ 3 kinaccaMu oOCIy>KMBaHUS MIPU nepenade Tpahuka Mexmay
C30 u y3nom UcnonHuTens 101KHA TOAIEPKUBATH:
— Krnacc 1 — Ttpaduk npuwioxkeHuil peanbHOTO BpeMeHU (TOJ0C, BHIIEO),

KPUTUYHBIA K TIOTEPSIM TTAKETOB, 3a/IEPKKAM U KOJICOAHUSIM 3aICPIKKH;
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—  Kunacc 2 — tpadguk koprnopaTUBHBIX HH(POPMAIIMOHHBIX CUCTEM, KPUTUYHBIN
K 3aJIep>KKaM | MOTepsM;
—  Kuacc 3 — tpaduk, HekpUTUYHBIN K 3aaepkkaM («HTepHET», pa3IuyuHbIe
CETEBBIE CITYKOBI).
Knaccudukanuss Tpaduka [ODKHA OCYIIECTBIATHCA Ui Kakaoro L2-makera
B OT/EJIBHOCTH, B COOTBETCTBHU CO 3HaueHHEeM ero 3arojioBkoB 802.1p, xak yka3aHO

B Clle[lyIollel TaduIe:

Tun Tpaduka 3HaueHUe 3aroioBKa

Knacc 1 5(VO)

Kmacc 2 3 (CA)

Kiacce 3 Default (;1ro0bie 3HaueHUs, OTIUYHBIEC OT Ki1accoB 1 u 2)
[Ipumeyanus:

— [Tpu mepenade naHHBIX yepe3 KaHan CBs3M 3aroioBok 802.1p He moimkeH
MU3MEHATHCSL.

- [Ipu mpeBbimiennn Ttpadpuxom Kiacca 1 mpomyckHOW crocoOHOCTH,
YCTAaHOBJICHHOW Ha mopTy s Krnacca 1, nomkeH OpoU3BOAUTHCS COpPOC MaKEeTOB
¢ kadectBoM Kiacca 3; mpu mnpesbimeHun Ttpaduxom Kiacca 2, mpomyckHOM
CIIOCOOHOCTH, YCTaHOBJICHHOW Ha mopty i Kiacca 2, — cOpoc MakeToB ¢ KaueCTBOM
Kinacca 3; npu npessimiennu tpadukom Kiacca 3 npormyckHoOM criocOOHOCTH TopTa —
cOpOC MaKETOB.

— [Tapametpsr kauecTBa mepenadyn L2-makeToB uepe3 KaHall CBSI3U JIOJDKHBI

YAOBIICTBOPATH CIICAYIOIITUM Tpe60BaHI/I$IMI

L'apanmupoeannvie 3HaueHus napamempos Kadecmea nepeoauu OAHHbIX
no xavanram ceasu om C30, Obwvexmos I[UK k Toukam npucoeounenus ECIIJ],
opearuzosarnvim no BOJIC:

3azepikka nepegaun

Tun [TpouieHT NOTEPAHHBIX Bapuanus 3anepxku
pon P L2-makeToB B 0J1HY prant AACPAIH,
Tpaduka L2-nakeroB, He Oonee He Oonee
CTOpPOHY, HE boJiee
Kiacce 1 0,2% 15 mc 10 mc

Kiacc 2 0,2% 20 Mc HE HOPMUPYETCS
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Knacc 3

5%

25 Mmc

HE HOPMUPYETCS

Cpeonecmamucmuueckue yeesvle 3HAUeHUs NApamMempos Kavecmea nepeoadu
oannwix no kauanam ceazu om C30, Obvexmos L{UK x Touxam npucoeounenus ECII/],

OP2AHU3O0BAHHBIM C UCNOJIb3068AHUEM CNYMHUKOBbIX JIUHUL CBA3U:

Tun [IponeHT moTepsHHBIX 3ajiepiKa nepesiain Bapuanus 3anepxku,
L2-nmakeToB B OHY
Tpaduka L2-maketoB, He Ooiee He Oonee
CTOpPOHY, HE OoJiee
Kimacc 1 0,5% 500 mc 50 mc
Kiacc 2 1% 550 mc HE HOPMHUPYETCS
Kinacc 3 5% 600 Mc HE HOPMHUPYETCS

Cpeonecmamucmuueckue yenesvie 3HAUEeHUs: Napamempos Kaiecmea nepeoadu
oannwix no kauanam ceasu om C30, Obvexmos L[UK k Touxam npucoedunenus ECII/],

OpP2aAHU306AHHBIM NO Hnoim mexnonocusm

3azepKKa nepenaun
Tun [IpoueHT nOTEpSIHHBIX JIeP pez Bapuanus 3agepxku,
L2-nmakeToB B 0/1HY
Tpaduka L2-nakeroB, He Ooee He Oosee
CTOPOHY, He boJee
Kiacc 1 0,5% 100 mc 50 mc
Knacc 2 1% 200 mc HE HOPMHUPYETCS
Knacc 3 5% 300 mc HE HOPMHUPYETCS
6. Hopsinok B3aumoaeicTeust CTOPOH B pAMKaX OKa3aHHUs Y CJIyI CBA3H
6.1. Oxazanue Ycuyr cBa3u McrosnHuTeneM OCYIIECTBISETCS Ha OCHOBAHUU

3asgBOK 3akazuwrka 1o gpopme 3asBku ([Ipmtosxenne Ne 1).

6.2.

CocraB 3asBKH JI0OJKEH BKJIKOYATh CIEIYIOUTYI0 HHPOPMALIHIO:

Howmep;
Conepxanue;
CocTaB KOMIIOHEHTOB,

[Tapametpsl Yciyr cBs3u;

Cpox oka3zaHus YcCIyr CBS3H;
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—  Croumocts cornacHo llenam eaunun Yeanyru (Ilpunoxxenume Ne 2
K FTOCYJJapCTBEHHOMY KOHTPAKTY) U 00BbEMY Y CIIYT CBSI3U;

—  AnpecHsiii nepeuens C30.

6.3. 3asBka GopmMupyercs 3aKa3uUKOM B JIEKTPOHHOU (hopme (32 UCKITIOUECHUEM
CIy4aeB CoOJep)KaHUsl B 3asBKE CBEACHUH, COCTABIISAIONIMX TOCYAapCTBEHHYIO TaiHY,
WM CBEJECHUNM OTpaHUYECHHOro noctyna («Jjisi ciy>keOHOTO MOJIb30BaHUS ), KOTOPHIC
dbopMupyroTCsS Ha OyMa)XHOM HOCHUTEIIE) U HalpaBisieTcs B aapec McmomauTens. B gactu
KomnionenTa «IIpegoctaBieHue nocrymna» 3asBKU HAMPaBIIAIOTCS B CPOK HE MEHEE YeM
3a 15 paboumx puer, mia Kommonenta «Opranmsanus kaHana L2» 3asaBku
HaIpaBJIsIOTCS B CPOK HE MeHee yeM 3a 30 pabouux JgHEH M0 AaThl Hayajga OKa3aHUs
Yenyr cBsa3u, yctaHoBieHHOM 3asBkoil. J[nsi KommonenToB «llepegaya gaHHBIX» U
«Ilepemaua manubIx L2y:

—ecomu C30, OOwbekr UK panee Owpu1 momkmoued k ECIIM, 3asBku
HaIMpaBJSIIOTCST HE TO3/Hee TpeOyeMoM JaThl Hadajla OKa3aHUsl COOTBETCTBYIOIIMX
KommoHeHTOB;

— ecimm C30, O6wext LUK panee He Obur moakmroueH k ECIIJ, 3asBku
HaIpaBJISIIOTCST B CPOKU, aHAJIIOTUYHBIE YKA3aHHBIM BhIlIE cpokaMm Jjii KomMmoHeHTOB
«IIpenocTaBienue noctymnay, «Opranuzanus kaHana L2y, okazanue KOTOphIX TpeOyeTcs
s cootBeTcTBytonero C30, Oobekra UK

— U3MEHEHUs]I B 3asBKU (KOPPEKTUPOBKM paHEE HAMNpPaBJICHHBIX 3asBOK),
3aTparuBaroIne CYIECTBEHHBIE MApaMeTPhl OKa3aHUs Y CIIYT CBsI3U (CKOPOCTH Mepeaadn
JAHHBIX, TEXHOJIOT U MOKIIFOUEHHUS ), HAPABIISIOTCS B CPOK HE MeHee ueM 3a 30 pabounx
nHel 1o TpeOyemoil JaThl M3MEHEHUS TaKUX CYIIECTBEHHBIX IMapaMETpPOB OKa3aHUs
Ycayr cBa3u.

WHble CpOKH, OTIWYHBIE OT YKa3aHHBIX BBHIIIE B HACTOsIIEM MyHKTe T3, MOTyT
MIPUMEHSTHCS 110 COTVIACOBAHUIO MEXAY 3aKa3uuKoM U McroaHUTENEM.

6.4. 3asBka Jn0HKHA OBITH MOJANMKCAHA YIOJHOMOYEHHBIM JIMIIOM 3aKa3dyuka
B DJICKTPOHHOUW (hopMe (3a HCKIIOUCHHEM CIydaeB COJIEpKaHUS B 3aABKE CBEIICHMUIA,
COCTaBJIAIOIIMX TOCYJapCTBEHHYIO TailHy, WM CBEACHUN OrPaHUYEHHOIO J[OCTYyIa

(«nst cimy>keOHOT0 MOJIb30BAHUA ), KOTOPBIE HAIIPABIISIOTCS COTVIACHO YCTaHOBIEHHOTO
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MOpsIIKA JIUTS TAKUX JOKYMEHTOB) M HampaBlieHa B ajgpec VcrmomHuTeNs opUITHaIbHBIM
MUCHMOM.

6.5. HcnomHuTenb B CPOK HE MO3/IHEE D pabouuX AHEH ¢ JaThl MOTyYeHUs 3asiBKU
opUIMATBHBIM TMHUCHBMOM 32 TOJIHUCHI0 YIOJHOMOYEHHOTO JHIla WH(OOPMHUPYET
3aka3zurKa o0 MPUHATUHU 3asiBKU B padOTy U Havalie €€ UCIIOJIHEHHUS.

6.6. HcnomHutens mo uroram mnpopabOTKU BO3MOXKHOCTH OKa3aHUs YCIyTd
no Kowmmnonenty «Opranuzanus ka"Haia L2» B COOTBETCTBUHM C  3asBKOU
B CpPOK He moznHee 15 paboumx jgHed C arhl mojgyyeHus 3asiBKU BIpaBe HaAIpPaBUTh
3aKa3unKy YBEIOMJICHHE O HEBO3MOXKHOCTH MOAKIIOYCHHS OOBEKTa C TpeOyeMbIMU
napaMeTpaMM M HEOOXOJMMOCTH BHECEHHMS W3MEHEHuW B 3asBKy B clydae,
€CJIM OKa3aHWE€ JIaHHOW YCIYI'M CBSI3M BO3MOYKHO IO MHOM TEXHOJIOTHHU, OTINYHOU
OT YKa3aHHOU B 3asBKeE.

6.7. 3aka3uuk uMMeeT mpaBo 10 (GOpMHUpPOBaHUS 3asBKU HAIMPaBUTh B ajpec
HcnonHurens 3anmpoc Ha OINPENEICHUE TEXHUYECKON BO3MOXKHOCTA M TEXHOJOTHUH
MOAKIIOUCHUSI 00BEKTOB. McnomHuTens 00s3aH MPEJOoCTaBUTh OTBET 3aKa3uuKy
Ha 3anpoc B TeueHue 30 KajaeHIapHbIX THEH.

6.8. HcmomauTens o0s3aH yBEJOMHUTH 3aKa3unKka O HEOOXOAMMOCTH BHECCHUS
M3MEHEHH B 3asiBKYy B CIEAYIOIIUX CIyYasix:

— ecnu HauMeHoBaHus U (wim) aapeca C30 u O6wexroB LUK, ykazanubie
B aJ]PECHOM IepeYHe K 3asiBKE HE COOTBETCTBYIOT (PaKTHUECKUM;

— ecmm C30 um (wm) O6bext WK mpexpaTwin/mpuoCcTaHOBUIM CBOIO
NeSATEIbHOCTD;

— npu mnepemeniennn C30 u (unu) OObexta I[[UK Ha HOBBIM ajapec
pa3MelnIeHus OpraHu3aliniy,

— B CJIy4ae, €CJIM OKazaHue yciayru no kommnoHeHrty "llepenaya nanupix L2"
obOecrieunBaeTcss B COOTBETCTBUMU ¢ 1.5.8.2.1 w nmanHas uHpOpManus HE OTpaKeHa
B 3asBKe.

6.9. Ilpu HeoOxoaMMOCTH BHeceHUs H3MeHeHHi B 3asBKy HWcmonHurtenb, B
teuenue 10 xaneHmapHBIX JHEW CO JHS MOJY4YEHHUS COOTBETCTBYIOIIEH HMHGOpMAIIHH,

HanpaBJIACT B aJpcC 3aka3unka COOTBCTCTBYIOIIICC YBCAOMIICHUC, IIOAIMCAHHOC
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YIOJIHOMOYEHHBIX JIULOM.

6.10. IIpu mepeezme C30 Ha HOBBHIN aApec pa3MENICHUS 6 npeoendx 00HO20
HacenewHo2o nywkma, okazaHue Ycayr cBs3u Mcnomunutenem mno Kommonentam
«Ilepenaya nanubix» u «llepemaua manapx L2 110 HOBOMY aapecy OCyIIeCTBIsETCs 0e3
Kommnonenta «Opranuzanus kanana L2» Ha OCHOBaHMM NMHCHbMEHHOTO OOpalleHus
3aka3zuuka 1 3asaBKH.

6.11. Ilpu mepee3ne C30 Ha HOBBIM aapec pa3MEUICHUS B UHOU HACENeHHblU
nyHxkm, okazanue Ycnyr cBa3u Mcnonuurenem no Komnonentam «llepepada naHHbIx» U
«llepenaua mganubix L2» C30 mo HOBOMY ajpecy OCYIIECTBISETCS Ha OCHOBAaHHUU
MMCbMEHHOT0 0OpaieHus 3akazunka u 3asBku 0e3 Kommnonenrta «Opranusaius kaHana
L2» npu ycnoBun Hasmmuust BOJIC o HoBomy anpecy pasmernnerus: C30.

[Ipn orcyrcrBum BOJIC mo HoBOMy anpecy pasmemienus C30, Mcnomaurenem
nonreepxkaaercss orcyrcrsue BOJIC B nuceMeHHOW (opme B aapec 3aka3uumka, U
okazanue Ycuyr cBsa3u no Komnonenram «llepenaua nanueix» n «llepenava naHHBIX
L2» ocymectBisiercs Mcnonaurenem ¢ Kommonentom «Opranmszamnus kanana L2» Ha
OCHOBaHUH 3asIBKH.

6.12. B cmyuae ecnu st C30 Yenyru cBszu o Kommonenty «llepenada manHbIx
L2» oka3biBatoTCst B COOTBETCTBUU € MyHKTOM 5.8.2.1., McnionHuUTENb 00513aH B CPOK HE
no3aHee 30 pabounx AHEH ¢ MOMEHTa MOJy4YeHHs 3asiBKM HANpPaBUTh WHOOPMAIUIO O
3aKJIIOYEHUU COOTBETCTBYIOIIMX JOTOBOPOB MO (opmMe oTyeTa O JAOTOBOPHBIX

OTHOHICHUAX C AJIbBTCPHATHBHBIMHU OIICPATOPAMH.
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1. IHopsinok KOHTPOJISI, IPUEMKH U U3MEPEHNsI KayecTBa
NPeAOCTABJICHUS Y CJIYT CBA3H
7.1. HcnomHuTenb NpeaoCcTaBisieT 3aKa3uuKy:
7.1.1 Ha yrtBepxnaenue, He no3aHee 20 padouux aHeil CO JHS MOANMUCAHHUS
KonTpakra:
1) [lnan opranuzauuu Touexk mpucoenunenus ECII no d¢opme
B cooTBeTCcTBUU C [Ipunoxenuem Ne 4 k TexHuueckomy 3aJjaHUIO;

2)  ®opmy oryera 00 HCIOJB30BAaHMM OOOPYJOBAHUS POCCHUCKOTO

POMCXOXKICHUS;
3) ®opmy oTueta o npucoeauHeHHBIX UC;
4) MeTomuKy TMPOBEACHUS MPHEMO-CAATOYHBIX — HWCIBITAHWHA  JUIS

oOpazoBaTtenbHbIX opranuzanuii u s [{UK;

5) PernameHTsl TEXHUUECKOW MOIJAEP/KKHU IPU OKa3aHUU Y CIIYTH CBSI3H
111 C30 u ns o6vexToB LUK

6) @opmy CBOAHOrO akTa O NPEPHIBAHUM B NPENOCTABICHUU Y CIYT
CBSI3M (COAEpXKAlllero B TOM YHCIIE IEpPeueHb OOBEKTOB, UINTEIBHOCTH INMEPEPHIBOB

B IIPEJIOCTABJICHUH Y CIIYT CBSI3H);

7) ®opmy otyeTa 0 PyHKIIMOHMPOBAHUU dneMeHTa «3ammra oT DD0S
aTaK»;

8) ®opMy oTdera O (YHKIMOHHPOBAHUHU dJeMeHTa «MexceTreBoe
SKPAaHUPOBAHUEN;

9) ®opmy otuera o QpyHkHoHUpoBaHUO KoMmnoHeHTa « MOHUTOPUHT

u obecrnieueHne 0€30MacHOCTH CBSI3U» DJNeMEHT «MOHHTOPHHI MapaMeTpOB KauecTBa
MPEIOCTABIISIEMBIX YCITYT»;

10)  ®dopmy oTuera no ucnogHeHUIO0 KoMmoHeHTa «3aIliura JaHHBIX»;

11)  Hucrpykuwuio no padore [Tonp3oBarens B JInuHOM KaOHUHETE;

12)  ®opMmbl OTYETa O JOTOBOPHBIX OTHOIICHHSX C aJlbTEPHATUBHBIMHU
orepaTopamu B ciydae eciu okazanue ycuyr no Kommonenty «Ilepemnaua qanapix L2»

o0ecrneunBaeTcs B COOTBETCTBUU C MMyHKTOM 5.8.2.1.
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7.2. B cpok:

- He mo3aHee 26 suBapsa 2026 roma Vcnonunurtens HampaBiseT 3aKa3zuUKy
JOKYMEHTBI B COOTBETCTBUU ¢ M. 7.12.1. T3 mo wmroram okaszaHusi B COOTBETCTBHH C
3asBkamu B pamkax Kontpakrta Ycemyr ceszu C30, Oobexktam MUK ykazanHbiM B
3asBKax 3aKa3uMKa;

7.3. B cpok, ykazanueii B m. 7.2. T3, McnomHuTens NpemocTaBiIsSeT OTYET

00 HCIOJb30BaHHH TCICKOMMYHHKAIIMOHHOT'O 060DVI[OB&HI/I$I IIpu  UCIIOJTHCHHH

Kontpakrta it KomnoonentoB «Oprammsamums kaHana L2» u  «[IpemocraBienune

IOCTyNay, CTPAaHOM IPOMCXOXKIAEHUA KOTOporo sBisieTcs: Poccuiickas denepanus no
¢dbopMme, pa3pabOTaHHON B COOTBETCTBUU C 1. 7.1 U yTBEp>KICHHON 3aKa34MKOM.
7.4. B cpok, ykazanueii B m. 7.2. T3, HcnonHurtens mpegocTaBisieT OTYET

o npucoeauHéHHbIX K ECIIJI UC u pernoHaibHBIX ceTel nepeaadyu JaHHbIX CYObEKTOB

Poccuiickoit @eaepanuu, B cOOTBETCTBUU € 1. 2.32. u 1. 2.33. T3.
7.5. B cpoxk, ykazanspii B 1. 7.2. T3, VcmoaHUTENp NMPEAOCTaBIseT KOIWU

cornamenui ¢ omneparopoM CK3U, 3aBepennwsix MHWcnomnutenem, misgs C30,

npucoenuuennbix Kk ECII/] B coorBercTBum ¢ n. 2.41.2 T3.
7.6. B cpok, ykazannsiii B 1. 7.2. T3, B pamkax Kommnonenta « MOHUTOpPHUHT U
obecrieueHre 6€30MaCHOCTH CBsI3W» VICTIOHUTENh TIPEIOCTaBIISET:

— Konuto CBI/II[eTeJ'H)CTBa 00 VYTBCPXKICHHMHN THUIIA CpPCACTB H3MCDGHHI>1

WJIM PErMCTPALIMOHHBIN HOMEp cpe/icTBa u3MepeHuid B deaepanbHOM HH(OPMAIIMOHHOM
¢donne no obecnedyeHnto eAUHCTBA M3MepeHuil. [IpenpocTaBisercs Ui KaKI0ro TUIa

CpPEACTB UBMEPEHUM, IS

CUCTEMBI B IIEJIOM (TEXHUYECKOTO PEIICHHUS);

anIapaTHbIX CPEJICTB KOHTPOJIA YPOBHS arperamuu;

armapaTHbIX CpeACTBa KOHTPOoJst ypoBHs C30;

pabouero sTajoHa — cepBepa TOYHOTO BPEMEHHU.

—  Komowurw penctByromniero CBUIETENBCTBA O ITOBEPKE CPEACTB HM3MEPEHUH

(mpenocTaBisieTcs A KaXI0r0 CpecTBa U3MEPEHUH ).
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7.7 Jna C30, OobexroB [IUK, kKoTOpbIM OKa3bIBatOTCS Y CIIYTH CBSA3U, HAIMYKE
noctyna K nHpopManmnmoHHbIM cuctemaM u cetn «Muateprer» Ha C30, O6BekTax [[UK
ompeeNsIeTCs 3aKa34yuKoM MOCPEACTBOM KomnonenTa «MOHUTOPUHT
1 obecrieueHrne 0e30MacHOCTH CBsI3W». B cpok, ykazanublii B m. 7.2. T3, cnonHUTENb

MpeaoCTaBIACT CAKCMCCAYHBIC OTUYCTHI 110 d)VHKHI/IOHI/IDOBaHI/IIO:

1) DnemenTa « MOHUTOPHUHT TTAPAMETPOB KaueCTBA MPEOCTABISIEMbIX YCITyT»;
2) DnemeHT «3amura ot DDoS atak»;
3) DneMeHT «Mex)CceTeBOe SIKPaHUPOBAHUEY .

7.8. B cpoxk, ykazanaeii B m. 7.2. T3, McnomHuTens MPEAOCTaBISACT OTYET
1o GyHKImoHUpoBaHH0 KoMroHeHTa «3aluTa TaHHbIX).

7.9. B cpok, ykazanusii B 1. 7.2. T3, McnonHuTtenb npeaocTaBisieT OTYET O
JIOTOBOPHBIX OTHOLICHUAX C AJIbTEPHATUBHBIMU onepaTopamMu 1o Bcem C30, KOTOPHIM B
pamkax wucnoiaHeHusi Konrpakra ycnyru nmo Kommnonenty «llepemaua mannbix L2»
OKa3bIBajach B COOTBETCTBUU C MMyHKTOM 5.8.2.1.

7.10. 3aka3umk MMEET MPaBO MPOBOJUTH BHIOOPOYHYIO MPOBEPKY OKA3BIBAEMBIX

Yeayr cBszu. BwiObopounas mpoBepka mnpoBoautcs Ha C30, Oo6bekrax UK
B cooTBeTcTBUU ¢ [Iporpammoii u Metoaukoii uctbitanuii (Ipunoskenue Ne 2).
7.11. Tlo wroraM mpoBeJEHUS HCHBITAHUNA B paMKaxX BBIOOPOYHOUN MPOBEPKH

cocTaBisitoTcs [IpOoTOKOI TPOBEICHMS TECTUPOBAHUS Y CIIYTH CBsI3U (nanee — [IpoTokor)

(ITpunoxxenne Ne 6) ¢ ykazaHWeM pPe3yJIbTATOB MCHBITAHUN MO KaXKIOMY HapameTpy
3aka3zaHHbiX KoMmroneHTos. IIpoTokon 3aBepsiercs VcnomHureneMm, yrnoJHOMOYEHHBIM
MpeACTaBUTENEM  3aka3uMKa, OTBETCTBEHHBIM IMpeacTaBuTeNeM MUHHUCTEPCTBA
npocBemienust Poccuiickoit ®denepannu  (nas C30), npencrasutenem UK (mns
oowektoB [IUK), mnpencraBurenem opraHa TrocyJapCTBEHHON BIACTH CyObeKTa
Poccuiickoit denepanuu u (WiK) MPeACTABUTEIEM OpraHa MECTHOT'O CaMOYIpaBJICHHUS,
10 COIJIACOBAHUIO - MPEACTaBUTEIEM TEPPUTOPHATIBLHOTO OpraHa (eiepajibHOro opraHa
MCIIOJTHUTENIbHOM BJIACTH, OCYIIECTBISIFOIIETO (PYHKIIUK IO KOHTPOJIIO B Chepe CBA3M.
7.12. Ha ocnoBanuu IIpoTokona npoBeaeHUs TECTUPOBAHUSL COCTABISETCA AKT

npoBepku  okazanus  Ycayr  cBszu  (IIpunokenue Ne 3),  moamuchIBaeMbId

I/ICHOJIHI/ITGJ'ICM, YIOOJHOMOYCHHBIM IIPEACTABUTCIICEM 3aK8,3‘lI/IKa, OTBCTCTBCHHBIM
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npeacrasutesnieM MuHucrepcTBa npocsenieHuss Poccuiickoit @enepamuun (s C30),
orBeTcTBeHHBIM nipeacTaButenem LUK (mist o6bexToB [IUK), mpeacraButenem oprana
rocyJIapCTBEHHOM BiacTh cyobekTa Poccuiickort denepanyu u (Man) IpeacTaBUTEIIEM
OpraHa MECTHOIO CaMOYNPABJIECHUSA, II0 COTJIACOBAHUID — NPEACTABUTEIIEM
TEPPUTOPUAIBHOTO  OpraHa (eaepajbHOrO0 OpraHa  HUCIHOJHUTEIBLHOM  BIIACTH,
OCYIIECTBJISIONIET0 (PYHKIIMH 1O KOHTPOJIIO B cpepe CBSI3U.

7.13. 3aka3yuK MPOW3BOIUT OPUEMKY OKA3aHHBIX YCIYT CBSI3M B CIEAYIOIIEH

[OCJIEI0BATEIbHOCTH:
7.13.1. UcniommHUTENb MPEIOCTABIIACT 3aKa3UHKY

— AxTbl 00 okazanuu Ycayr cBs3u (mo ¢opme Ilpunmoxkenus Ne5 x T3),

noAnucanHble VcnonHUTENeM W YHNOJIHOMOYEHHBIM IMpeacTaButenem kKaxaoro C30,
O6nekra [IUK. [lo muchbMEeHHOMY COIUIACOBaHUIO C 3aKa3dyMKoM AKTHl 00 OKa3aHUU
Yenyr cBasu (1o popme [punoxerus NeS k T3) MmoryT O6bITh moanucansl cromaureneM
U TPETHHUM JIUIIOM, HE SBISIOMUMCS pykoBoauTenem C30 i pyKoBoAUTENIEM 00bEeKTa
UK, a wuMeHHo: pykoBojguTeneM  (YMOJHOMOYEHHBIM  TPEACTABUTEIIEM )
rocyJapctBeHHoro oprana cyoOwnekra Poccuiickoit denepanuu, opraHa MeCTHOTO
CaMOYIIPABJICHHS;

— CBOI[HI)IG AKThI O IMTPCPBIBAHMH B ITPCAOCTABJICHNN yCHVF CBsI3H,

— Ortuetsl 10 ucnojHeHHIO KoMmnoHeHTa «MOHI/ITODI/IHF U 00eCIeYCHHUE

0€30IMaCHOCTH CBSI3M» DIEMEHT «MOHI/ITODI/IHF napaMEeTpoOB KAYCCTBA IPCAOCTABIIICMBIX

yCIIVIT».

7.13.1.1. B cnyyae ecnu OrpaHMYUBAETCS JOCTYI K AKTaM 00 OKazaHWUU Y CIyT
CBSI3H, OHU HampaplstoTcs VcnonauTrenem 3aka3unKy B COOTBETCTBHH C TPEOOBAHUAMU
K JIOKyMEHTaM, COCTaBJISIIOIIMM TOCYJAapCTBEHHYIO TallHy, WM CBEACHUIM

orpaHUYeHHOrO aoctyna («JJs ciry>keOHOro TOJIHb30BaAHUS ).

[Tpu HampaBneHnn AkTa 00 OKa3aHWUU YCIOYT CBSI3U B (opMe IIEKTPOHHOTO
JOKYMEHTA B clly4ae, eciiu 3agBka coryiacHo 1. 6.4 T3 HampaBiieHa B COOTBETCTBHH C
TpeOOBaHUSIMU K JIOKYMEHTaM, COCTaBJISIIOIIMM TOCYJapCTBEHHYIO TalHy, WU
CBEJIeHUsIM orpaHumdyeHHoro noctymna («ns cmyxxeOHOro mosb3oBaHus») B AKTe 00

okazannu Yciuyr cBszu Anpec O6bekta, [llupora, [onrora, IlomHoe HammMeHOBaHUE
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yupexnaenus u Touka npucoeaunenus kK ECIT/] mopt Ne ne ykassiBatorcsa. Mapopmarus
o cootBercTBUU Anpeca OOBEKTa MO KOTOPOMY (PAKTHUECKH OBLTM OKa3aHbl Y CIyTU
cBs3u Anpecy OObekTa, ykazaHHOMY B 3asiBke, oTrpaxaercs B ['pade Ne 5 Akra 00
OKazaHuM Ycayr cBsizu. B ciywae HecooTBercTBHA Anpeca OOBEKTa, MO KOTOPOMY
¢dakTryecku ObUIM OKa3aHbl YcCiyru cBszH, Aznpecy OObeKTa, yKazaHHOMY B 3asiBKe,
HcnonxuTens B 10NOJHEHUE K AKTY 00 OKa3aHUU YCIYT CBSI3U B CPOK HE IO3AHEE 3
pabounx aHeW mociie moanucanust AkTa 00 oka3aHuM YCIyT CBs3U 00s3aH HAINPaBUTh
3aka3z4yuky uHpopMaiuio o paktuueckoM Anpece OObEKTa, IO KOTOPOMY ObUIM OKa3aHbI
Yenyru cBsizu, OQOpPMIIEHHYIO B COOTBETCTBHHM C TPEeOOBaHUSIMHU K JOKYMEHTaM,
COCTABJISIIOLUIMM TOCYAApPCTBEHHYIO TaiHYy, WJIM CBEIAEHUSM OTPAaHUYEHHOrO J0CTyNa

(«ms1 city>keOHOTO MOTB30BAHUD).

7.13.2. KoHTposb oOKa3zaHuUS YCIyr CBSA3M OCYIIECTBIACTCS 3aKa3uUKOM

Ha ocHOBaHWU OTYeTOB CIIyKOBbI TEXHUYECKOU IIOIEPKKHA 3aKa3yWka U OTYETOB

Komnonenta «MoHuTtopuHr U oOecrieyeHne O€30MacCHOCTH  CBSI3W»  DJIEMEHT
«MOHHTOPHHT TapaMETPOB Ka4eCTBa MPEAOCTABISIEMBIX YCIyT».

7.13.3. JIokyMeHT 0 mpueMke noamnuceiBaerca McnomaureneM n 3aKka3yukoM Ha

OCHOBaHUM TIpeAocTaBiaeHHbIX Mcmomaurenem AKTOB 00 oOKa3aHWM YCIyT CBS3H,
otdetoB CmyXObl TeXHUYECKOW momajepxkku 3akazunka u CBOJHBIX AKTOB
O MNOpPEpbIBAHUSAX B NPEAOCTABICHUMU YCIYr CBs3M M OTYETOB MO MCIOJIHEHHIO
Kommnonenta «MoHUTOpHHT ©  oOecleueHre O€30MacHOCTH  CBSI3M»  DJIEMEHT
«MOHUTOPHUHT MapaMeTPOB KAa4€CTBA MPEIOCTABIAEMBIX YCIIYT.

7.13.4. Omnnara Y cayr cBsi3u OCYIIECTBISETCS 3a (PAKTUYECKU OKa3aHHbBIE Y CITyTH

cBsI3U B cooTBeTcTBUM C 3asBkamu U llenamu equuun Ycenyru (Ilpunoxenue Ne 2 k
rocyJ1IapCTBEHHOMY KOHTpakTy). [Ipu 3TOM pacdeT cTouMocTu (PaKTUUECKU OKa3aHHBIX
Yenyru cBssu o komrnoneHTaM «llepenaua manHbeix» u Yceayru cessu «llepenada
naHHbix L2» (manee — Ycayru) ocymectBisiercs coryacHo llenam emunuil Yciyru
(ITpunoxkennie Ne 2 K TrocyAapCTBEHHOMY KOHTPaKTy), MpelyCMaTpUBAIOIIUM
a0OHEHTCKYIO CHCTEMY OIUIaThl U3 pacyeTa 3a | kajneHmapHbiil mecsi. B cioydae, ecnu
Yenyru cBsizu (hakTUYECKH OKa3bIBAIMChH HE TOJIHBIA KaJeHAApHBIM MECsIl, CTOUMOCTD

VYciyr cBsI3U MOJUISKUT MepepacyeTy no ciaeayrouieit popmyse:
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C=T-((T/11) x (Ia+1dnp)), rme:

C — cTtouMoCTh YCIIyTH CBSA3U B PACCUUTHIBAEMOM MECSILIE;

T — lleHa equHULIBI Y CIIYTH CBA3H;

JI1 — KoJIMuecTBO KaJleHAApHBIX JHEW OKAa3aHUs Y CIYT CBS3U B MECHILIE;

JIH — KOJIMYECTBO JHEH, Korja Y CIyru CBS3M HE OKa3bIBAJIUCH (32 UCKIIOUCHHEM
JHEN NPEBBILIEHUS BPEMEHU HEJOCTYITHOCTH Y CIIyTH IIpU €€ BoccTaHoBiIeHuH (/lnp);

Jp - KOJTUYECTBO JHEW MPEBBILICHUS BPEMEHU HEIOCTYIHOCTH Y CIYTHU IpU €€
BOCCTAaHOBIICHHH;

Jnp=B4/24 (okpyriieHHOE B OOJIBIIYIO CTOPOHY JIO IIEJIOT0 HATYyPaIbHOTO YHCIIA);

B4 — BpeMs1 IpeBBIIIEHUS AOIYCTUMOTO BPEMEHH MPOCTOS Y CIIYyTH B MECHLI;

B4 = B2-B3;

B2 — oOmiee ¢aktuueckoe Bpemsi MepephiBa B MPEAOCTABICHUN Y CIYT CBSI3U B
KaJICHJIApPHOM MecAlle B pabo4MXx yacax, KOTOPOE PaBHSIETCS BPEMEHU HEJAOCTYITHOCTHU
Yceayr csizu 6e3 yuera:

- paboT Ha 06opyaoBaHuM VICIOSHUTEIIS, BBHITIOTHAEMBIMH I10 3aMPOCY 3aKa3uMKa;

- HeuctnpaBHOCTeH 0b6opynoBanus [lotpedures;

-neictBuii  IloTpebuTeneit, BBI3BAHHBIX B TOM  YHCJIE  OTKIIOYCHHUEM
AIIEKTPONUTAaHUS 000pynoBanus McnomHuTens;,

B3 — gomyctumoe Bpemsi MPOCTOS YCIYTH B MECHIII;

B3=(24*11)-0,98*(24*11);

B ciyuae eciiu B2 menbiie wnu pasHo B3, /lnp npupaBHIETCS K HYJIIO.

7.14. Ucnonnutens nomkeH odecneunBarh KodhGOUIMEHT JOCTYIHOCTH Y CIyT

Kn 06mmii He menee 0,98 oT 0011ero KOITu4ecTBa MpeocTaBiIsieMbix o KoHTpakTy, B
KaXJIbIi KAJICHIAPHBIN MECHLI.
7.14.1. VcnonHeHue o0s3aTENbCTB MO OKa3aHUIO YCIYTr CBS3U CUHUTAETCS

HCHAUIC)KAIIUM B CICAYIOIIHUX ClIyvdasXx.
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7.14.1.1. Kosdbdunuent pocrynHoctd Ycnyr Kn oommii menee 0,98 cumraercs

HEHAIJIeXKAIUM OKa3aHUuEeM Y CIIYT CBSI3U U ¢ MICTIOTHUTESI B COOTBETCTBUHM C YCIOBUSIMU
KonTtpakra B3uMaercs mrpad B pazmepe, npeaycMoTpeHHom 1. 6.3 'K,

7.14.1.2. nsa pacyera xkoddduMEeHTa TOCTYIHOCTH Ycavr cBsasu Ka oommit

UCIIOJIb3yeTCA cleayrolas popMyna:

M
Kn o6muii = (Z (Kn,))/M

rje:
Kn — koappunument noctynHoctu Yciyru cBa3u 1no kaxaomy C30 uinn o0beKTy
MK 3a xaneHaapHbIi MecsIl, paCCUUTHIBAEMBIN 110 popmyie:

_ (24 yacax /11) — B1 — B2
B 24x/11 — B1

J1 — KOMM4YECTBO KAJICHJAPHBIX JTHEW OKa3aHUs Y CIYyT CBA3U B MECSLIE;

M — KonnuecTBO 00BEKTOB, KOTOPBIM OKa3bIBAIOTCSA Y CIIYTH CBSI3U B pacyE€THOM
KaJICHIApHOM Mecsie B coorBercTBre ¢ ['K

B1 — obuiee pakTrueckoe BpeMsi TEXHOJOTHUYECKUX MEPEPHIBOB 3a KaJeHAAPHBIN
MecHIl B 4acax, BbI3BAHHBIX:

- IPOBEJICHUEM TUTAHOBBIX MPOPUIAKTUYECKUX PAOOT.

HcnonHutens  OPOBOAUT  TEXHOJOTMYECKHE  MEPEPBIBBI B MOPSIKE,
IIPENYCMOTPEHHOM PEriiaMeHToM TEXHUYECKOM MOAAEPKKHU IIPU OKa3aHUM Y CIIYT CBSI3H,
pa3pabOTaHHBIM B COOTBETCTBUU ¢ MYHKTOM 7.1 T3 u yTBep>KIEeHHBIM 3aKa3zdMKOM.
CymmMmapHoe Bpemsi TexHosornueckux nepepsiBoB B C30, O0bvekte LMK He momxHO
MIPEBBINIATH 1J151 TI0O0H Y CyTH CBsi3H 6 (11€CTh) YaCOB B TEUCHHE KaJECHIAPHOTO MECSIIa.

B2 — oOmiee ¢akrtuueckoe Bpemsi MepephiBa B MPEAOCTABICHUHU Y CIYT CBS3HU B
KaJICHJApHOM MecsIle B pabouux yacax, KOTOPOE paBHSETCS BPEMEHU HEIOCTYIHOCTH
Ycnyr cBs3u 0e3 yuera:

- pabot Ha o6opynoBanuu VcronHuUTENs, BBIIOIHAEMbBIMU 110 3apoCcy 3aKa3unKa;

- HeucnpaBHOCTEH 060opynoBanus [loTpedures;
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-nevictBuii  [loTpeOuTeneil, BBI3BAHHBIX B TOM YHCIE€  OTKIIOUYCHHUEM

ANEKTpONUTaHus 000py1oBaHus VciomHuTensl.

[lopsimok OTKPBITHUST W 3aKpbITUS MHIMJACHTOB [JIs TOJICYETa BpPEMEHU
HEJIOCTYITHOCTH YCIYI CBSI3U OIpEIEsieTcss B COOTBETCTBMU C PerimamenTom
TEXHUYECKOMN MOJIEPKKU IIPU OKa3aHUU Y CIYT CBsI3U, pa3pad0TaHHBIM B COOTBETCTBUU
¢ nyHKToM 7.1. T3 u yTBepKAECHHBIM 3aKa3UUKOM.

7.14.2. B cnywae, eclid B TEYEHHE OJHOTO KaJCHIAAPHOTO MeECAa OTKPBITO
WHIUCHTOB B 30HE OTBETCTBEHHOCTHU VICTIONHUTES ¢ MPEBBILIEHUEM BPEMEHU PEIICHHUS
WHIIMJEHTOB B Koin4yecTBe 3 (Tpex) W Oojiee NMPOLEHTOB OOIIEro KOJIWYECTBA
npenoctaBisieMbix 1o  KoHtpakty VYcenyr cBs3u, o0s3atenbcTBa McmonHutens
CUMTAIOTCSl HEHAJJIC)KAIIEE HWCIIOJHEHHBIMH U C VICHOJHUTENS B COOTBETCTBUM C
ycinoBusiMu KonTpakra B3umaetcs mrpad B pazmepe, npeaycMoTpeHHoM 1. 6.3 T'K.

7.14.3. B cnywae, eciid B TEYEHUE OJHOTO KaJEHAAPHOTO MecCAlla OTKPBITO
MHIIMJICHTOB B 30HE OTBETCTBEHHOCTHU VICTIOTHUTENS C MPEBBIIIEHNEM BPEMEHU PELICHUS
MHIUICHTOB 7/ (ceMb) U OoJiee KaJieHJAAPHBIX JHeH (32 UCKIIIOYCHUEM Npa3THUYHBIX
nuei) B konudectse 0,15 % u 60os1ee nporieHToB 00111eT0 KOJNYECTBA MPEIOCTaBISIEMbIX
no Kontpakty Yenyr cBsa3u, 00s3aTenbcTBa VICIONMHUTENST CUNMTAIOTCST HEHAAJIeKAIIee
WCIIOJTHEHHBIMU U ¢ VICTIOTHUTENS B COOTBETCTBHM € yciaoBUAMU KoHTpakTa B3uMaeTcs
mTpad B pazmepe, peaycMoTperHHoM 1. 6.3 T'K.

7.14.4. B cinyyae eIMHOBPEMEHHOIO (B TEUCHHE OJHMX KaJCHIApPHBIX CYTOK)
oTka3a 6 (mecTh) W Oojiee MPOWEHTOB YCIyr CBs3M 00s3aTenbcTBa McmomHuTe s
CUMTAIOTCS HEHAJJICKAIIEe HWCIOJHEHHBIMU W C VcmojJHUTENss B COOTBETCTBUM C
ycinoBusimu KoHTpakra B3umaercs mrpad B pasmepe, npenycMoTpeHHoM m. 6.3 T'K.
[IpoueHT Ycayr CBsI3M pacCUMTBHIBACTCS KAK BEJIMYMHA OTHOLIEHUS CTOMMOCTH Y CIyT
CBSI3U, OKa3bIBAEMBIX C OTKJIOHEHHEM OT 3aJaHHBIX MapamMeTpoB YCIYyr CBS3H, K
CTOMMOCTUA YCIIYT CBSI3M, 3aKa3aHHBIX 10 COCTOSHUIO Ha JaTy, B KOTOPYIO OBLI
3a(pUKCUPOBAH COOTBETCTBYIOIINN OTKa3 Y CIIYT CBA3H.

7.14.5. B ciuyyae, eciin B TeueHHE OAHOro Mmecsia 6osee 15% ot oOmero
KonuuecTBa mnpenoctaBisieMblx 1o Kontpakty Yemyr ceszu umeror Koadduuument

noctynHocty MmeHee 0,98, To Yciayru cBsi3u i1 00IIEro KoJIMYecTBa Mpea0CTaBISIEMbIX
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110 KOHTpaKTy chyr CBA3HU B JIAHHOM KAJICHAAPHOM MCECALC CHUTAOTCA HC OKA3aHHBIMHU

H HC MMOAJICKAT OIIaTC, IIPpX 3TOM B COOTBETCTBHUH C YCIIOBUAMU KOHTpaKTa B3HMMAacTCA

mTpad B pazmepe, npeaycMoTpeHHoM 1. 6.3 I'K.

O B~ W DN -

»

IMpuioxenust

. 3asBKa Ha oka3zaHue Y ciayr cBsi3u (Dopma);

. [IporpamMma 1 METOAMKA UCTIBITAHUM;

. AKT npoBepku okazaHusi Yciyr cBsizu (Dopma)

. [Inan opranuzanuu Touek nmpucoeaunenus (Gopma);

.AKT 00 oOkazaHuM YcCIayr CBSI3M 3a TIEPUO C & » 202 1.

o «___ » 202 1. (Popma);

. [IpoTtokon npoBeneHus TectupoBanus Y ciyr cBsizu (Popma);
. Texunueckue TpeOOBaHUSA HA OKa3aHUE Y CIIyI TEPPUTOPUATIBLHBIM H30UPATEIbHBIM

KOMHUCCHSIM U M30UpaTebHbIM KOMUCCUSIM cYyObekTOB Poccuiickoit deneparuu 1uist
obecnieuenus pynkuronupoBanus ['AC «Bb10opbi».

oT 3aKa3uuKa: ot Ucnosnnurensi:

3amecturesi, MUHHCTpPA Buue-IIpe3uaent nmo padore ¢
UU(ppPOBOro pasBUTHS, CBSI3H U KPYIHbIMH KOPIOPATUBHBIMH
MAaCCOBBIX KOMMYHUKAIUA kiauenTamu ITAO «Pocrenexom
Poccuiickoit ®egepaunu
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